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Preface

Throughout this book, you will be provided with the knowledge needed to protect your
Windows environment and the users that access it. It will cover a variety of topics that

go beyond the hardening of just the operating system, including the management of
devices, baselining, hardware, virtualization, networking, identity management, security
operations, monitoring, auditing, and testing. The goal is to ensure that you understand
the foundation of and multiple layers involved in providing improved protection for your
Windows systems.

Since this is a book about security, it's important to understand what the core principles
are that form an information security model and foundation. These principles are known
as the CIA triad, which represents confidentiality, integrity, and availability. If you have
pursued a security certification, such as the CISSP or Security +, certification for example,
you will be very familiar with this model. If not, it is recommended that you familiarize
yourself with it as a security professional. This book will not go into detail about the CIA
triad but, as with any security, the concepts provided in this book will help you to ensure
the confidentiality, integrity, and availability of information on the Windows systems you
manage. At a high level, CIA represents the following:

+ Confidentiality involves ensuring that no one other than those authorized
access information.

« Integrity involves ensuring that the information being protected is original and
has not been modified without the correct authorization.

« Availability involves ensuring that information is always available when access
is needed.

The book is split into three sections to help guide you and provide the understanding
and knowledge needed to implement a solid Windows security foundation within your
organization. The first section provides an overview of the fundamentals, including an
overview of the management tools for the Windows server and client environment, and
a review of the management models used to manage Windows systems and the
importance of each of them. This section will also cover the concept of baselining and
the importance of following a standard with defined procedures and processes that have
leadership support and sign-oft.
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In the second section, we will dive into the technical aspects of what is needed to apply
security and hardening to your Windows environment. This section will not only provide
the technical details of how to harden both the Windows server and client OS, but we
will review all the different management scenarios and the importance of administration
and remote management from a security standpoint. Most importantly, ensuring secure
administration and the remote management of your Windows systems is vital. We will
review the networking components as they relate to the hardening of Windows and

then provide information about identity and access management and how critical the
protection of identity has become in the digital world today.

The final section provides more of an operational focus on how to best protect and
monitor your Windows environment. It is critical for your security program to not only
implement the recommended security controls but validate that controls are in place.

To do this effectively, we need to perform auditing and testing against the configurations
implemented to harden Windows environments. In addition, it's just as important to
monitor environments and provide reporting. We will look at an in-depth overview of
the security operations program and discuss the tools that can be used for efficient
incident management.

We will primarily focus on the most current versions of Windows available today,
including Windows Server 2019, Windows 10, and the resources available within
Microsoft Azure. We understand migrating to the latest Windows OS and shifting
workloads from on-premises to the cloud is not an overnight task and may take years.

In general, the concepts we provide throughout this book can be used within most
configurations of Windows but could vary slightly depending on the build or version.
Upgrading to the latest version of Windows is critical to the overall hardening of your
systems and should be a driving factor to push your migrations forward. It is strongly
recommended to upgrade as soon as possible as Microsoft will no longer release security
patches or offer support for deprecated versions.

Who this book is for

This book is intended to educate the technical and security community, which includes
the following roles:

« Microsoft security, cloud, and technical roles such as engineers, analysts, architects,
and administrators

« Anyone involved with the management of a Windows environment
o All technical related security roles

o Technical/security managers and directors
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What this book covers

Chapter 1, Fundamentals of Windows Security, provides an introduction to the security
world within IT and enterprises. We will cover how security is transforming the way
we manage technology and discuss threats and breaches that are relevant today. We
will look at current challenges and discuss a concept known as zero trust.

Chapter 2, Building a Baseline, provides an overview of baselining and the importance
of building a standard to be approved by leadership and adopted by everyone. We will
cover what frameworks are and provide an overview of the more common frameworks
for security and hardening an environment. We will then look at best practices within
enterprises and cover the importance of change management to ensure that anything
that falls outside the scope of policy receives the correct approvals.

Chapter 3, Server Infrastructure Management, provides an overview of the data center
and cloud models that are used today. We will then go into detail on each of the current
models as they pertain to the cloud and review secure access management to Windows
Server. We will also provide an overview of Windows Server management tools, as well
as Azure services for managing Windows servers.

Chapter 4, End User Device Management, provides an overview of the end user computing
landscape. We will discuss the evolution of device management and review some major
models that have emerged over the years. You will learn the importance of a centralized
management solution as it pertains to security and how device management solutions

are critical for a robust and compliant model. The management solutions covered include
device imaging, Windows Autopilot, Microsoft Endpoint Configuration Manager
(formerly SCCM), Intune Mobile Device Management (MDM), and Microsoft Endpoint
Manager Admin Center.

Chapter 5, Hardware and Virtualization, provides an overview of physical servers and
virtualization. The chapter will cover hardware certification, enhancements in hardware
security, and Virtualization-Based Security (VBS) concepts to secure and harden
devices, including BIOS, UEFI, TPM 2.0, Secure Boot, and advanced protection

with VBS.

Chapter 6, Network Fundamentals for Hardening Windows, provides an overview of
networking components and how they play a big role in hardening and securing your
Windows environment. You will learn about Windows Defender Firewall and Advanced
Security, Windows Defender Exploit Guard Network Protection, and how to configure
them on your Windows devices. Additionally, you will be provided with the knowledge
needed to understand the latest technology from Microsoft as it relates to network
security for your Windows VMs in Azure.
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Chapter 7, Identity and Access Management, provides a comprehensive overview of
identity management and the importance it plays in securing and hardening your
Windows systems. Identity has become the foundation of securing users - this chapter
will cover everything you need to do within the identity and access management area.
We will provide more details on account and access management, authentication, MFA,
passwordless authentication, conditional access, and identity protection.

Chapter 8, Administration and Remote Management, provides details on different methods
for administration and remote management as they relate to the Windows infrastructure.
You will be provided with the knowledge needed to ensure that best practices are applied
and will learn how to apply those best practices. The topics covered include enforcing
policies with Configuration Manager and Intune, building security baselines, connecting
securely to servers remotely, and an overview of PowerShell security.

Chapter 9, Keeping Your Windows Client Secure, covers Windows clients and the different
solutions used to keep them secure and updated. You will also learn hardening techniques
to secure exploits commonly used by attackers. The chapter also covers onboarding
machines to Microsoft Defender ATP and Windows Update for Business, and provides
details on advanced Windows hardening configurations for Windows 10 privacy.

Chapter 10, Keeping Your Windows Server Secure, looks at the Windows Server OS and
introduces server roles and the security-related features of Windows Server 2019. You
will learn about techniques used to keep your Windows server secure by implementing
Windows Server Update Services (WSUS) and Azure Update Management, onboarding
machines to Microsoft Defender ATP, and enforcing a security baseline. You will also
learn how to deploy a Windows Defender application control policy.

Chapter 11, Security Monitoring and Reporting, talks about the different tools available
that provide telemetry as well as insights and recommendations to help secure your
environment. This chapter will inform you about the ways to act on recommendations
to help secure your environment. Technologies covered include Microsoft Defender
ATP, Log Analytics, Azure Monitor, and Azure Security Center.

Chapter 12, Security Operations, talks about the Security Operations Center (SOC) in an
organization and discusses various tools used to ingest and analyze data to detect, protect,
and alert you to incidents.

Chapter 13, Testing and Auditing, goes through validating that controls are in place and
enforced. You will also learn about the importance of continual vulnerability scanning
and testing in addition to the importance of penetration testing to ensure that the
environment is assessed in terms of its ability to protect against the latest threats.
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Chapter 14, Top 10 Recommendations and the Future, provides recommendations and
actions to take away after reading this book. It also provides some insight into the
direction of where the future of device security and management is headed, as well
as some insight into our thoughts on the importance of security in the future.

To get the most out of this book

In order to get the most out of this book, the following items will be needed to follow
along with the examples provided. Thanks to cloud technology, you will be able to quickly
enable an environment to build the infrastructure and foundation needed to support your
journey throughout this book.

It is reccommended that you set up an Office 365 subscription (add your own custom
domain), which will in turn create an Azure Active Directory (AAD) tenant. Once
the AAD tenant has been set up, this will allow you to add an Azure subscription

to begin consuming Azure resources tied to your Office 365 subscription and your
custom domains.

Office 365 E5 30-day free trial: https://go.microsoft.com/fwlink/
p/?LinkID=698279&culture=en-US&country=US

Azure account with $200 credit for 30 days: https://azure.microsoft.com/
en-us/free/

Cloud subscriptions required

o An Azure subscription

o Microsoft Enterprise E5

o An Intune subscription and license

» Microsoft Defender ATP licensing (Windows 10 E5 or M365 E5)

« Enterprise Mobility + Security E3 or E5 (includes AAD Premium P2)

Permissions

« Global administrator rights to your Office 365 subscription
» Owner role or appropriate RBAC to your Azure subscription to deploy resources

« Domain admin rights on your domain controller or equivalent rights to modify
Group Policy


https://go.microsoft.com/fwlink/p/?LinkID=698279&culture=en-US&country=US
https://go.microsoft.com/fwlink/p/?LinkID=698279&culture=en-US&country=US
https://azure.microsoft.com/en-us/free/
https://azure.microsoft.com/en-us/free/
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Azure resources

Azure VMs (Windows 10 and Windows Server 2019 Core and Desktop versions
from Marketplace)

A virtual network, subnet, network security group, and resource group
AAD

Azure Security Center Standard

Azure Sentinel

Azure Bastion

Microsoft Cloud App Security

A Log Analytics workspace

An Azure Automation account

Azure Update Management

Azure Privileged Identity Management

Applications, tools, and services

PowerShell (version 5.1 recommended) with the AAD module and the Azure
PowerShell Az module

Text viewer to edit and open JSON files

Windows Assessment and Deployment Kit

Windows Deployment Services (Windows Server roles and features)
Microsoft Deployment Toolkit

System Center (Configuration Manager) hierarchy

Windows 2016 Active Directory and domain functional level
Microsoft Security Compliance Toolkit

WSUS

Windows 10 Pro/ Enterprise, Windows Server 2016+ Core/Datacenter

All licensing and pricing is subject to change by Microsoft. Additionally, many of the
products that are mentioned are covered under a license bundle, or available a la carte
if you only want to enable a small subset of features.
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For information about licensing Microsoft 365, visit this link:

http://download.microsoft.com/download/8/7/7/877B1713-671E-
43AA—BB79—AF8478C64AFF/LicenSing—MicrOSOft—365 .pdf

To compare the different products available in the Microsoft 365 plans, visit this link:

https://www.microsoft.com/en-us/microsoft-365/compare-
microsoft-365-enterprise-plans

For AAD pricing and features, visit this link:

https://azure.microsoft.com/en-us/pricing/details/active-
directory/

If you are using the digital version of this book, we advise you to type the code
yourself. Doing so will help you avoid any potential errors related to the copying
and pasting of code.

Code in Action

Code in Action videos for this book can be viewed at (https://bit.1ly/2VEPO3t).

Download the color images

We also provide a PDF file that has color images of the screenshots/diagrams used in this
book. You can download it here: http://www.packtpub.com/sites/default/
files/downloads/9781839216411 ColorImages.pdf.

Conventions used

There are a number of text conventions used throughout this book.

Code in text:Indicates code words in text, database table names, folder names,
filenames, file extensions, pathnames, dummy URLs, user input, and Twitter handles.
Here is an example: "Mount the downloaded WebStorm-10* . dmg disk image file as
another disk in your system."


http://download.microsoft.com/download/8/7/7/877B1713-671E-43AA-BB79-AF8478C64AFF/Licensing-Microsoft-365.pdf
http://download.microsoft.com/download/8/7/7/877B1713-671E-43AA-BB79-AF8478C64AFF/Licensing-Microsoft-365.pdf
https://www.microsoft.com/en-us/microsoft-365/compare-microsoft-365-enterprise-plans
https://www.microsoft.com/en-us/microsoft-365/compare-microsoft-365-enterprise-plans
https://azure.microsoft.com/en-us/pricing/details/active-directory/
https://azure.microsoft.com/en-us/pricing/details/active-directory/
https://bit.ly/2VEPO3t
https://static.packt-cdn.com/downloads/9781839216411_ColorImages.pdf
https://static.packt-cdn.com/downloads/9781839216411_ColorImages.pdf
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A block of code is set as follows:

html, body, #map {
height: 100%;
margin: O0;
padding: 0

}

When we wish to draw your attention to a particular part of a code block, the relevant
lines or items are set in bold:

[default]

exten => s,1,Dial (Zap/1]30)
exten => s,2,Voicemail (ul00)
exten => s,102,Voicemail (b100)

exten => 1i,1,Voicemail (s0)
Any command-line input or output is written as follows:

$ mkdir css

$ cd css

Bold: Indicates a new term, an important word, or words that you see onscreen.
For example, words in menus or dialog boxes appear in the text like this. Here is an
example: "Select System info from the Administration panel."

Tips or important notes

Appear like this.

Get in touch

Feedback from our readers is always welcome.

General feedback: If you have questions about any aspect of this book, mention the book
title in the subject of your message and email us at customercare@packtpub. com.
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Errata: Although we have taken every care to ensure the accuracy of our content, mistakes
do happen. If you have found a mistake in this book, we would be grateful if you would
report this to us. Please visit www . packtpub . com/support/errata, selecting your
book, clicking on the Errata Submission Form link, and entering the details.

Piracy: If you come across any illegal copies of our works in any form on the Internet,
we would be grateful if you would provide us with the location address or website name.
Please contact us at copyright@packt . com with a link to the material.

If you are interested in becoming an author: If there is a topic that you have expertise
in and you are interested in either writing or contributing to a book, please visit
authors.packtpub.com.

Reviews

Please leave a review. Once you have read and used this book, why not leave a review on
the site that you purchased it from? Potential readers can then see and use your unbiased
opinion to make purchase decisions, we at Packt can understand what you think about
our products, and our authors can see your feedback on their book. Thank you!

For more information about Packt, please visit packt . com.


https://www.packtpub.com/support/errata
http://authors.packtpub.com/
http://packt.com




Section 1:
Getting Started

This section will provide you with an overview of security fundamentals and the
importance of building a baseline. It will also provide information on infrastructure
models, and talk about end user computing evolutions and the solutions we can use
to manage them.

This section includes the following chapters:
o Chapter 1, Fundamentals of Windows Security
o Chapter 2, Building a Baseline
o Chapter 3, Server Infrastructure Management

o Chapter 4, End User Device Management






1

Fundamentals of
Windows Security

Nowadays, the conversation of cybersecurity has become a hot topic throughout the
world. And even more so with leadership teams and board members of many major
organizations asking the question, are we secure? The short answer is no: no one is secure
in today's digital world, and there has never been a more critical time to ensure that you
are doing everything within your power to protect your organization and its users.

As we continue to receive daily news of breaches throughout the world, it is clear how
severe the issue of cybercrime has become. To put it bluntly, we simply need to do a better
job of protecting the data that we collect and manage within our organizations today. This
isn't an easy task, especially with the advancement of organized cyber and state-sponsored
groups with budgets, most likely, far exceeding that of most organizations. As security
professionals, we need to do our due diligence and ensure we identify all risks within the
organization. Once identified, they will need to be addressed or accepted as a risk

by leadership.
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As a consumer, it is most likely that your data has already been breached, and there's

a chance your account information and passwords are sitting on the dark web somewhere.
We need to work with the assumption that our personal data has already been breached
and build better barriers around our data and account information. For example, in the
U.S., purchasing identity protection as a service to monitor your identity can serve as

an insurance policy if you incur any damages. In addition to this, the ability to place

your credit reports on hold to prevent bad actors from opening accounts under your
name is another example of a defensive approach that you can take to protect your
personal identity.

As the cybersecurity workforce continues to evolve and strengthen with more and more
talented individuals, we want to help contribute to the importance of securing our

data, and we hope this book provides you with the necessary knowledge to do the right
thing for your organization. As you read this book, you will not only learn the technical
aspects of securing Windows, but you will also learn what else is necessary to ensure the
protection of Windows and the users that use it. Protecting Windows has become a lot
more than making a few simple configuration changes and installing an antivirus (AV)
tool. There is an entire ecosystem of controls, tools, and technology to help protect your
Windows systems and users.

As you read through this chapter, you will learn about the broader fundamentals
of security and the principles behind the foundation that is needed to protect your
Windows environment. Specifically, you will learn about the following:

« An overview of the security transformation within the industry

o Alook at security trends as they relate to today's digital world

o A review of the current threat landscape and common vulnerabilities

o An overview of some recent publicly known breaches

o An overview of the current security challenges faced today

o What Zero Trust security is, and why we need to adopt this approach
moving forward

Understanding the security transformation

Over the years, security has evolved from being just a shared role or a role that didn't
even exist within a business. Today, well-defined teams and organizational structures

do actually exist or are being created to focus solely on security. Not only are these teams
maturing constantly, but the Chief Information Security Officer (CISO) has become

a person of significant importance who may report directly to a Chief Executive Officer
(CEO) within an organization and not the CIO.
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Over the years, many roles that never existed before have begun to appear within the
security world, and new skill sets are always in demand. As an overview, the following
is a list of some of the more common security roles that you can expect to see within
a security program:

« CISO/CSO (Chief Information Security Officer/Chief Security Officer)
« IT Security Director

o IT Security Manager

« Security Architect/Engineer

 Security Analyst

« Security/Compliance Officer

« Security Administrator

o Security Engineer

o Software/Application Security Developer
« Software/Application Security Engineer
+ Cryptographer/Cryptologist

« Security Consultant/Specialist

+ Network Security Engineer

 Cloud Security Architect

One thing to point out, in regard to these roles, is the major shortage of the cybersecurity
workforce throughout the world. A cybersecurity workforce study by (ISC)? shows that

a worldwide growth of 145% is needed to meet the demand for cyber experts. In the US,
this number needs to grow by 62%. These numbers clearly show the demand for skilled
cybersecurity experts along with opportunities for growth. The challenge with this growth
is that new positions are continuously being created as new skills are needed, which makes
it difficult to find well-seasoned talent (read more about the (ISC)? 2019 Cybersecurity
Workforce Study here: https://www.isc2.org/Research/Workforce-Study).

One of the primary factors for the growing need of security experts correlates to the
advancement of the PC (or personal computer) and its evolution throughout the years.
The PC has changed the way we connect. And, with this evolution comes the supporting
infrastructure, which has evolved into many data centers seen throughout the world.


https://www.isc2.org/Research/Workforce-Study
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As we are all aware, Windows has been the victim of numerous vulnerabilities over the
years and continues to be a victim even today. The initial idea behind the Windows
Operating System (OS) was a strong focus on usability and productivity. As a result of
its success and adoption across the globe, it became a common target for exploits. This,
in turn, created many gaps in the security of Windows that have traditionally been filled
by many other companies. A good example is a need for third-party AV software. As the
world has turned more toward digitization over the years, and the adoption of Windows
usage has continued to grow, so has the need for improved security along with dedicated
roles within this area. Protecting Windows has not been an easy task, and it continues to
be an ongoing challenge.

Living in today's digital world

Today, we are more reliant on technology than ever and live in a world where businesses
cannot survive without it. As our younger generations grow up, there is greater demand
for the use of advanced technology. One scary thought is how fast the world has grown
within the previous 100 years compared to the overall history of mankind. Technology
continues to push the boundaries of innovation, and a significant portion of that change
must include the securing of this technology. Especially since the world has become a
more connected place with the advancement of the internet.

To give you a rough idea of technology usage today, let's take a look at the current desktop
usage throughout the world. For these statistics, we will reference an online service,

called Statcounter GlobalStats: https://gs.statcounter.com/. This dataset is

not all-inclusive, but there is a very large sampling of data used to give us a good idea

of worldwide usage. Statcounter GlobalStats collects its data through web analytics via
tracking code on over 2 million websites globally. The aggregation of this data equates

to more than 10 billion page views per month. The following screenshot shows the OS
market share that is in use worldwide. More information from Statcounter can be viewed
athttps://gs.statcounter.com/os-market-share/desktop/worldwide:

statcounter

GlobalStats Press Releases FAQ About Feedback

Windows 0S X Unknown Linux Chrome OS FreeBSD

/77.93%  1593% 2.79% 1.77% 1.58% 0%

Desktop Operating System Market Share Worldwide - October 2019

Figure 1.1 - Statcounter Desktop Operating System Market Share Worldwide


https://gs.statcounter.com/
https://gs.statcounter.com/os-market-share/desktop/worldwide
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As you can see, the Windows desktop market is more widely adopted than any other

OS available today. Seemingly, Windows has always had negative connotations because
of its ongoing vulnerabilities in comparison to other OSes. Part of this is due to how
widely used Windows actually is. A hacker isn't going to waste their time on an OS that
isn't widely adopted. We can assume there would be a direct correlation between OS
adoption rates and available security vulnerabilities. Additionally, the Windows OS is
supported across many types of hardware, which opens up opportunities for exploits to
be developed. One reason as to why we see significantly fewer macOS vulnerabilities is
due to the hardware control with which Apple allows its software to run. As the platform
has grown, though, we have seen an increase of vulnerabilities within its OS too. The
point we're making is that we tend to focus our efforts on areas where it makes sense, and
Windows has continued to be a leader in the desktop space, making it a very attractive
source to be attacked. This, in turn, has created an ecosystem of vendors and products
over the years, all aimed at helping to protect and secure Windows' systems.

Let's take a look at the current adoption of the different Windows OSes in use. The
following screenshot from Statcounter shows the current Windows desktop version usage
around the world today. To view these statistics, visit ht tps://gs.statcounter.
com/os-version-market-share/windows/desktop/worldwide:

£ statcounter
' GlobalStats

Press Releases FAQ About Feedback

win10 Win7 Wing.1 WinXpP Win8 WinVista

7098% 2121%  4.63%  1.39%  1.19%  0.56%

Desktop Windows Version Market Share Worldwide - March 2020

Figure 1.2 - Desktop Windows Version Market Share Worldwide

As you can see, Windows 10 has become the most adopted OS. Microsoft continues to
push more users and organizations to Windows 10, and this is where they spend the
majority of their development resources. There are also major changes to Windows 10
compared to older versions, which is why it is critical to migrate from older versions,
especially for security-specific reasons. Microsoft ended its support (including security
updates) for Windows XP in April 2014 and Windows 7 in January 2020.

NetMarketShare is another analytical site similar to Statcounter GlobalStats with its own
set of statistics for reference: https://netmarketshare.com/.


https://gs.statcounter.com/os-version-market-share/windows/desktop/worldwide
https://gs.statcounter.com/os-version-market-share/windows/desktop/worldwide
https://netmarketshare.com/
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A recent buzz term you have most likely heard in recent years is that of digital
transformation. This refers to the shift from a legacy on-premises infrastructure to

a modernized cloud-first strategy to support the evolving need of big data, machine
learning, Artificial Intelligence (AI), and more. A significant part of this shift also

falls within Windows systems and management. In Chapter 3, Server Infrastructure
Management, we will look at the differences between a data center and a cloud model,
including where the responsibilities fall for maintaining and securing underlying systems.
Prior to digital transformation, we relied heavily on the four walls of the corporation and
its network to protect a data center and its systems. This included a requirement for client
devices to be physically on the corporate network in order to access data and services.
With this model, our devices were a little easier to manage and lock down, as they never
left the corporate office. Today, the dynamics have changed, and, referencing back to
Statcounter in the following screenshot, you can see a significant shift from traditional
desktop usage to a more mobile experience and requirement. To view the source of this
diagram, visit https://gs.statcounter.com/platform-market-share/
desktop-mobile-tablet/worldwide/#monthly-200901-202003:

Press Releases FAQ About Feedback

Mobile Desktop Tablet

52.03% 45.32% 2.65%

Desktop vs Mobile vs Tablet Market Share Worldwide - March 2020
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Figure 1.3 - Statcounter platform comparison Jan 2009 - Mar 2020


https://gs.statcounter.com/platform-market-share/desktop-mobile-tablet/worldwide/#monthly-200901-202003
https://gs.statcounter.com/platform-market-share/desktop-mobile-tablet/worldwide/#monthly-200901-202003
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Focusing on Windows security, the traditional model of an organization would have
typically included the following security tools as part of its baseline:

o AV (antivirus software)
o Windows Firewall
» Internet proxy service

o Windows updates

Depending on your organization or industry, there may have been additional tools.
However, for the most part, I'd imagine the preceding list was the extent of most
organizations' security tools on Windows client devices. The same would have

most likely applied to the Windows servers in the traditional model. As this digital
transformation has brought change, the traditional method of Windows management
has become a legacy. There is an expectation that we can work and access data from
anywhere at any time. We live in an internet-connected world, and, when we plug our
device in, we expect to access our data with ease. With this shift, there is a major change
in the security of the systems we manage and, specifically, the Windows server and
client. As we shift our infrastructure to the cloud and enable our users to become less
restricted, the focus of security revolves not only around the device itself but that of the
user's identity and, more importantly, the data. Today, the items that we listed earlier
will not suffice. The following tools are those that would be needed to better protect
your Windows devices:

o Advanced Threat Protection (ATP): AV and threat protection, advanced
analytics and behavioral monitoring, network protection, exploit protection,
and more

« Advanced data loss prevention
o Information protection

o Identity protection: biometric technology, multi-factor authentication,
and more

 Application control

« Machine learning and advanced Al security services
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Today's threats

The threat landscape within the cyber world is extremely diverse and is continually
becoming more complex. The task of protecting users, data, and systems is becoming
more difficult and requires the advancement of even more intelligent tools to keep the bad
actors out. Today, criminals are more sophisticated, and large groups have formed with
significant financial backing to support the wrongdoings of these groups. The following is
a list of cyber threats:

« National governments

o Nationstates

o Terrorists

o Spies

o Organized crime groups
« Hacktivists

o Hackers

o Business competitors

« Insiders/internal employees

Tip

To learn more about these cyber threat sources, the Department of Homeland
Security has a great reference here: https: //www.us-cert.gov/ics/
content/cyber-threat-source-descriptions.

To shed some light on real-world examples of data breach sources today, Verizon has
created a 2020 Data Breach Investigations Report (https://enterprise.verizon.
com/resources/reports/dbir/). The report is built on a set of real-world data and
contains some eye-opening data on attack sources:

o External actors: 70%

« Organized criminal groups: 55%
o Internal actors: 30%

o Partners: 1%

o Multiple parties involved: 1%


https://www.us-cert.gov/ics/content/cyber-threat-source-descriptions
https://www.us-cert.gov/ics/content/cyber-threat-source-descriptions
https://enterprise.verizon.com/resources/reports/dbir/
https://enterprise.verizon.com/resources/reports/dbir/
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The full report can be found here:

https://enterprise.verizon.com/resources/reports/2020-data-
breach-investigations-report.pdf

There are many types of cyberattacks in the world today, and this creates a diverse set

of challenges for organizations. While not all threats are Windows-specific, there's

a chance that Windows is the median or attack vector in which an attacker gains access by
exploiting a vulnerability. An example of this could be an unpatched OS or an out-of-date
application. The following list contains many common types of threats that could cause
damage directly from a vulnerability within the Windows OS or by using the Windows OS
as an attack vector.

Malware is software or code designed with malicious intent that exploits vulnerabilities
found within the system. The following types of threats are considered malware:

o Adware

o Spyware

« Virus (polymorphic, multipartite, macro, or boot sector)
o« Worm

o Trojan

o Rootkit

o Bots/botnets

o Ransomware

+ Logic bomb

In addition to malware, the following are types of attack techniques that can be used to
exploit vulnerabilities:

» Keylogger

« Phishing

o Spear phishing

« Whale phishing

« SQL injection attack

+ Cross-Site Scripting (XSS)

o Denial of Service (DoS)


https://enterprise.verizon.com/resources/reports/2020-data-breach-investigations-report.pdf
https://enterprise.verizon.com/resources/reports/2020-data-breach-investigations-report.pdf
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« Session hijacking

o Man-in-the-Middle Attacks (MITM)

 Password attacks (brute-force, dictionary, or birthday attacks)
o Credential reuse

o Identity theft

o Advanced persistent threats

o Distributed Denial of Service (DDoS)

o Intellectual property theft

 Shoulder surfing

o Golden Ticket: Kerberos attacks

Tip

To learn more about the threats listed earlier, the National Institute of
Standards and Technology (NIST) contains a glossary that provides more
information on most, if not all, of the preceding list: https://csrc.
nist.gov/glossary.

Identifying vulnerabilities

Now that we know more about the threats, it's even more important for you to know
where to access information about these vulnerabilities. You also need to be aware of
any resources that are available so that you can educate yourself on what's required to
remediate any vulnerabilities. As you are already aware, Windows is renowned for its
ongoing vulnerabilities, and patching/updating these systems has morphed into a full-
time and very specialized role over the years. The following website is the authoritative
source with regard to Microsoft security updates: https://portal .msrc.
microsoft.com/en-us/security-guidance.

Useful information

Here is the link to the Microsoft Security Response Center (MSRC):
https://www.microsoft.com/en-us/msrc?rtc=1.



https://csrc.nist.gov/glossary
https://csrc.nist.gov/glossary
https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
https://www.microsoft.com/en-us/msrc?rtc=1
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As shown in the following screenshot, you will be provided with a list of all identified
vulnerabilities from Microsoft within a selected time range with additional filtering

options. To give you an idea of the risk profile for Windows, the following filter is scoped

to Windows 10 for x64-based systems over the last month, which returned 47 uniquely

addressed vulnerabilities:

=. Microsoft | MSRC  Reportanissue ~  More « All Microsoft ~ O Sign in

United States (English)

Security Update Guide

The Microsoft Security Response Center (MSRC) investigates all reports of security vulnerabilities affecting Microsoft products and services, and provides
the information here as part of the ongoing effort to help you manage security risks and help keep your systems protected.

Search by date range, product, severity, and impact; or search by KB or CVE number

® | Fom FE 03/18/2020 | To =3 04/18/2020 | |1 Product Categories ¥ |1 Products v
All Severities ¥ All Impacts A
o Search on CVE number or KB Article x ,O |

Release Notes

e e

04/14/2020 April 2020 Security Updates

03/10/2020 March 2020 Security Updates

Security Updates 3 oownload

show: [ Details [J Severity [J Impact ‘ Enter text to filter within the grid

I S S r—

04/14/2020 Windows 10 for x64-based Systems 4550930 Security Update CVE-2020-0821
04/14/2020 Windows 10 for x64-based Systems 4550930 Security Update CVE-2020-0907
04/14/2020 Windows 10 for x64-based Systems 4550930 Security Update CVE-2020-0936
04/14/2020 Windows 10 for x64-based Systems 4550930 Security Update CVE-2020-0983
04/14/2020 Windows 10 for x64-based Systems 4550930 Security Update CVE-2020-0985

Figure 1.4 - Microsoft Security Update Guide

One term you may have heard as part of vulnerability management with Microsoft is
the famous Patch Tuesday (also referred to as Update Tuesday). Patch Tuesday occurs
on the second Tuesday of every month and is the day that Microsoft releases its

monthly patches for Windows and other Microsoft products. There are many references
on the internet for Patch Tuesday in addition to the MSRC. One example of a common

resource used to track Patch Tuesday releases is the Patch Tuesday Dashboard:
https://patchtuesdaydashboard.com/. Another example to better manage
your notifications when vulnerabilities are released is Pat chManagement . org:
http://patchmanagement.org/.


https://patchtuesdaydashboard.com/
http://PatchManagement.org:
http://patchmanagement.org/
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As you review the updates needed for your Windows systems, you will notice that each
of them has a unique identifier to reference the update beginning with CVE®. CVE
stands for Common Vulnerabilities and Exposures and is the standard for vulnerability
management, allowing one source to catalog and uniquely identify vulnerabilities. CVE is
not a database of vulnerabilities but a dictionary providing definitions for vulnerabilities
and exposures that have been publicly disclosed. The U.S. Department of Homeland

Security (DHS) and the Cybersecurity and Infrastructure Security Agency (CISA)
sponsor the CVE.

Tip
Visit this website to learn more about CVE: https://cve.mitre.org/
about/index.html.

The following screenshot shows an overview of what the CVE provides and can be found
athttps://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=Windows:

( AN ) = N‘X’E
= |

Common Vulnerabil

®
and Exposures

Search CVE List Download CVE Data Feeds Request CVE IDs Update a CVE Entry

TOTAL CVE Entries: 126251

Search Results
‘There are 7351 CVE entries that match your search.

Name
CVE-2019-9969

Description
XnView Classic 2.48 on Windows allows remote attackers to cause a denial of service (application crash) or possibly have unspecified other impact via a
crafted file, related to xnview+0x385399.
CVE-2019-9968 XnView Classic 2.48 on Windows allows remote attackers to cause a denial of service (application crash) or possibly have unspecified other impact via a
crafted file, related to ntdll!RtIQueueWorkItem.
CVE-2019-9967 XnView Classic 2.48 on Windows allows remote attackers to cause a denial of service (application crash) or possibly have unspecified other impact via a
crafted file, related to ntdll!RtIPrefixUnicodeString.
CVE-2019-9966 XnView Classic 2.48 on Windows allows remote attackers to cause a denial of service (application crash) or possibly have unspecified other impact via a
crafted file, related to xnview+0x38536¢c.
CVE-2019-9965 XnView MP 0.93.1 on Windows allows remote attackers to cause a denial of service (application crash) or possibly have unspecified other impact via a
crafted file, related to ntdll!RtIReAllocateHeap.

Figure 1.5 - CVE® Windows Search Results

In addition to the CVE there's the NVD. The NVD is the National Vulnerability
Database, which is an additional resource for vulnerability management provided by
NIST. The NVD is synced with the CVE to ensure the latest updates appear within its

repository. The NVD provides additional analysis of the vulnerabilities listed in the CVE
dictionary by using the following:

« Common Vulnerability Scoring System (CVSS) for impact analysis
« Common Weakness Enumeration (CWE) for vulnerability types

o Common Platform Enumeration (CPE) for a structured naming standard


https://cve.mitre.org/about/index.html
https://cve.mitre.org/about/index.html
https://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=Windows
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The following screenshot shows an overview of what the NVD provides and can
be found via https://nvd.nist.gov/vuln/search/results?form
type=Basic&results type=overview&query=Windows&search type=all:

ler = NVD MENU

Information Technology Laboratory.

NATIONAL VULNERABILITY DATABASE NW

VULNERABILITIES SEARCH AND STATISTICS

Sortresultsby:| Modified Date Descending v

Q, Search Results (refine search)

Search Parameters: There are 7,745 matching records. 2 3lalslel7lslol0]>] =

« Results Type: Overview Displaying matches 1 through 20.

* Keyword (text search): Windows
® Search Type: Search All
¢ Ordered By: Modified Date Descending

Vuln ID X Summary @ CVSS Severity &

CVE-2019-18895 Scanguard through 2019-11-12 on Windows has Insecure Permissions for the installation directory, leading to privilege ~ V3.1: -
escalation via a Trojan horse executable file. V2: {46 MEDIUM |

Published: November 14, 2019; 09:15:11 AM -05:00

CVE-2019-5695  NVIDIA GeForce Experience (prior to 3.20.1) and Windows GPU Display Driver (all versions) contains a vulnerability in the  V3.1: _
local service provider component in which an attacker with local system and privileged access can incorrectly load VZ:_
Windows system DLLs without validating the path or signature (also known as a binary planting or DLL preloading
attack), which may lead to denial of service or information disclosure through code execution.

Published: November 12, 2019; 04:15:12 PM -05:00

Figure 1.6 - NVD Windows Search Results

One additional resource that we should mention is the Open Web Application Security
Project (OWASP). OWASP is a nonprofit organization to help improve the security of
software for individuals and enterprises. They provide a tremendous amount of resources
such as tools, documentation, and a community of professionals all looking to continually
enhance software security. Although application and web-specific, there is a high
possibility that the application or web app will be running on both your Windows server
and Windows client. Because of this, it is critical, as a security professional, for you to be
able to intelligently discuss these concerns and challenges with the business, developer(s),
and application/web app owners.

Tip
You can find more information about OWASP at https: //www.owasp.
org/index.php/Main Page.



https://nvd.nist.gov/vuln/search/results?form_type=Basic&results_type=overview&query=Windows&search_type=all
https://nvd.nist.gov/vuln/search/results?form_type=Basic&results_type=overview&query=Windows&search_type=all
https://www.owasp.org/index.php/Main_Page
https://www.owasp.org/index.php/Main_Page
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One of the more common projects that OWASP provides is the OWASP Top 10, which
provides the most critical web application security risks. The latest version available was
published in 2017 and is presented here:

Injection

Broken authentication

Sensitive data exposure

XML External Entities (XXE)

Broken access control

Security misconfiguration

Cross-Site Scripting (XSS)

Insecure deserialization

L ® Nk WD

Using components with known vulnerabilities

10. Insufficient logging and monitoring

Tip

View OWASP Top 10 2017 — The Ten Most Critical Web Application Security
Risks here: https://owasp.org/www-project-top-ten/
OWASP_Top Ten 2017/.

Recognizing breaches

If you follow the news, you are probably aware that there is no shortage of breaches today.
They are happening so frequently that it is not uncommon for several breaches to occur
weekly or even daily. What is an even scarier thought is these are just the ones that we
hear about. To give you an idea of how serious the issue has become, the following list
has some of the more notable breaches that are documented on Wikipedia's List of data
breaches page. There are many sources on the internet of top breaches, but Wikipedia has
the most comprehensive I have found with references to each of the listings:


https://owasp.org/www-project-top-ten/OWASP_Top_Ten_2017/
https://owasp.org/www-project-top-ten/OWASP_Top_Ten_2017/

Recognizing breaches

Company Year # breached records Reason

Yahoo 2013 3,000,000,000 Hacked

First American Corporation 2019 885,000,000 Poor security
Facebook 2019 540,000,000 Poor security
Marriott International 2018 500,000,000 Hacked

Yahoo 2014 500,000,000 Hacked

Friend Finder Networks 2016 412,214,295 Poor security / Hacked
Zynga 2019 218,000,000 Hacked

Adobe Systems 2013 152,000,000 Hacked

Under Armour 2018 150,000,000 Hacked

eBay 2014 145,000,000 Hacked
Equifax 2017 143,000,000 Poor security
Canva 2019 140,000,000 Hacked
Heartland 2009 130,000,000 Hacked

Target Corporation 2013 110,000,000 Hacked

Capital One 2019 106,000,000 Hacked

Quora 2018 100,000,000 Hacked

Figure 1.7 - Wikipedia List of data breaches

You can find the source for the preceding screenshot here: https://en.wikipedia.
org/wiki/List of data breaches.

As you review the breaches and understand how they occurred, you will see a common
trend where, for the most part, the breach occurred from hacking or poor security
practices. You might also notice that other common methods of breaches include lost
or stolen equipment. These statistics are alarming, and they indicate how critical it is to
secure and harden our systems as best as possible.


https://en.wikipedia.org/wiki/List_of_data_breaches
https://en.wikipedia.org/wiki/List_of_data_breaches
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To give you an idea of the importance of securing and hardening your environment, the
article referenced next shows that the cost of a user record from a data breach is $242 per
record. A quick calculation of this multiplied by 100,000 customers calculates a potential
loss estimated at $24.2 million. When you look at the number of breached records shown
in the table, you will understand how this could be extremely damaging to a business's
value and reputation.

View the table at What's the Real Cost of a Data Breach? here: https: //www.pkware.
com/blog/what-s-the-real-cost-of-a-data-breach.

Tip

An interesting site for reference is Have I Been Pwned. This site will show

you whether your email has ever been breached and, if so, where it was
breached: https://haveibeenpwned. com/. You can also sign up for
notifications for any breaches related to a specific domain.

There are many sources available where you can view security news and follow the latest
trends and best practices. The following are some of the resources used to keep up to date
with what is happening in the security world today:

o DarkReading: https://www.darkreading. com/

o Cyware: https://cyware.com/cyber-security-news-articles
(recommended phone app)

o Business Insider: https://www.businessinsider.com/sai
e ZDNet: https://www.zdnet.com/topic/security/

o Newsfusion Cyber Security News: https://www.newsfusion.com/cyber-
security (recommended phone app)

e BBC:https://www.bbc.com/news/technology

o The Hacker News: https://thehackernews.com/

Current security challenges

By the time you finish reading through the chapter, you will have hopefully been provided
with a sense of how important security has become today and the challenges that come
with it. We are continually becoming more reliant on technology than ever before with no
signs of slowing down. We have an expectancy of everything being digitized, and, as IoT
begins to take off, everything around us will be connected to the internet, thus creating
even more challenges to ensure security is efficient.


https://www.pkware.com/blog/what-s-the-real-cost-of-a-data-breach
https://www.pkware.com/blog/what-s-the-real-cost-of-a-data-breach
https://haveibeenpwned.com/
https://www.darkreading.com/
https://cyware.com/cyber-security-news-articles
https://www.businessinsider.com/sai
https://www.zdnet.com/topic/security/
https://www.newsfusion.com/cyber-security
https://www.newsfusion.com/cyber-security
https://www.bbc.com/news/technology
https://thehackernews.com/
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As we briefly covered earlier, attacks are becoming more and more sophisticated every
day. There is an ever-growing army of bad actors working around the clock trying to
breach any data they can get their hands on because the cost of private data is very
expensive. With the advancement of cloud technology, supercomputers, and the reality
of quantum computing coming to light, hackers and organized groups are easily able
to crack passwords and their hashes much more easily, making them obsolete as

the only factor of authentication. No one should be using only passwords anymore;
however, the reality is, most still are. The same applies to encryption. The advancement
of computers is making algorithms insecure with the ongoing need for stronger
encryption. These are just some of the ongoing challenges we are faced with when
protecting our assets.

Keeping up with vulnerabilities today is a full-time role. It's critical that we keep on
top of what they are, and which Windows systems need to be updated. We will discuss
the management of Windows updates later in the book, but having a program in place
to manage the overwhelming amount of Windows updates is critical. Additionally,
third-party applications will need to be carefully monitored and updated accordingly.
An example of a commonly used application is Adobe Acrobat Reader DC to view
PDFs. The following screenshot is a vulnerability report from Microsoft Defender
Security Center. It provides a software inventory of all machines with the application
installed and lists the number of vulnerabilities detected across all machines in your
organization:

Microsoft Defender Security Center Lo = OB 2 0O

Software > Acrobat Reader Dc

1.27k Weaknesses discovered Exposed devices

1.27k Vulnerabilities

Acrobat Reader Dc ) Today 131/866
Critical High Medium Low [

Software details 41 7 603 242 8 300

Vendor

Adobe 2 Misconfigurations 200
Critical High Medium Low 100

Prevalence in organization 2 03720 0329 04/08 04/“18

Installed on Exposed machines W Exposed Installed

866 131

Figure 1.8 - Acrobat Reader DC identified vulnerabilities

As you can see, out-of-date applications have critical known vulnerabilities that are used
by attackers.
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Most organizations are reluctant to release the latest Windows updates to their servers
straight away because of the risk that a patch could break a production system. The
downside to this is that your system will have a known vulnerability, which opens an
opportunity for it to be exploited between the time of the patch release and the system
being patched. Another challenge we are faced with is zero-day vulnerabilities. A zero-
day vulnerability is one that has been identified but, currently, has no remediation or
mitigation available from the vendor. Because of these challenges, it is critical we build in
a layered defense strategy with our Windows clients and servers. For example, never make
your database server accessible via the internet, encrypt the traffic to your web servers,
and only open the ports needed to communicate, such as only allowing port 443 for
secure (HTTPS) traffic only.

As we focus on securing Windows devices within our environments, we can't turn

a blind eye to the fundamentals, including the overarching ecosystem that also needs

to be considered when protecting your Windows devices. This book will cover a lot of
detail on the specifics of securing and hardening your Windows systems and devices,

but we also want to ensure the bigger picture is covered; for example, simple concepts of
identity and access management. A user whose account has been compromised to allow
an intruder on your Windows system has just made all the securing and hardening of

that system irrelevant. The concept of weak physical access controls and policies could
allow someone to simply walk into a server room and gain physical access to your
systems. Other examples are allowing a developer to install an insecure web app with
vulnerabilities on it, or a business that develops a process without security best practices
in mind. All the controls you put in place with Windows become irrelevant as an educated
hacker could use the web app or exploit a process as an attack vector to gain access to your
system. These examples show the criticality of not only being familiar with how to secure
and harden the Windows OS, but all the other factors that fall within a mature security
platform to ensure your environment is as secure as possible. This, of course, doesn't come
easily, and it is critical you stay current and continue to learn and learn and learn!

Managing and securing your Windows systems is not a simple task, especially if you are
working toward securing them correctly. There is a lot involved, and in order to efficiently
and effectively secure your Windows systems, you need well-defined policies, procedures,
and standards in place along with a rigorous change control process to ensure anything
that falls outside of the standards receives the appropriate approval to minimize risk. Full-
time roles exist today to manage and secure your Windows systems along with specialized
roles that are necessary to manage your Windows environments. Examples include
Windows desktop engineers, Windows server engineers, Windows update administrators,
Windows security administrators, Windows Intune/MDM engineers, and others. As part
of these roles, it is critical that the staff are continuously educated and trained to provide
the best security for Windows. The landscape is changing daily, and if your staff isn't
dynamic or doesn't stay educated, mistakes and gaps will occur with your security posture.
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Other tasks to think about that must be addressed with your Windows devices are
inventory management, that is, ensuring you know where all your devices are and who
has access to them. Even more important is ensuring that devices are collected upon any
terminations, especially those pertaining to disgruntled employees. Enforcing policies
on your Windows devices is also another challenge; for instance, how do you ensure

all your devices have the latest policies and how can you ensure accurate reporting on
non-compliant devices? Remote management can also be a challenge, that is, to make sure
that not just anyone can remotely access your devices, including the auditing of support
staff for anything that they shouldn't be doing. Running legacy applications on your
Windows devices creates an instant security concern and making sure they are patched
to the latest supported version is critical. This list goes on, and we will be diving in much
greater detail in the following chapters to help provide the information you need to
protect your Windows environment.

Before we move on to the last topic, one additional challenge that needs mentioning is
Shadow IT. In short, Shadow IT is the setup and use of servers and infrastructure without
IT or the security team's approval or knowledge, for example, a business function. This
instantly creates a significant security concern as Windows systems will most likely be
used with no standards or hardening in place. This can be a challenge to manage, but it

is something that needs to be understood and prevented within any business.

Implementing a Zero Trust approach

To close out the chapter, we wanted to touch on a concept known as Zero Trust. The
Zero Trust architecture model was created by John Kindervag while he was at Forrester
Research Inc. back in 2010. You may be wondering what exactly Zero Trust is. Essentially,
it is a model where we trust no one until we can validate who they are, who they are
meant to be, and whether they are authorized to have access to the system or information.
Effectively implementing a Zero Trust model is going to require a multilayered approach
to the security strategy along with the use of the most current and modern technology
available. The method of allowing a user to access the environment with only a username
and password is outdated and insecure. With Microsoft's version of a Zero Trust model,
they are recommending the use of a strong identity, ensuring devices are enrolled within
a management tool, enforcing the concept of least privilege, and verifying the health of
both devices and services. To support this model, some of the technologies include Azure
Active Directory, multi-factor authentication, biometrics, Conditional Access, Microsoft
Intune, and Microsoft Defender ATP. As you read through this book, you will find the
guidance and instructions that are provided will ultimately lead to a Zero Trust model.
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Tip

You can read more about the Zero Trust Microsoft model here:
https://www.microsoft.com/en-us/itshowcase/
implementing-a-zero-trust-security-model-at-
microsoft.

Summary

In this chapter, we covered, at a high level, what you can expect to read throughout this
book. We provided an overview of the security in an enterprise and briefly covered the
different roles that you can expect to see within security departments. Next, we looked
at how security relates to the digital world and how relevant it's become as the world
becomes more digital. We also looked at the usage of the Windows OS throughout the
world to better understand the adoption by users.

We then reviewed the current threat landscape and the types of cyber threat sources. We
moved on to provide an overview of the threats we typically see in an enterprise today. We
then provided details on where you can go to learn and view all of the recent Microsoft
vulnerabilities with correlating patches and instructions on how to keep your devices up
to date. In addition to Microsoft's vulnerability resources, we provided additional insight
into where the patches get their naming standards via CVE along with NVD, which is
provided by NIST. Next, we looked at some of the biggest breaches that have occurred to
date and provided some popular sources to keep you up to date with the latest cyber news.
We finished the chapter with an insight into some of today's general security challenges
and, more specifically, those with Windows systems, before closing with an overview of
Zero Trust security and what it entails.

In the next chapter, we will review building a baseline. The chapter will review what

a baseline is, and then go into detail as to why a baseline must be formed. As part of

the baseline, you need to ensure your policies, standards, and procedures are in place,
that they are well-defined, and that they are signed off by the leadership and all the
stakeholders who are liable for protecting the data. Having these documented is important
for security reasons as well as for compliance and auditing purposes. Following this, we
will briefly cover change management and its importance as it relates to baselining. We
will then review frameworks and what they entail before moving on to some common
frameworks that should be referenced to build your baseline. We will finish the chapter
with a review of baseline controls and how to implement them before providing the best
practices around baselining.


https://www.microsoft.com/en-us/itshowcase/implementing-a-zero-trust-security-model-at-microsoft
https://www.microsoft.com/en-us/itshowcase/implementing-a-zero-trust-security-model-at-microsoft
https://www.microsoft.com/en-us/itshowcase/implementing-a-zero-trust-security-model-at-microsoft
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Building a Baseline

In this chapter, we are going to cover the importance of building a baseline for your
Windows systems. As you deploy tens to hundreds to thousands of Windows devices,

you need to ensure that you are deploying your devices pre-hardened and secured. In
addition to this, you need to ensure consistency with every system that is deployed. This
is where building a foundation is critical and must be followed. In addition to the baseline
requirements, very stringent policies, standards, and procedures must be followed.
Anyone falling outside of these boundaries will create additional risk to the organization,
so it is critical that a well-defined program is put in place early on with the backing of
support and leadership.

As you read through this chapter, you will learn the following:

« An introduction and overview of baselining and its importance

« Policies, standards, procedures, and guidelines used within an enterprise and their
relation to baselining

 Incorporating change management
« Implementing a security framework
« Building baseline controls

« Implementing a baseline

« Incorporating best practices
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Introduction to baselining

Security baselining is the practice of implementing a minimum set of standards and
configuration within your environment; more specifically, capturing a minimum
configuration for your Windows devices. Building a baseline provides a minimum
defined standard, which will help ensure a more secure environment as you deploy
systems and devices within your enterprise. Depending on the size of your organization,
baselines could vary from checklists or spreadsheets that someone follows to ensure the
predefined security controls are in place to a captured snapshot or image that is already
preconfigured with the predefined security controls. In addition to the starting baseline,
there are additional management tools to layer and enforce baseline configurations.

A couple of examples include Group Policy Objects (GPOs) and Mobile Device
Management (MDM).

Unless you are a small business with under 100 employees, it would be impractical

to deploy any type of system or device and individually configure it every time a new
version is built, especially if your user counts and servers start reaching the hundreds to
thousands, with an extremely high volume of device deployments carried out on a day-to-
day basis. This could also be very error-prone. Because of this, it is extremely important
that a well-defined program is put in place to minimize the potential error-prone steps
involved with deploying systems, and to ensure that devices receive their baseline and
hardening configurations systematically.

Another important factor to consider with baselining is that your organization may be
required to follow strict regulatory compliance regulations that will enforce the need to
ensure specific security requirements are adhered to. Baselines help when you are audited
or when the need to provide evidence arises. Some regulatory compliance examples
include the following:

o Payment Card Industry Data Security Standard (PCI DSS)

+ Health Insurance Portability and Accountability Act (HIPAA)
« Federal Information Security Management Act (FISMA)

« The Sarbanes-Oxley Act

« General Data Protection Regulation (GDPR)

« California Consumer Privacy Act (CCPA)

We can expect this to continue to grow as privacy continues to become a big discussion
point and challenge. It is important to have a minimum understanding of what regulatory
compliances are, especially when they directly relate to your organization's sector. They
will play a big part in planning your overall security baselining.
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As you begin to define and deploy your baselines, you will find that one baseline will not
fit all situations. You will need to document and build them for different use cases. The
following list gives some examples of where unique baselines may need to be defined:

o Network devices, such as switches, routers, firewalls, and so on
« Windows systems, such as servers and clients

o Linux/Unix systems

« Storage/file servers

o Database servers

o Web servers

o Application servers

As we look more specifically at the Windows environment, you may end up with baselines
for different architectures.

For Windows Server, you have the following:

o The Windows Domain Controller (DC) server

o Windows Server Internet Information Services (IIS)
o The Windows SQL database server

o The Windows DNS server

« Windows Remote Desktop services
For the Windows client, you have the following:

o The standard Windows client (the user workstation)
 Privileged Access Workstation (PAW)
o The Windows Virtual client

Now that we've provided an overview of what baselines are, the next few sections will
cover items that provide detail around the foundation and overall strategy that support the
ability to build well-defined baselines and ensure consistency. Deploying baselines without
well-defined policies, processes, and a framework will not be successful in the long term
and can leave your organization vulnerable. In addition, having these foundations in

place provides a platform to ensure leadership engagement and sign-off, which drives

a consistent message to the organization about the importance that each associate has

in its success.
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Policies, standards, procedures, and guidelines

A follow-on to the previous section is policies, standards, procedures, and guidelines.
This section works hand-in-hand with baselining and holds extreme importance within
an organization. It is critical that as part of your security program well-defined policies,
standards, and procedures are in place and are followed by everyone. In addition, it

is important that policies are signed oft on and enforced by leadership. Without this
support, it becomes more difficult to enforce and collectively get behind security from
an organizational level.

Start by defining and creating your company policies. As a result, your standards

can then be built to form the foundation of your baselines. Once these baselines are
created, procedures and guidelines can be built to implement the baselines and help
accomplish the end goal. Keeping this strategy in mind will drive compliance with your
company policies.

The following section provides a brief overview of policies, with recommendations of
policies, standards, procedures, and guidelines.

Defining policies

A security policy is the first level of formalized documentation for your organization's
security program and is mandatory. Policies are a critical component of your overall
security program and require sign-off and support from the leadership team to ensure
success. Policies should be very broad and general with no direct tie to the technology or
solutions within the organization. In general, they should not change often but periodic
review is critical. Some examples of policies may include an acceptable use policy,

a change management policy, a disaster recovery policy, a privacy policy, an information
security program policy, and so on.

If you don't have any policies in place that relate to your Windows security, it is highly
recommended that you begin with some basics. The following, as a minimum, should be
included to secure your devices and should be referenced in a policy:

« Security updates

o Encryption

 Firewall

o A password policy, multi-factor authentication (MFA), and biometrics
o A local administrative access strategy

« Security protection tools and antivirus



Policies, standards, procedures, and guidelines 45

Compliance and protection policies

Data loss prevention and information protection

An example of a policy may include one that requires all systems to be kept up to date
with the most recent security updates.

Next, let's look at setting standards to follow the defined policies.

Setting standards

Standards follow policies as they define the specifics of each policy and are mandatory.
They provide the direction needed to support the policies. Standards help enforce
consistency throughout an organization and provide specifics on the technology to

be deployed.

The following are examples of standards for the recommended items listed in the
previous section:

All Windows 10 workstations will be configured using Windows Update for
Business and Windows servers will use Windows Server Update Services (WSUS)
or Azure Update Management. Update schedules will be defined and documented
by the business use case.

All Windows servers and end user workstations will be encrypted using BitLocker
and/or Azure Disk Encryption.

The Windows firewall will be enabled and configured on all Windows end user
devices and servers. Connection rules will be documented.

PINs and biometrics with Windows Hello will be set up and accounts will be
required to use a password with a minimum of 12 characters. Passwords must
contain lowercase, uppercase, numerical, and special characters and will be required
to be changed annually.

MFA will be required for all users accessing the corporate environment
and resources.

There will be no standard user accounts assigned with local admin access on any
Windows device.

All Windows end user devices and servers will have Windows Defender Advanced
Threat Protection (ATP) applied to them.
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« Compliance policies for conditions such as device risk and a minimum OS version
will be assigned and enforced with Conditional Access on Windows devices

« Unified labeling with data loss prevention and information protection will be

deployed to all Windows end user devices.

Next, let's look at building procedures to define a set of instructions used to
accomplish tasks.

Creating procedures

Procedures are the step-by-step instructions used to accomplish a repeatable task

or process. These instructions are intended to achieve a specific goal and assist with
implementing the defined policies and standards, as well as any guidelines that may
apply. Procedures can change frequently as software versions change, hardware is
replaced, and so on. To help become better organized at following procedures, you

may want to look at a third-party tool to help. One example is a tool known as Nintex
Promapp, which helps document and share your organization processes. It can be found
athttps://www.promapp.com/.

An example of a procedure is as follows:

1. Deploy a new device with Windows 10.

2. Ensure the device is connected to the internet.

3. Validate the device configurations, that applications have been installed, and so on.
4

Check that the device is compliant.

Finally, let's look at creating guidelines to act as recommended best practices.

Recommending guidelines

Guidelines provide recommendations or best practices and are not mandatory
requirements. They can be complementary controls, in addition to standards, or
even provide guidance where a standard may not apply.

An example of a guideline may include ensuring that you save and close all documents
and programs before rebooting after receiving the latest Windows updates.


https://www.promapp.com/
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Although they are not mandatory, guidelines provide a lot of value to users to help them
be more productive with technology. When building guidelines, it's important to think
about how to efficiently make the guidelines visible and accessible to users. An effective
communication plan is critical in order to ensure users read and use the guidelines. The
following is five ideas to help with communicating your guidelines:

Build a theme around your guideline communications—for example, smart tech
guidelines.

Insert a section of the guidelines in the company newsletters and/or
communications.

Link your guidelines back to a central repository for users to come back to
and access.

Keep your guidelines short and to-the-point.

Make your guidelines relevant to both professional and personal usage.

The following diagram illustrates a hierarchy of policies, standards, procedures, and
guidelines, as well as highlights where baselines fall within the model:
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Figure 2.1 - Policies, standards, procedures, guidelines, and baselines

In the next section, we will provide an overview of the change management process.
It's important to follow a change control process whenever implementing change in
the environment.
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Incorporating change management

We won't go into detail about change management, but it is critical that you understand
the importance of change management and its place in the overall security program. Your
organization most likely has some form of change control process in place today. If not, it
is highly recommended and critical that one is enabled to provide a more structured and
reliable environment.

The following diagram provides an example of a change flow process that you could
implement if you don't already have one in your environment:

Submit Review with Receive Implement and Validate Close Request
Request Change Board Approval Test Change Change a

Figure 2.2 - The change management flow process

Change management is typically part of a larger program, more specifically around service
management. One of the more common frameworks to help with change management is
Information Technology Infrastructure Library (ITIL).

Tip
To learn more about ITIL, go to https: //www.axelos.com/best-
practice-solutions/itil/what-is-itil.

As part of your security program, you will want to ensure that all of your baselines are
signed off by management and are well documented. More importantly, you will need

to ensure that the baselines are implemented with every deployment. If any exceptions

or deviations from the baselines are needed, it is extremely important that the requests
are pushed through the change management process and are audited. They will need

to be reviewed and approved by the appropriate teams, which will most likely include
sign off from someone in the security team who is part of the change process. The same
will apply to any changes needed to the baselines. As hardware, software, and operating
systems change, there will be a need to modify the baseline to adjust to the changes. These
changes should also go through a change control process to ensure everyone agrees to and
approves the changes.

Important note

If a security incident occurs on a system where a baseline isn't correctly applied
and approvals are not received for that exception, you could be putting your
company and, more importantly, your own role at risk.
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Next, let's take a look at security frameworks and widely adopted frameworks that can be
incorporated into your own security program.

Implementing a security framework

There's a possibility that your organization may have an information security framework
in place today. If not, it's highly recommended that you begin to implement one straight
away to help lay the foundation of your security program and strategy. There are many
different frameworks available for implementation and the direction you take may
depend on multiple factors as it relates to your business type, industry requirements,
and regulations.

An information security framework is designed to build a well-defined basis for your
organization's security program. One of the primary reasons to implement an information
security framework is to help reduce risk as much as possible. It will help cover the
foundation of everything you need to be aware of within your security program and

help to identify any gaps within the organization.

Implementing an information security framework isn't done easily and can be extremely
complex and require a major investment of time. Implementing a framework won't

just happen overnight; it will take a lot of planning and many months, and even years,

to implement correctly. It is important to think of the framework as a journey as you
continue to evolve and improve over time.

A significant benefit of implementing a framework within your organization is the ability
to provide a well-constructed overview of your security program and strategy to executive
management and leadership. A framework will help provide the executive team with

a comprehensive overview of what security controls are in place and a road map of work
to be completed. This will also allow them to provide feedback, prioritize needs, and
provide valuable input. The ability to provide transparency about your security program
and strategy with a framework to leadership is a significant advantage.

The following are some of the more common and widely adopted frameworks
available today:

« Control Objectives for Information and Related Technology (COBIT):
http://www.isaca.org/cobit/pages/default.aspx

« International Standards Organization (ISO) 27000 Family: https: //www.
iso.org/isoiec-27001-information-security.html

« The National Institute of Standards and Technology (NIST) framework for
improving critical infrastructure cybersecurity: https://www.nist.gov/
cyberframework


http://www.isaca.org/cobit/pages/default.aspx
https://www.iso.org/isoiec-27001-information-security.html
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https://www.nist.gov/cyberframework
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o NIST SP 800-53, Security and Privacy Controls for Federal Information Systems
and Organizations: https://csrc.nist.gov/publications/detail/
sp/800-53/rev-4/final

« NIST SP 800-171, Protecting Controlled Unclassified Information in Nonfederal
Systems and Organizations: https://csrc.nist.gov/publications/
detail/sp/800-171/rev-2/final

o Health Information Trust Alliance Common Security Framework (HITRUST)
CSF: https://hitrustalliance.net/hitrust-csf/

Your industry and location within the world may dictate which framework is to be
used, but in general, they can all be used throughout any industry as a foundation. As
an example, a healthcare organization will most likely adopt the HITRUST framework.
ISO 27000 and COBIT will most likely have a more global presence over NIST, which is
primarily leveraged by the US government.

To help with your implementation, let's take a closer look at the NIST framework for
improving critical infrastructure cybersecurity. Although the framework was initially
created for critical infrastructure, it can be used by any organization of any industry and
size. This framework has gained a lot of popularity and has been adopted by many. The
NIST cybersecurity framework is built around five core functions, as shown:

Recover

NIST

Cybersecurity
Framework

Respond

Figure 2.3 - The NIST cybersecurity framework core functions
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More information about the five functions in the NIST framework can be found
at https://www.nist.gov/cyberframework/online-learning/five-
functions.

Within these functions are subcategories that provide a set of references on how to
manage the risk within that given subcategory. To take this a step further, let's review the
specific category that relates to the baseline configuration that you will follow as part of
your overall implementation. The following table breaks down the Protect function of the
NIST framework:

Protect (pR) Information Protection PR.IP-1; A baseline CISCSC 3,9, 11
Processes and Procedures configuration of information COBIT 5 BAI10.01, BAI10.02,
(PR.IP): Security policies (that technology/industrial control BAI10.03, BAI10.05
address purpose, scope, systems is created and ISA 62443-2-1:2009 4.3.4.3.2,
roles, responsibilities, maintained incorporating 4.3.4.3.3
management commitment, security principles ISA 62443-3-3:2013 5R 7.6
and coordination among for example, the ISO/IEC 27001:2013 A.12.1.2,
organizational entities), concept of least functionality) A12.5.1,A.12.6.2, A.14.2.2,
processes, and procedures A14.2.3, A14.2.4
are maintained and used to NIST SP £00-53 Rev. 4 CM-2,
manage protection of CM-3, CM-4, CM5, CM-6, CM-
information systems and 7, CM-9, SA-10

assets.

Figure 2.4 - Example of the NIST cybersecurity framework

Important note

The NIST framework for improving critical infrastructure cybersecurity

web page that contains the preceding example can be found athttps://
nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.04162018.
pdf.

As you can see from the preceding table, the NIST cybersecurity framework provides
guidance and resources that can be used to meet the controls. Ensuring a framework

is adopted will build a solid foundation to ensure that the required baseline controls to
strengthen your systems are put into place. Frameworks represent the overall controls at
a higher level and help ensure that there are no gaps in your security program, including
any gaps in your Windows infrastructure.

Next, let's look at baseline controls. Baseline controls are set to define a standard set of
configurations for your devices.


https://www.nist.gov/cyberframework/online-learning/five-functions
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Building baseline controls

Moving on, we will cover some more details about the baseline controls that can be used
o your Windows devices. Here, we will cover the following:

o Center for Internet Security (CIS®)

o The Windows security baselines

CIS

First, we will look at CIS. You may already be familiar with CIS and you will often see

CIS listed on a lot of lists of the most preferred frameworks, although it's not a full
comprehensive framework like the others that we previously listed. Instead, CIS is more
of a tactical compilation of controls and guidelines that allows organizations to meet the
requirements of a chosen framework. The following screenshot is of the current CIS home
page and can be reached by going to https://www.cisecurity.org/:

o
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. . 5
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Now Enlisting IT Experts! @ MS-ISAC” 'A' EI-ISAC
CIS harnesses the power of a global IT Join MS-ISAC -5 Join EHSAC -5

CIS is community-driven organization. Volunteer IT security community to safeguard public and private o ; ot % o
practitioners across the globe continually refine and verify CIS izati i leasure the maturity of your cybersecurity program by
Benchmarks & CIS Contr%ls z organizations against cyber threats. participating in the Nationwide Cybersecurity Review.

Learn More -3 Register -

© ciscarero ] @ cIs securesuite’

Membership

n Start Secure, Stay Secure “It is the most impu ip for the
© cis Benchmarks ACIS SecureSuite Membership combines and the  reviewof i ion security available in the market today.”
CIS Benchmarks, CIS Controls, and CIS-CAT Pro into one — Senior Manager, Information Security & Compliance International
powerful, time-saving cybersecurity resource for businesses, Public Service & Communications Agency
nonprofits, and governmental entities.

* Leverage remediation content for rapid CIS Benchmark
implementation

* Connect with CIS staff and developers for technical
support

Figure 2.5 - The CIS home page
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CIS is a non-profit organization comprising a global community to provide protection
against the ongoing cybersecurity threat landscape. More specifically, the CIS mission
is as follows:

« To identify, develop, validate, promote, and sustain best-practice solutions for cyber
defense

o To build and lead communities to enable an environment of trust in cyberspace

Tip
To learn more about CIS, go to https: //www.cisecurity.org/
about-us/.

CIS has an overwhelming number of tools and resources available, many of them being
free of charge. More specifically, CIS provides two sets of best practices that are widely
adopted throughout the world: CIS controls™ and CIS benchmarks™. CIS controls are

a broader set of 20 foundational and advanced controls that provide a more
comprehensive approach to overall security protection for your organization, whereas
CIS benchmarks are focused more on the specific strengthening of your systems,
software, and networks.

Tip
The CIS cybersecurity best practices can be found at ht tps: / /www.
cisecurity.org/cybersecurity-best-practices/.

Next, let's look at the security baselines that are specifically for Windows and the tools we
can use to enforce them.

Windows security baselines

Next, we will look at the Microsoft options for baseline controls. As part of their services,
Microsoft offers Windows security baselines that provide recommended configurations to
provide additional hardening of your Windows systems. The Windows security baselines
apply to the following:

« Windows 10

o Windows Server

o Office 365 ProPlus


https://www.cisecurity.org/about-us/
https://www.cisecurity.org/about-us/
https://www.cisecurity.org/cybersecurity-best-practices/
https://www.cisecurity.org/cybersecurity-best-practices/
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To give you an idea of the complexity of securing Windows, there are over 3,000 GPO
settings for Windows 10 and over 1,800 for Internet Explorer 11. This clearly shows the
need to leverage predefined baselines to help strengthen your Windows devices. The more
common Microsoft tools used to implement these baselines consist of the following:

o Microsoft Intune
¢ GPOs

« Microsoft Endpoint or System Center Configuration Manager

Tip

Go to the following link to view additional information on Windows security
baselines: https://docs.microsoft.com/en-us/windows/
security/threat-protection/windows-security-
baselines.

In the next section, we will discuss implementing a baseline using the CIS benchmarks
and the Microsoft Security Compliance Toolkit (SCT).

Implementing a baseline

Once a direction has been determined on which baseline controls to use within your
organization, you need to review the controls and deploy them throughout your
organization, as well as build them into your current process moving forward.

CIS

If you opt to move forward with CIS benchmarks, you will need to download the checklist
and customize them for your specific needs. CIS also has the option of purchasing
hardened images to provide an easier deployment.

To download the latest CIS benchmarks, follow these steps:
1. Open a browser and navigate to https://www.cisecurity.org/.

2. Click on Cybersecurity Tools.
3. Click on Download under CIS Benchmarks.


https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-security-baselines
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-security-baselines
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-security-baselines
https://www.cisecurity.org/
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4. Enter the required information, agree to the terms, then click on Get Free
Benchmarks Now:

7~

c lS Center for Internet Security”
Confidence in the Connected World

@ CIS Benchmarks™

Download Qur Free Benchmark e —

PDFs BENCHMARKS in
Complete the form r

beicw ard got acoess to
ALL of gur benchmark
PDFs for free.

First Mame*

lark

Last Mame*

Dunkerhey

Organization

Industry®
Flease Select -

Rale*

Please Select n

Email (needed 1o send download link) *

emalEdomain.com

Figure 2.6 — The CIS Benchmarks download page.

5. Go to your mailbox and look for an email from CIS (check your Junk email
folder too).

6. Open the email and click on Access PDFs. You will be provided with a list of all the
available CIS benchmarks in PDF format.
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7. Scroll down and you will see the Windows Server benchmarks:

Microsoft Windows Server [THEEG IR [EETES

CIS Microsoft Windows Server 2016 RTM (Release 1607) Benchmark v1.1.0 Download PDF
CIS Microsoft Windows Server 2019 Benchmark v1.0.1 Download PDF
CIS Microsoft Windows Server 2008 (non-R2) Benchmark v3.1.0 Download PDF
CIS Microsoft Windows Server 2008 R2 Benchmark v3.1.0 Download PDF
CIS Microsoft Windows Server 2012 R2 Benchmark v2.3.0 Download PDF
CIS Microsoft Windows Server 2012 (non-R2) Benchmark v2.1.0 Download PDF

CIS Microsoft Windows Server 2008 (non-R2) Benchmark v3.0.1 Download PDF

Figure 2.7 - The CIS benchmarks PDF

8. Keep scrolling down and you will also see the Azure benchmarks:

Microsoft Azure
CIS Microsoft Azure Foundations Benchmark v1.1.0 Download PDF
CIS Microsoft Azure Foundations Benchmark v1.0.0 Download PDF

Figure 2.8 — The CIS benchmarks PDFs

9. In addition, there are many more Windows-specific benchmarks for specific roles,
such as IIS, SQL, Exchange, and so on.

10. Once you have downloaded the PDFs, follow and implement the recommendations
on them to strengthen your systems.
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Tip
Visit the following link to access the CIS hardened images that map back

to the CIS benchmarks: https://www.cisecurity.org/cis-
hardened-images/.

Next, let's look at using the Microsoft SCT to download baselines for Windows.

Microsoft SCT

If you go down the Microsoft route with Windows security baselines, they provide
a repository of resources that can be downloaded to allow the implementation of
a baseline. To download these resources, follow these steps:

1. Browseto https://docs.microsoft.com/en-us/windows/security/

threat-protection/security-compliance-toolkit-10.
2. Scroll down and click on download the tools.

3. Click Download:

Microsoft Security Compliance Toolkit 1.0

Important! Selecting a language below will dynamically change the complete page content to that language.

Language: English Download

This set of tools allows enterprise security administrators to download, analyze, test,
edit and store Microsoft-recommended security configuration baselines for Windows
and other Microsoft products, while comparing them against other security
configurations.

@ Details

@ System Requirements

@ Install Instructions

Figure 2.9 — Microsoft SCT 1.0 download

4. Select the desired versions or click on the box next to the filename to select them all.

5. Click Next. You will receive all the toolkits in . zip format.


https://www.cisecurity.org/cis-hardened-images/
https://www.cisecurity.org/cis-hardened-images/
https://docs.microsoft.com/en-us/windows/security/threat-protection/security-compliance-toolkit-10
https://docs.microsoft.com/en-us/windows/security/threat-protection/security-compliance-toolkit-10
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Downloading the preceding referenced toolkit will provide you with everything you need
to deploy the recommended baselines from Microsoft. The following screenshot provides
a quick overview of the baseline settings that can be deployed using the provided GPOs
within the toolkit in Excel format. Notice that Microsoft provides separate settings not just
for Windows 10 but also for a member server versus a Domain Controller (DC) server,
providing additional settings specifically for your DCs. Also, if you look at the bottom

of the spreadsheet, you will see the different categories that the strengthening is being
applied to:

AutoSave (@ Off )

MS Security Baseline Windows 10 v1909 and Server v1909.xIsx - Excel

Marcounkerley @) ® - O X

File Home Insert Draw Page Layout Formulas Data Review View Help 0 Search 12 Share {3 Comments
f&l X Calibri Juo o = = E ab a General FEH Conditional Formatting = | &3 Insert ~ > - bv- ;
- u- A A = = - -9 Format as Table ~ % Delete ~ 8- ~
Paste I B I U R Protect $ % 9 2 i__: - R Ideas
- @ o Ao = = S - @ 8 [ cell Styles - fil Format - O
Clipboard = Font IS Alignment | Protection Number = Styles Cells Editing Ideas ~

A2 v i x « fx | Account Lockout ~
Q© sensitvity: W General /* Personal Public General Confidential « x
V| A B | | S
1 Policy Path___ ~ Policy Setting Name [~] 101909 | ~ Windows server v1909 Member ser ~
2 [Account Lockout /Account lockout duration 15 15
3 |Account Lockout Account lockout threshold 10 10
4 |Account Lockout Reset account lockout counter after 15 15
5 |Audit Policy Audit account logon events
6_|Audit Policy Audit account management
7 |Audit Policy Audit directory service access
8 |Audit Policy Audit logon events
9 |Audit Policy Audit object access -

<« Security Template | Adv Audit Config | WD Firewall | Computer | User | Services | AppLocker for DCs [©) K D
el ‘ B ‘ F O -——a—+ 100%

Figure 2.10 — The MS Security Baseline Windows 10 v1909 and Server v1909.xlsx spreadsheet

The referenced spreadsheet isMS Security Baseline Windows 10 v1909 and
Server v1909.x1sx from the downloaded . zip files from the Windows 10 version
1909 and Windows Server version 1909 security baseline ZIP files referenced in the
preceding steps. Chapters 8, Administration and Remote Management, Chapter 9, Keeping
Your Windows Client Secure, and Chapter 10, Keeping Your Windows Server Secure, will
provide more details on the implementation of security controls.

Tip

Microsoft SCT also provides additional details on the available tools to more
efficiently manage your Windows baselines. You can find these details at
https://docs.microsoft.com/en-us/windows/security/
threat-protection/security-compliance-toolkit-10.
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It is highly recommended that if you make any configuration changes from newly released
baselines, you ease them into production and thoroughly test them first. In addition,
ensure any changes go through your change control process for tracking and to offer
transparency to your business.

Next, let's recap what we have covered in this chapter by providing a checklist of
best practices that will help when building a security framework and implementing
your baselines.

Incorporating best practices

To finish off this chapter, we wanted to provide a checklist of the most important items
that will help enforce your security baselines. The following list is ranked in order of
importance as you look to build and enforce your baselines:

+ Select and deploy a framework to build a foundation.

o Select a baseline foundation. We covered CIS and Windows security baselines
in this chapter.

« For your Windows devices, use the policy analyzer from the Microsoft SCT to
review your baselines.

« Create or use a Golden Image template for each use case that you can reuse and
always keep up to date with the latest updates.

« Build well-documented and easy-to-follow procedures that others can use
and follow.

» Use the automation of controls and tools to re-enforce the baseline—for example,
MDM with Intune or Active Directory Group Policy.

« Use compliance policies to validate whether controls are in place. This will also help
with auditing devices that are non-compliant.

« Implement a quarantine or risk access policy with non-compliant devices.

 Implement efficient monitoring and reporting for device compliance. Power BI
is a great way to visually provide reports.

« Always keep up to date with both the Windows versions and the technology used to
manage the devices. The modern world is very dynamic and moves at an extremely
fast pace.
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It's important to note that while creating a security framework and enforcing controls with
full compliance is desirable, exceptions will need to be accounted for. It is recommended
that your organization also includes a risk register that clearly documents the systems
and applications that do not comply with the defined policies and standards. The register
should identify all the risks as well as rate the implication or severity of each risk and its
potential impact on the organization. These implications should not only be viewed from
a security lens but should also identify potential legal liabilities and costs implications if
the risks were exploited. Leadership should be made aware of these risks and should sign
off on their acceptance. Furthermore, a stakeholder should be named as the accountable
party and the register should be reviewed frequently to identify any possible solutions to
mitigate the risks.

Summary

Throughout this chapter, we have provided an overview of baselining to help you
understand its importance and its role within the overall security program. You have
learned about policies, standards, procedures, and guidelines, as well as their importance
as part of your overall security strategy. We also looked at how these policies, standards,
procedures, and guidelines interact with and build on each other to structure the
baseline model. We then covered the change management process with regard to
baseline management.

Finally, we reviewed frameworks and their role within the security function of your
organization, discussing the more widely adopted frameworks that are implemented.
Following this section was an overview of the baseline controls that are available for
Windows. These options include CIS and the Windows security baselines, as well as
directions on where to retrieve predefined templates, configurations, and images before
outlining the best practices of baselining.

In the next chapter, we will cover server infrastructure management. This chapter
will provide an overview of the data center and the cloud, along with the models that
are available. You will learn about the different tools available for Windows server
management, including the traditional on-premises and hybrid solutions available
in Azure that extend your workloads to the cloud.
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The data center is constantly evolving and services traditionally used by hosting servers

in physical data centers are now virtualized and using serverless computing models in the
cloud. No matter how your infrastructure is deployed or what infrastructure is used, each
presents a unique security challenge for an organization. In this chapter, we will provide
an overview of the data center and cloud models as they exist today. We will discuss
security access strategies for Windows servers as they are relevant to all infrastructure
models to ensure not just anyone can access Windows without going through the proper
access controls. You will learn about the available management tools used for on-premises,
hybrid, and cloud deployments, as well as how to leverage Azure services to expand your
data center reach to the cloud. Then, we will provide an overview of the Azure services
that are used to manage Windows servers, including the Azure portal and Azure Resource
Manager. It's important to understand the existence of these tools and services so that

you have a high-level understanding of each when building out your security program.
Depending on the size of your organization, services such as these may require several
teams to control access, including physical security, a security operations center (SOC),
and identity and access management teams. All of these play a vital role in ensuring your
Windows systems are properly managed and protected.
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In this chapter, we will cover the following topics:

o Overview of the data center and the cloud (IaaS, PaaS, SaaS)
« Implementing access management in Windows servers
« Understanding Windows Server management tools

« Using Azure services to manage Windows servers

Technical requirements

Throughout this chapter, we will be referencing different services available in Azure. If you
would like to follow along, you can sign up for a free Azure account for 30 days and get
$200 credit at https://azure.microsoft.com/en-us/free/.

To complete the RBAC example provided later in this chapter, you will need the following:

o PowerShell (version 5.1 recommended) with the Azure AD module installed
- https://docs.microsoft.com/en-us/powershell /module/
azuread/?view=azureadps-2.0

 Global Administrator rights to your Azure subscription

o A text viewer to open JavaScript Object Notation (JSON) files

Check out the following video to see the Code in Action: https://bit.1ly/38t2Qg3

Overview of the data center and the cloud

Over the years, we have shifted our data centers strategies quite significantly as it relates

to the hardware our services run on. The OS types, versions, and virtualization of those
services have recently shifted to fully cloud-based technologies. A traditional enterprise
data center typically consisted of mainframes to store and access information. Data centers
during these times were located on location or at a separate facility under management of
the organization. As technology evolved, there was a shift from mainframe to server-based
data centers. This is where the Windows Server family became widely adopted and grew
in popularity.


https://azure.microsoft.com/en-us/free/
https://docs.microsoft.com/en-us/powershell/module/azuread/?view=azureadps-2.0
https://docs.microsoft.com/en-us/powershell/module/azuread/?view=azureadps-2.0
https://bit.ly/38t2Qq3
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Moving beyond standard hardware-based server models comes virtualization. The ability
to run many servers on only a few physical servers changed the dynamics of the data
center significantly. Today, we are in a major shift to cloud computing. Organizations

are slowly moving away from the traditional on-premise data center and moving all

their workloads into cloud environments. With the cloud data center, organizations

can continue to run traditional servers and services, but the overhead of owning and
managing physical infrastructure is greatly reduced or eliminated.

Another major change with a shift to the cloud is the elimination of onsite facility
management and physical operations. Building and maintaining a data center is an
enormous undertaking that is challenging and comes with substantial cost implications
when designing for highly available services and disaster recovery as part of a business
continuity plan. Moving to the cloud changes these dynamics significantly. Your cost
model changes to a subscription model with no ownership of any hardware or physical
facilities, and a robust business continuity plan becomes more feasible to design.

This shift also changes the dynamics of security for the data center. Traditionally, physical
security with access controls, locks, badge readers, and security cameras was all that

was needed. This goes away with the cloud, but how do you ensure the cloud provider

is protecting the access and controls? How do you ensure your data is safe? These are all
valid concerns and change the way we manage security as opposed to the traditional data
center perspective. We will cover these questions in more detail throughout this book.

Next, let's look at the three common types of scenarios for the data center.

Types of data center

This section will provide an overview of each of the current scenarios mostly being
used today.
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On-premise

As mentioned previously, an on-premise data center is considered the traditional model.
Organizations build out and operate their infrastructure on your business's property or
off-site at a separate facility. In this model, you are fully responsible for everything in the
physical infrastructure (building, power, cooling, hardware, security, access, and so on)
and everything that runs on the hardware. The following is an example of a traditional
on-premise model:

WAN and/or Internet

Enterprise

Data Center

Figure 3.1 - On-premise data center

Cloud

As we look further into the cloud model, it is important to understand public and private
cloud offerings. A public cloud is where the services are hosted by the provider and the
underlying infrastructure is shared with other organizations. Your environment will be
logically separated from other organizations, but the underlying hardware, network, and
storage is shared with other subscribers on the same service. A private cloud offering is
where the services are hosted in a dedicated environment and only your organization
runs on the underlying services. Determining the appropriate model will most likely be
dictated by your organization's industry and compliance requirements.

Tip
You can find more information on public versus private here:

https://azure.microsoft.com/en-us/overview/what-
are-private-public-hybrid-clouds/.



https://azure.microsoft.com/en-us/overview/what-are-private-public-hybrid-clouds/
https://azure.microsoft.com/en-us/overview/what-are-private-public-hybrid-clouds/
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The following is an example of a cloud model:

WAN and/or Internet

Cloud Computing

Enterprise

Figure 3.2 - Cloud model

Cloud solutions have three different types of primary services available for consumption:

Infrastructure as a Service (IaaS):

IaaS$ requires the most involvement from your organization and is operated very
similarly to a virtualized environment on-premises. The difference is that businesses
have no responsibility for physical infrastructure and the servers, storage, and
network are all managed by the hosting provider. You can simply turn on virtual
machines and services as needed.

Important note

What is [aaS?: https://azure.microsoft.com/en-us/
overview/what-is-iaas/.

Platform as a Service (Paa$):

With PaaS, you are provided with the required platform from the cloud provider.
In addition to the physical infrastructure, the operating system, middleware, and
other tools to run services are also managed by the hosting provider. For example,
in a traditional IaaS Windows environment, you would need to install Internet
Information Services (IIS) to deploy a web server or install SQL to deploy a
database server. With PaaS, you simply subscribe to an Azure Web App or Azure
SQL database and you consume the service once it’s available. There is no install or
maintenance of any underlying software to run these apps.


https://azure.microsoft.com/en-us/overview/what-is-iaas/
https://azure.microsoft.com/en-us/overview/what-is-iaas/
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Important note

What is PaaS?: https://azure.microsoft.com/en-us/
overview/what-is-paas/.

» Software as a Service (SaaS):

The third available service is Software as a Service. This service requires the least
involvement and essentially provides you with the entire software solution to be
consumed. In addition to what is managed for both the IaaS and PaaS services, the
hosting provider also maintains the application itself, including keeping it current
and up-to-date. An example of a Saa$S offering would be Exchange Online, in which
your entire Exchange environment is hosted, kept up to date, and managed by
Microsoft. You simply consume the email services for your organization.

Important note

What is SaaS?: https://azure.microsoft.com/en-us/
overview/what-is-saas/.

Now that we have covered what each of the cloud services are, let's look at some examples
of what falls within the Microsoft ecosystem for each of these services. The following
diagram provides some examples of what you can subscribe to within each of the services:

=D Microsoft Azure + Microsoft 365

Web App \\ Intune ] $
@ Office 365
E \Storage Blob @
Azure SQL

SQL Database \\ database Azure Ap "'I E?g::::ge
E 01
A \ Power BI
VHD Data Disk @ Azure A‘Q
u.. \
\

E:) GitHub
<,.. Virtual Machine -- \ Moblle \\
A "
Virtual . \ ® M Akzl.ltrel \\ Shgﬁrrz"t
Network arketplace \

Windows \

Figure 3.3 - Microsoft [aaS, Paa$, and Saa$ examples
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Hybrid

The last model we will review is the hybrid model. A hybrid model essentially combines
the on-premise model with the cloud model, allowing an organization to use their
on-premise data center at the same time as they're consuming cloud services. This model
is most likely going to be preferred for most organizations simply because mature and
expensive on-premise data centers can't easily be moved to a cloud model overnight. What
the hybrid model does is allow a pathway from on-premise to the cloud while providing
services from both environments.

WAN and/or Internet

Cloud Computing

Enterprise

Figure 3.4 - Hybrid model

The focus of this book will be primarily around the on-premise, hybrid, and IaaS models
as this is where your Windows servers will reside and operate. With the Paa$S and Saa$S
models, the underlying OS is managed and secured by the service provider.

Now that we've covered the different models available for operating data centers, we will
move on and discuss access management as it relates to Windows Server. In the next
few sections, we will cover securing access to Windows Server and introduce common
strategies and security access best practices used by organizations.
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Implementing access management in
Windows servers

The concept of building a solid access foundation is critical as it relates to server
management as part of the overall infrastructure. You must consider everything, from
physical access to the servers to protecting unified management consoles for managing
multiple virtual servers at once. In the next few sections, we will discuss physical access
and user access to the infrastructure and the importance of each. Next, we will discuss
privileged isolation through a tiered model approach and provide an overview of
privileged access management (PAM) and privileged identity management (PIM)
solutions. Implementing these tools will help you provide a robust system of server
access management. It is highly recommended that you become familiar with the topics
mentioned in this section and understand how critical they are when implemented in
your organization. First, let's look at physical access and security.

Physical and user access security

An important factor to consider with the on-premise model is to ensure all physical access
to any server locations is protected and only accessible to those defined through their role.
Your Windows servers and other physical infrastructure are typically located in a server
room, a closet in your office building, or in a remote facility that is under your ownership.
Because of this, it is equally important that well-enforced security access controls are

in place, in addition to server hardening. The physical access needs to be locked down

to avoid equipment being stolen and help prevent insider attacks that could open an
opportunity for malware to be installed, such as a keylogger through a USB device.
Encryption needs to be enabled on all Windows servers in the event theft does occur to
help circumvent any information from being stolen.

Tip
Don'’t forget that your facility management and physical site access policies are
just as important as your user access management to the servers.

As you make your move into the cloud world, your access management changes
considerably. Physical access is now the responsibility of the cloud provider. The challenge
is, how do you validate they are protecting your data with the utmost standards? This

is where your contracts come into play, but more importantly, your due diligence, as

it relates to audit requirements and Saa$S questionnaires being provided by the cloud
provider. We will cover audits in more detail in Chapter 13, Testing and Auditing.
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The next consideration with the cloud model is management planes. On-premises
deployments allows management solutions to be isolated from the internet and only
accessible from your corporate network. With the cloud, the management pane and
unified portals are internet-accessible and provide a single pane where you can access

all your resources in one place, including your Windows servers. The downside? Anyone
who compromises your access could have the keys to the kingdom. This is where a very
stringent access policy is needed for your privileged identities. You need to ensure your
regular user accounts are separate from your privileged accounts and that you enforce
extremely strong access controls on your privileged accounts — no exceptions! The number
of privileged accounts in your environment should be limited. Role-based access control
(RBAC) needs to be defined if you wish to carve out a scope of who needs to access what
resource.

Tip
Ensure that you separate privileged accounts from standard user accounts. No
employee should ever use their regular identity to administer the environment.

Next, let's look at securing access using privileged access management, just-in-time access,
and privileged identity management.

Privileged Access Management, Just-in-Time Access,
and Privileged Identity Management

Continuing from the previous tip on identity, let's introduce three critical access

models that need to be considered for implementation within your server environment.
Privileged Access Management (PAM), Just-In-Time (JIT) access, and Privileged
Identity Management (PIM) are all privileged access models that provide an additional
layer of protection to your admins while they access your infrastructure. These models
help ensure that privileged user accounts are only available as needed, have an expiration
date regarding their usage, and are fully audited and monitored when accessing Windows.
Privileged accounts can be your weakest link if they're not protected properly and
investing in these models should be a requirement.

We will cover each of these models in full detail in Chapter 7, Identity and Access
Management.
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Equally as important as implementing an access management solution is creating

a segregation layer between your servers. To do this, organizations architect a tiering
model to isolate different groups of servers based on its criticality to the infrastructure.
In the next section, you will learn about using a tiered model and what it means for
privileged access security.

Using a tiered model for privileged access

The concept of the tiered model is to isolate and build layers of containment between the
Windows systems in your environment. This is accomplished through Active Directory
(AD) Organizational Units (OU) by designing a structure that is divided into three

or more parent containers. They are labeled tier 0, tier 1, and tier 2. Tier 0 contains the
systems, accounts, and security groups of the highest security concern such as domain
controllers, Azure AD connect servers, and identity management systems. The goal of
this isolation or "tiered" approach is to prevent escalation by provisioning account access
to only the tier they need access to in order to perform an operation. If an account from
a lower tier gets compromised, its elevation will be restricted to its assigned tier or lower
in the model. For example, a user account in tier 1 will only access systems in tier 1 or tier
2. They wouldn't be allowed access to tier 0. Let's review each of the tiers in a three-tier
model in more detail.

Tier O

Tier 0 (top level) typically contains a small number of assets and those deemed critical

to your infrastructure. Admins in tier 0 usually have administrative rights to each level
tier below. Here, an actor can exhibit domain dominance if breached and have direct
control over your environment. We would want to limit the use of and accessibility to

tier 0 servers as much as possible and limit the number of accounts with provisioned
access. Further logon and access restrictions should also apply to assets in tier 0 to

ensure only clean sources are accessing them, including the restriction to the use of
non-critical functions from these servers such as checking email or browsing the internet.
Organizations should deploy a privileged access management solution within the server
environment. The PAM solution must include password rotation, an approval request flow
process, auditing logs, session recording, and even remote RDP or SSH launchers where
credentials are hidden.
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Tip

To take this a step further, restrict the use of non-critical functions such
checking email or browsing the internet. Implement application control
policies through Windows Defender Application Control to prevent
unauthorized software from running. You can also limit access to systems
by funneling traffic through SSH proxies from a PAM solution.

Tier 1

Tier 1 is your middle tier and contains systems such as business servers, file servers, web
application servers, and database servers. Administrators with access to tier 1 will be

able to control servers in both tier 1 and tier 2. These servers need to be protected with
similar precautions as the ones outlined for tier 0. When architecting the organizational
structure of the tiered model, create child Organizational Units (OU) nested under the
tier 1 parent and label them by business unit, application name, or function. Group policy
can be used to define restricted groups that explicitly grant access permissions to security
groups created and named to fit the labeling schema. Group members have access rights
to RDP and only log on interactively to these defined tier 1 servers and not all servers in
the tier 1 hierarchy. This provides more granularity and levels of organization. It may be
necessary to restrict the use of non-critical functions from these servers such as checking
emails or browsing the internet. Certain precautions need to be taken in the event an
account becomes compromised. A best practice is to implement a PAM solution where

an administrator is required to check out a different account to access these systems
altogether. Once the account is checked back in, the password is immediately rotated. This
creates a separation of privileges.

Tier 2

Tier 2 (bottom level) will contain more common devices seen in the everyday workplace.
This includes end user workstations, laptops, printers, and virtual desktops. This tier is
used by your level 1 support desk and field IT employees. Tier 2 administrators should
only be allowed to log on to assets that are in tier 2 or lower if they exist. In Chapter

7, Identity and Access Management, we'll discuss implementing access management in
more detail, including a discussion around local administrative access to workstations.
Depending on your environment, the approach may differ, as there are unique
considerations for each environment.
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The following screenshot shows an example of an OU structure that is reccommended to
support the tiered model approach. As you can see, in tier 0, there are separate OUs for
admin accounts and server objects. This helps when creating policies that are either user
targeted or computer targeted:

4| Domain Controllers ~ || Tier 0 Admins

2] LabPF Linked Group Policy Objects  Group Policy Inheritance  Delegation

2 Security Groups —

4| Servers Link Order GPO Enforced
v [F] Tier0 1 i Prod SCM Tier 01E1... No
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EI7
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| Tier D Service Accounts
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v [ Tier 1 Servers
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| User Accounts

—
~
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Figure 3.5 - An example OU structure of a tiered model approach

Now, let's look at some important things to consider.

Important considerations

Regardless of how many tiers are in the access model, there are important considerations
worth discussing. Coupled with the tiered approach, each consideration - individually
or combined - can add a substantial layer of security to your Windows systems. Let's
take a look:

« For RDP and interactive logon scenarios, the source should be restricted to
a privileged access workstation (PAW) or isolated management environment
requiring a form of biometric or multifactor authentication.
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Network restrictions should be considered in tier 0 access scenarios by locking
down incoming RDP connections and other management ports to sources from
known VNETs, subnets, and workstations.

When designing your tiered solution, be mindful and think about built-in security
groups with escalated permissions such as Enterprise Admins, Domain Admins,
Schema Admins, and Server Operators, to name a few.

Local accounts can also become a problem if they’re not managed properly and are
an easy way for someone to create a backdoor without your knowledge. A PAM
solution with discovery alert rules can be used to notify security teams when these
accounts are created. If you're leveraging local accounts in an Active Directory
domain, you can also implement Microsoft’s Local Admin Password Solution
(LAPS) to rotate passwords.

Implement fine-grained password policies per tier to enforce stricter password
requirements for administrative accounts.

Leverage security baselines and group policy to further restrict access using defined
restricted groups. Lock down logon types where credentials are exposed such as
remote desktop or RunAs (interactive) so that they only come from trusted sources
such as a PAW.

By using services from the Azure cloud, privileged access workstations can be deployed
using a virtualized desktop service such as Windows Virtual Desktop or Citrix. Azure
also has PaaS offerings available to cater for this scenario, such as the Azure Bastion
service. Azure Bastion allows you to securely RDP or SSH directly to virtual machines
over SSL, eliminating the need to expose your servers directly to the internet. This can all
be done directly in the Azure portal, with no additional infrastructure. For on-premises
installations, an enhanced security administrative environment (ESAE) can be used to
administer the production forest.
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Enhanced security administrative environment

The next design we will review is the ESAE administrative forest model. At a high level,
you will set up a separate Active Directory forest that will be used for administrative
purposes only. In this forest, you will build your user accounts and groups that will

be provided with privileged access in the production user forest to complete any
administrative tasks. To enable cross-forest access, one-way trust is created from

the production user forest to the administrative forest. This allows the privileged
administrator accounts to manage the production user forest. With this approach, you can
completely isolate your privileged accounts from your standard user accounts, reducing
the risk of compromise with elevated access within your production environment. This
architecture, which is outlined in the following diagram, is also used by Microsoft's
cybersecurity professional services teams to protect its customers:

One-way Trust

&

Privileged Access
User Production Forest Administrative Forest

Figure 3.6 - The ESAE model

There is a lot more involved in setting up these models for your environment. To review
additional details on both the tiered model and ESAE model for privileged access security,
visit https://docs.microsoft.com/en-us/windows-server/identity/
securing-privileged-access/securing-privileged-access-
reference-material.

Tip

Both models require time and investment to implement correctly. It is easy
to fall back and apply elevated access to standard users and over permission
accounts to meet deadlines and so on. Don't fall into this trap! Ensure you
spend time implementing these models correctly from the ground up and
clearly define the account provisioning process. Enforcing these models will
help ensure success with your security and hardening.

Now, let's recap and talk about access management best practices.


https://docs.microsoft.com/en-us/windows-server/identity/securing-privileged-access/securing-privileged-access-reference-material
https://docs.microsoft.com/en-us/windows-server/identity/securing-privileged-access/securing-privileged-access-reference-material
https://docs.microsoft.com/en-us/windows-server/identity/securing-privileged-access/securing-privileged-access-reference-material
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Access management best practices

Securing access to your environment can be a long and complex journey with many
considerations to keep in mind. Security is an ever-evolving space due to the complexity
and frequency of cyberattacks. New tools and services are regularly becoming available
for organizations to help drive their business and are for those that simply don't have the
resources, funds, or capabilities to deploy the solutions needed to protect them. Here

is a high-level list of best practices to keep in mind when thinking about the scope of
privileged access for your Windows servers and business services:

Enforcing multi-factor authentication (MFA) should be at the top of the list.
Require MFA for all cloud-based accounts using Azure MFA or another provider.

For on-premise servers, you can install Azure MFA Server and have finer control
over MFA methods.

Deploy a Privileged Access Management (PAM) solution.

Use just-in-time access to assign permissions dynamically and avoid permanent
assignment for your privileged accounts. Helpful services include Azure
Privileged Identity Management (PIM) coupled with Azure Security Center
just-in-time access.

Have an effective account provisioning and deprovision process. Automate disabling
accounts when employees leave the company.

Frequently audit privileged accounts in your environment.

Limit the number of administrators. Always consider job role and function when
provisioning administrative accounts and ensure the principal of least privilege
applies.

Separate administrative accounts with regular user’s accounts. This will help
mitigate credential exposure if the administrator’s workstation becomes
compromised.

Limit access to email and internet browsing when applicable from privileged
systems.

Enforce strict fine-grained password policies on administrative accounts.
Limit the amount of emergency “backdoor” accounts and monitor their usage.

Ensure any changes to the environment go through an approval process by a change
advisory board. This can include access to highly sensitive systems.
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Go here for additional information on securing privileged access: https://
docs.microsoft.com/en-us/windows-server/identity/securing-
privileged-access/securing-privileged-access.

Now that you have an understanding of the different models used for access to Windows
workstations and servers, next, we will discuss the tools used to help manage them.
Although some are common, it is important to be aware of their utility when building
baselines and hardening Windows.

Understanding Windows Server management
tools

There are many tools available for Windows Server that are useful for both managing

and securing the infrastructure. Management technologies were traditionally developed
for on-premises deployments, but now, with cloud-based SaaS$ offerings, it seems the
available solutions are growing exponentially. Microsoft offers solutions for enterprise-
grade management through its System Center suite of tools such as Operations Manager
(SCOM) and Configuration Manager (SCCM). There are also third-party paid solutions
from companies such as ConnectWise, SolarWinds, and CA Technologies, to name a few.
Each offers a different feature set, depending on your management needs and varying
price points. In this section, we will review the more common built-in tools available in
Windows Server, including Server Manager, Event Viewer, and Windows Server update
services for patch management. Then, we will discuss Windows Admin Center and how it
can be used to help transition workloads into the Azure cloud.

Introducing Server Manager

Server Manager was introduced in Server 2008. It provides a centralized management
tool for servers and can support up to 100 remote servers. The number of remote servers
will vary, depending on their workload system performance of the server running it.
Server Manager can also be installed on a workstation computer with Remote Server
Administration Tools (RSAT). To remotely manage servers, remote management must
be enabled through Server Manager or with PowerShell. This is enabled by default in
Windows 2012 and later. A list of tasks that can be completed through Server Manager
include the following:

o Create, edit, or add custom server groups or pools of servers and clusters.

« Install, uninstall, or make changes to roles and features on both the local and remote
servers.


https://docs.microsoft.com/en-us/windows-server/identity/securing-privileged-access/securing-privileged-access
https://docs.microsoft.com/en-us/windows-server/identity/securing-privileged-access/securing-privileged-access
https://docs.microsoft.com/en-us/windows-server/identity/securing-privileged-access/securing-privileged-access

Understanding Windows Server management tools 77

« Open management tools such as Computer Management, Windows PowerShell,
Registry Editor, and other MMC tools.

« Start and stop services, identify events, and collect performance data for analysis.
» Restart servers.

« Export settings to be imported on another system.

To add remote servers to Server Manager from the Dashboard view, right-click All
Servers and choose Add Servers. Once servers have been added, all the roles that are
capable of being managed will be added to the left-hand column. These roles are now
available for management from a centralized point. Creating a server group will create
a link on the left column for quick access to different sets of servers. The following
screenshot shows the MyServers server group:

[ Server Manager - O X

Manage Tools View

« MyServers

— Ea= SERVERS
I88 Dashboard All servers | 2 total TASKS ¥
il Local Server -
= Filter Do 5) ¥ (H) = e
BE All Servers - -
E= AD Cs SEI"JEI’LNE"HE Pv4 Address Manageability Last Update
W ADDs :

MTLABDCO1 10.0.0.138 Online - Performance counters not started  11/21/2019 4:1
1! DHCP WINSVR1 10.0.0.135 Online - Performance counters not started 11/21/2019 4:1
4]
e DNS
iﬁ File and Storage Services P
m Hyper-V
o s
B vA Services
3 wsus EVENTS

All events | 248 tota
r

Figure 3.7 — A custom server group named MyServers, useful for quick access
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Server Manager is a great place to view events, services, and performance from a single
application. Events can be viewed and configured from every page except the dashboard.
Certain event logs such as application logs are selected by default and include Critical,
Error, and Warning severity levels, but they can be customized to fit your needs. The
thumbnail alerts can be configured to include other events, and different severities can be
included in alert highlighting. Only critical events are highlighted by default.

Using the Best Practices Analyzer (BPA)

The Best Practices Analyzer (BPA) tool is used to help reduce vulnerabilities by scanning
the configured roles and comparing your configurations to what experts believe to be

best practice guidelines. BPA can be executed from Server Manager as well as through
Windows PowerShell. After the scan completes, the results can be viewed. These show
whether a role is compliant with these best practices. The summary outlines the problem
in detail, as well as list the impact and resolution steps. This can be seen in the following

screenshot:
BEST PRACTICES ANALYZER
Warnings or Errors | 90 of 317 total
Filter yel - @ — ..:,“.

Filter applied. X Clear All

“
Server Name Severity Title

MTLABDCO1 The PDC emulator master MTLABDCO1.prod.mtlab.com in this forest should be configured to correctly synchr

MTLABDCO1  Error Application pools should be set to run as application pool identities
MTLABDCO1  Error DHCP: The server should be bound to at least one IP address.
MTLABDCO1  Error DHCP: The server should be bound to an IPv4 address
v

<

Problem:
The primary domain controller (PDC) emulator operations master in this forest is not configured to correctly synchronize time from a

valid time source,

Impact:
More information about this best practice and detailed resolution procedures

Fig 3.8 - Results from a BPA scan on Windows Server 2016 showing misconfigurations
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For more information, please go to https://docs.microsoft.com/en-us/
windows-server/administration/server-manager/run-best-
practices-analyzer-scans-and-manage-scan-results.

Next, we'll look at using Event Viewer and examine common event IDs.

Looking at Event Viewer

Event Viewer is used to view log files from applications, including security and system-
related events. Events are separated into error, warning, and informational events, which
can also be useful for troubleshooting performance issues. PowerShell can be used to
query events and Event Viewer can be used to view logs from remote computers. Event
Viewer can be opened by using Windows Search and typing in Event Viewer. Once
opened, to view logs from a remote computer, right-click on Event Viewer (local) at the
top of the tree and choose Connect to Another Computer....

Event Viewer can also be used for automating actions. Using Attach a Task to this Event
action, a basic scheduled task can be created and run based on a specific event.

Tip

Event Viewer is very important for monitoring Windows events from a security
perspective. Security professionals should pay close attention to sources from
login activities, application crashes, network firewall rule changes, clearing of
event logs, audit policy changes, and group policy changes.



https://docs.microsoft.com/en-us/windows-server/administration/server-manager/run-best-practices-analyzer-scans-and-manage-scan-results
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Security-specific logs can be found in Windows Logs > Security. The following
screenshot shows Event ID 4624, which indicates a successful logon. This Event ID
contains a lot of information, including the Logon Type, account information, and
network information about the user who has logged on:

@ Event Properties - Event 4624, Microsoft Windows security auditing.

General Details

Logon Type: 3
Restricted Admin Mode: -
Virtual Account: MNo
Elevated Token: Yes

Impersonation Level: Delegation

New Logon:
Security ID: mtlab\eyoung
Account Name: eyoung
Account Domain: PROD.MTLAB.COM
Logon ID: 0x651BC5D8
Linked Logon ID: Ox0
Network Account Name:
MNetwork Account Domain: -
Logon GUID: {2b09%a51e-77fa-e459-5a30-57dcBc5e0ff2)}

Process Information:
Process ID: OxD
Process Name: -

Network Information:

Workstation Name: -
Source Network Address:  10.0.0.135
Source Port: 50767

Detailed Authentication Information:
Logon Process: Kerberos

Figure 3.9 - Event 4624, successful logon in Event Viewer
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There are common security events to look for under Windows Logs > Security that could
indicate an attacker attempting to grant access rights or access the system. While these
event IDs are normal and typically do not indicate an attack, in the event a compromise
was recognized, they are useful to mention and can help build a picture around the
attack's timing and provide additional details during analysis:

4625: Audit Failure Logon

4624: Audit Success Logon

4648: Login with explicit credentials

4735: Security-Enabled local group was changed

4728,4732,and 4756: Member added to a security group

4740: Account Lockout

1102:Log Clear may indicate an evasive tactic by an attacker

Event ID 4624 includes a logon type field, which is useful for identifying how an account
has logged into the system. The following table demonstrates the different logon types that
are associated with Event ID 4624:

Logon Type

2

3

10

11

Description

Interactive Logon (the user is physically at the device)

Metwork (Logon occurred elsewhera)

Batch (typically a scheduled task)

Service (system services)

Unlock (logged in from the lock screen)

Network Clear Text (logon with clear text or basic authentication)

Mew Credentials (typically with run as different user)

Remote Interactive (typically with remote desktop or terminal services)

Cached Interactive (cached credentials were used)

Figure 3.10 — Logon types for Event ID 4624

Windows Defender Event Viewer logs are useful for security monitoring and can be
found under Applications and Services Log > Microsoft > Windows > Windows
Defender. Interesting event IDs, including those for canceling or pausing malware
protection scans, could indicate a malicious actor, prevalence of malware, or warrant

further investigation.
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Important note

Further reading on Windows Defender antivirus event IDs can be found at
https://docs.microsoft.com/en-us/windows/security/
threat-protection/windows-defender-antivirus/
troubleshoot-windows-defender-antivirus.

From an operational perspective, especially when a security operations center (SOC)
needs to monitor many systems, looking at Event IDs on servers individually isn't the
most effective method. It is recommended to incorporate a security information and
event management (SIEM) solution to better track and analyze event logs. Examples of
a SIEM solution include Microsoft's security monitoring tools such as Azure Sentinel,
Defender Advanced Threat Protection, Cloud App Security, and Azure Security Center
or third-party tools such as Splunk, which can be used for log repositories and analysis.
We'll cover SIEM tools and security monitoring in more detail in Chapter 11, Security
Monitoring and Reporting, and Chapter 12, Security Operations.

Next, let's look at how to leverage Windows Server Update Services to manage security
updates and patch vulnerabilities in the operating system.

Using Windows Server Update Services

Windows Server Update Services (WSUS) is used to keep standard security patch levels
across your servers. In some instances, maintaining the same patch level is critical for
applications to run, and relying on the standalone Windows Updates service doesn't
suffice for this level of control. WSUS allows you to approve updates and choose when to
deploy them. In a simple WSUS architecture, the WSUS downstream server talks to the
Microsoft Update upstream server to act as the intermediary. Using a centralized console
allows administrators to download critical updates, security patches, rollups, service
packs, feature packs, Microsoft product updates, and antivirus definition files. Computers
can be grouped together and targeted for a deployment.

For most deployments, WSUS requires minimal processing power on the host computer
to operate and a single WSUS instance can host upward of 100,000 clients. For
environments greater than 100,000 clients, multiple WSUS servers can be deployed by
using a load balancer frontend. A single SQL server database will need to be deployed and
shared by each WSUS instance if you're using a single centralized WSUS management
solution to serve multiple locations and branch offices.

From a firewall perspective, clients connect to WSUS over HTTP/TCP port 8530. It
is recommended to secure communications by deploying a custom SSL for clients to
connect HTTPS/TCP over port 8531. IIS is required if you wish to use WSUS in both
scenarios:


https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-antivirus/troubleshoot-windows-defender-antivirus
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-antivirus/troubleshoot-windows-defender-antivirus
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Figure 3.11 - List of security updates available for approval in the WSUS management console

Windows Defender Antivirus is the AV solution built into Windows 10 and Windows
Server 2016 and later. If you're using WSUS, definition updates need to be scoped and
downloaded from Microsoft Updates. Administering definition updates works similarly to
Windows Updates and will require approval before your endpoints receive them. Consider
creating automatic approvals for antivirus definition updates to ease the administrative
overhead required to manage WSUS. Automatic Approvals allow you to automatically
approve the installation for new updates for specified groups of systems.

WSUS can also deploy third-party updates for commonly used software such as Adobe
Reader. Combining WSUS with a Configuration Manager software update point allows
you to create a third-party software update catalog. Here, you can subscribe to a partner
catalog that's connected to various software vendors that have partnered with Microsoft
for releasing updates to their products. We will cover Configuration Manager in more
detail in Chapter 4, End User Device Management, and Chapter 8, Administration and
Remote Management. WSUS can be enhanced further by leveraging a cloud solution
called Azure Automation Update Management. Update Management can manage updates
for Windows and Linux systems hosted in Azure and on-premises directly with the Azure
portal. This service supports Windows server downward to 2008 R2 and will be covered in
more detail later in this chapter and in Chapter 10, Keeping Your Windows Server Secure.

As discussed in Chapter 1, Fundamentals of Windows Security, here are some helpful links
for staying up to date on security updates:

 Microsoft Security Update Guide: https://portal .msrc.microsoft.com/
en-us/security-guidance.

Patch Tuesday Dashboard: https://patchtuesdaydashboard.com/.

o Information about CVE: https://cve.mitre.org/about/index.html.

In the next section, we will look at Windows Admin Center, a recently released tool that
can help manage your servers.


https://portal.msrc.microsoft.com/en-us/security-guidance
https://portal.msrc.microsoft.com/en-us/security-guidance
https://patchtuesdaydashboard.com/
https://cve.mitre.org/about/index.html
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Introducing Windows Admin Center

Windows Admin Center was released in April 2018 and provides an alternative to classic
MMC and other remote management tools. Windows Admin Center is a browser-

based tool that can be installed on Windows 10 or Windows Server 2016+. It supports
the management of servers down to 2008R2 but may have limited functionality. No
agents are required, and the UI frontend is fully built on WMI with PowerShell over
WinRM to execute operations. To support down-level servers, Windows Management
Framework (WMF) 5.1 is required. More information, including how to install MSI, can
be downloaded from https://aka.ms/WindowsAdminCenter.

Tip
Windows Admin Center runs in HTML 5 and requires Microsoft Edge or

Google Chrome browser to run on Windows Server. It cannot be installed
directly on a domain controller.

Windows Admin Center's tools include Active Directory, DHCP, DNS, Firewall, Remote
Desktop, Roles and Features, Scheduled Tasks, and Updates, to name a few. Many more
features are available through extensions, including support for third-party developers.

Windows Admin Center can be used to manage on-premises and Iaa$S servers. It is
included for free with your Windows Server license. A real piece of added value is that
it allows you to shift on-premises workloads to Azure directly from the UL With the
appropriate tenant details and permissions, you can deploy and configure the Azure
services directly through Windows Admin Center without having to open the Azure
portal.

The Azure services available through Windows Admin Center include the following:

« Azure Site Recovery
o Azure Backup
o Azure File Sync
o Azure Monitor
o Azure Update Management
« Azure Active Directory Authentication
Windows Admin Center can be fully integrated with Azure Active Directory for

authentication and supports MFA. The following screenshot shows the overview
pane of Windows Admin Center:


https://aka.ms/WindowsAdminCenter
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Fig 3.12 - Overview page of Windows Admin Center in Google Chrome

Next, let's look at Azure services that are useful for managing Windows Server
environments.

Using Azure services to manage Windows
servers

As discussed in the Understanding Windows Server management tools section, Windows
Admin Center exposes Azure cloud services that can provide additional benefits for
managing Windows servers. It is recommended that you start moving workloads to the
cloud not only as part of your digital transformation, but also as a security initiative.
Azure Active Directory roles and role-based access control (RBAC) allow for a fine-
grained level of access provisioning over the management plane. In the next section, you
will learn about the Azure services that are available for managing Windows servers for
both IaaS and on-premises deployments. We will cover the following topics:

o The Azure portal and Marketplace
o« RBAC

o Azure Resource Manager
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o Azure Backup
o Azure Update Management

o Azure Site Recovery

The Azure portal and Marketplace

Simply put, the Azure portal is the user interface that's used to manage resources in the
Azure cloud. Most operations can be performed directly through the Azure portal, but
some advanced configurations will require the Azure Command-Line Interface (CLI),
Azure PowerShell, or direct calls to the Graph API. Microsoft is doing a great job of
adding many operations only supported by these command-line tools directly to the user
interface in the portal. Follow these steps to access the portal:

1. Open a browser and navigate to https://portal.azure.com
2. Sign in with your Azure account username and password.

3. Ifyou don’t have an Azure account, click Create one! to set one up.

To view and access your virtual servers within the Azure portal, simply click on Virtual
Machines. You will be provided with the Virtual machines management page:

CcC 0 @& portal.azure.com

Microsoft Azure P Search resources, services, and docs (G+/)

Home > Virtual machines

Virtual machines

+ Add (O Reservations == Edit columns () Refresh D Assigntags [> Start  C Restart [ ] Stop Delete  #= Services

Subscriptions: All 2 selected - Don't see a subscription? Open Directory + Subscription settings

[ Fitter by name | [ Al subscriptions v | [ Allresource groups v | [ Alltypes v | [ Alllocations v | [ Altags

375 items

D Name ™y Type N Status Size Resource group T Location T Maintenance
D n VM-1 Virtual machine Running Standard F2s Resource Group Prod  East US 2

D B w2 Virtual machine Running Standard F2s Resource Group Prod  East US 2

D B vvs Virtual machine Running Standard B2ms Resource Group Prod  East US 2

Fig 3.13 - Microsoft Azure portal Virtual machines page

We won't be going into detail around navigating the Azure portal, but we do want to call
it out as an important tool for not only managing Windows servers, but also all cloud
resources. For detailed instructions on customizing its look and feel, as well as creating
custom dashboards and setting favorites, you can visit ht tps: //docs.microsoft.
com/en-us/azure/azure-portal/azure-portal-overview.


https://portal.azure.com
https://docs.microsoft.com/en-us/azure/azure-portal/azure-portal-overview
https://docs.microsoft.com/en-us/azure/azure-portal/azure-portal-overview
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Using the Azure Marketplace

The Azure Marketplace is the storefront in Azure where you purchase resources and
solutions and deploy them directly to your tenant. There are many offerings available,
from custom VM images, to databases, networking solutions, IoT, DevOps, and more. It
can be accessed from the Azure portal or by going to https://azuremarketplace.
microsoft.com/en-us/marketplace/.

In respect to Windows Server, the marketplace is useful for deploying pre-built images,
which can be done in just a few clicks directly from the portal. You can use the Azure
Marketplace to customize and create a Windows Server instance and then capture the
customizations in a JSON template. By using this JSON, multiple servers can now be
deployed at scale with all your custom configurations:

= Microsoft Azure

Dashboard > Marketplace > Windows Server

Windows Server

Microsoft

Windows Server o szeforister

Microsoft

Select a software plan
| Windows Server 2019 Datacenter wit... v | ‘ Start with a pre-set configuration

Deploy with Resource Manager (change to Classic)

Figure 3.14 - Windows Server purchasing option from the Azure Marketplace in the Azure portal

With Azure Active Directory roles and role-based access controls, resource creation is
typically locked down for Global Administrators or roles with contributor rights.

Next, we'll look at how to lock down access to Azure resources by implementing RBAC.
We will also learn how to create a custom role using PowerShell and JSON.

Implementing role-based access control

RBAC in Azure is used to authorize access to resources through role assignments. A role
assignment consists of a user, group, or service principal that has a set of permissions
assigned. Those permissions are then scoped to a subscription, resource group, or
resource. Permissions are inherited from parent scopes, so if a role assignment is set on
the resource group level, all resources nested under that resource group will be in scope
of the role assignment. When assigning permissions, RBAC takes an additive model. If
the user is assigned to multiple roles, the least restrictive role won't take effect and will be
assigned any additional rights for each additional role. Explicit Deny assignments must be
applied to determine which set of actions are not allowed; otherwise, access is granted.


https://azuremarketplace.microsoft.com/en-us/marketplace/
https://azuremarketplace.microsoft.com/en-us/marketplace/
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There are four main roles in Azure RBAC, and these are the standard levels of roles that
can be applied to a scope. These are owner, contributor, user access administrator, and
reader. Only the owner and user access administrator roles have permission to grant
access rights for other users. Each role has the concept of action types such as Actions,
NotActions, DataActions, and NotDataActions. When building a role definition,
Actions refers to the management operations of the resource and controls things such as
access, where DataActions refers to the underlying data operations such as read blobs in
a container. Azure offers over 70 additional built-in RBAC roles that are preconfigured
for specific use cases as they pertain to certain resources. Using JSON, you can export

a built-in RBAC role and build custom roles to fit your needs. For more information
regarding the role definition structure, go to https://docs.microsoft.com/
en-us/azure/role-based-access-control/role-definitions.

In the following example, we will edit the Virtual Machine Contributor role and make
a custom RBAC that contains all the VM contributor role permissions, including
DataAction, to administratively log in to virtual machines. Let's get started:

1. Open PowerShell as an Administrator and install the Azure module. Choose [A] Yes
to All when asked to install from an untrusted repository. Then, connect to Azure
using the Connect -AzAccount cmdlet and retrieve your subscription ID. Take a
note of the subscription ID; you will need this later:

Install-Module -Name Az
Connect-AzAccount
Get-AzSubscription | Select ID

2. Enter your credentials at the password prompt and perform MFA to connect to your
Azure tenant.

3. 'The first step is to export the built-in Virtual Machine Contributor role as the JSON
template to build the custom role. We will export the role definition as JSON using
the Get -AzRoleDefinition cmdlet:

Get-AzRoleDefinition -Name “Wirtual Machine Contributor”
| ConvertTo-Json | Out-File “C:\MyFolder\VMContributor.
json”

4. Open the VMContributor.json file we exported previously using a code editor of
your choice, such as Notepad++, Code Writer, or even basic Notepad. We will need
to make some modifications and save the file as a JSON, ready to be reimported.


https://docs.microsoft.com/en-us/azure/role-based-access-control/role-definitions
https://docs.microsoft.com/en-us/azure/role-based-access-control/role-definitions
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10.

On line 2, change the value of “Name” to Administrative Virtual
Machine Contributor:

“Name” : “Administrative Virtual Machine Contributor”

On line 4, change the value of “IsCustom” to true:

“IsCustom”: true,

Modify “Description” on line 5 so that it reads as follows:

“Description”: Lets you manage virtual machines, but not
access to them, and not to the virtual network or storage
account they are connected to. Allow administrator
login.”,

To allow administrative login, we will need to add the ARM resource provider
operation called Microsoft .AAD for the DataAction action type and

the Microsoft.Compute/virtualMachines/login/action and
Microsoft.Compute/virtualMachines/loginAsAdmin/action
operations.

On line 50 in the JSON, add these two lines:

“Microsoft.Compute/virtualMachines/login/action”,

“Microsoft.Compute/virtualMachines/loginAsAdmin/action”

Next, we need to populate the “AssignableScopes” section. If you exported
the built-in role, the / root value will be prepopulated, but this is only applicable

to built-in roles. Assignable scopes can be scoped to multiple subscriptions,
management groups, resource groups, or resources. In this example, we are going

to use the subscription ID of our tenant. The subscription ID can be found using
the PowerShell cmdlet, as we saw earlier, or through the Azure portal UI and typing
“subscriptions” in the search field. Modify line 57 so that it includes the subscription
ID:

“AssignableScopes”: [
“/subscriptions/8c24xxxa2-xxxx-47xx-3d-8929345de830”
]
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11. Finally, save the edited JSON file. We will now import it using the
New-AzRoleDefinition cmdlet:

New-AzRoleDefinition -InputFile “C:\MyFolder\
VMContributor.Json”

If its creation was successful, the custom role will be seen from the Access control (IAM)
blade in your Azure subscription:

ardening - Access control (JAM)

9}3\ Windows Security and Hardening - Access control (IAM)

Subscription
‘;; Search (Ctrl+/) | . + Add () refresh 7 Got feedback?
@ Overview D T AcrQuarantineWriter D uiltingole
B Activitylog D Administrative Virtual Machine Contributor © CustomRole
C‘S‘«_ Acceschontrol (1AM) |:| T AP Management Service Contributor (D) SuiltinRole
2 Diagnose and solve prablems D s API Management Service Operator Role @ BuiltinRole
0 Security D T AP Management Service Reader Role (D SuiltinRole
Events D & AP Configuration Data Owner @ SuiltinRole
D # App Configuration Data Reader BuiltinRole
Cost Management -
M » Application Insights Component Contributor & BuiltinRole

Figure 3.15 — Successful creation of the Administrative Virtual Machine Contributor role in
the Azure portal

For more information about the resource provider operations that are available, visit this
link: https://docs.microsoft.com/en-us/azure/role-based-access-
control/resource-provider-operations.

For more information about JSON, visit this link: https://www.w3schools.com/
whatis/whatis_ json.asp.

Next, we'll take a look at the current management plane for Azure resources, which is
called Azure Resource Manager.


https://docs.microsoft.com/en-us/azure/role-based-access-control/resource-provider-operations
https://docs.microsoft.com/en-us/azure/role-based-access-control/resource-provider-operations
https://www.w3schools.com/whatis/whatis_json.asp
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Azure Resource Manager

It is important to be aware of Azure Resource Manager if you're working with Azure
cloud to deploy Windows servers and other infrastructure. Currently, Azure Resource
Manager is defined as a highly resilient management plane for all services that run in
Azure. Any controls used that directly affect the management and security of resources is
done through Azure Resource Manager. Azure Resource Manager, or ARM for short, can
be manipulated directly using the Azure portal, Azure PowerShell, Azure CLI, or through
APIs and custom tools developed with a software development kit (SDK). Custom
templates written in JSON can be created and declaratively deploy resources repeatedly,
at scale, and tracked directly in the Azure portal. More information about creating Azure
Resource Manager templates, including the sections that make up the JSON, can be
found at https://docs.microsoft.com/en-us/azure/azure-resource-
manager/template-deployment-overview.

Tip

Additional information, including key terminology, benefits, and a descriptive
understanding of the scope of the management plane, can be found at
https://docs.microsoft.com/en-us/azure/azure-
resource-manager/resource-group-overview.

In the next section, we will talk about using Azure Backup for creating backups of our
servers.

Understanding Azure Backup

Azure Backup is a cloud service that can be used to replace an on-premises backup
solution or used as an automatic storage management tool for hybrid scenarios where data
is stored both on-premises and in the cloud. It requires zero infrastructure, has unlimited
scaling capabilities, provides application-consistent backups, and data is encrypted both
in transit and at rest. Azure Backup offers unlimited data transfers ingress and egress

from Azure at no additional cost. There are locally redundant (LRS) and geo-redundant
(GRS) storage options available, depending on your high availability needs. There is no
time limit regarding data retention, and you can store up to 9,999 recovery points.

Important Note

For additional information on the Azure Backup service, go to
https://docs.microsoft.com/bs-latn-ba/azure/
backup/backup-overview.



https://docs.microsoft.com/en-us/azure/azure-resource-manager/template-deployment-overview
https://docs.microsoft.com/en-us/azure/azure-resource-manager/template-deployment-overview
https://docs.microsoft.com/en-us/azure/azure-resource-manager/resource-group-overview
https://docs.microsoft.com/en-us/azure/azure-resource-manager/resource-group-overview
https://docs.microsoft.com/bs-latn-ba/azure/backup/backup-overview
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In Windows Admin Center. you can take advantage of the built-in management and
monitoring tools all from within the Backup dashboard.

Azure Backup's requirements include the following:

« A valid subscription
o Resource Group
o Recovery Services Vault

o Agent Deployment
Azure Backup includes Application- and Crash-consistent backups:

« Application-Consistent Backup: Use Windows VSS writers to create the backup
and capture memory content and pending I/O operations. When recovering a VM
using an app-consistent snapshot, there is no data loss.

 Crash-Consistent Backup: This occurs if an Azure VM shuts down during the time
of a backup. Only disk data at the time of the backup is captured and a recovery
doesn’t guarantee data consistency.

These two options can be seen in the following screenshot:

oo DSy ]

Dashboard > Recovery Services vaults > Backup items > Backup Items (Azure Virtual Machine) > az
az
Backup item

Backup now '9 Restore VM K) File Recovery ® Stop backup :) Resume backup m Delete backup data "/ Restore to Secondary Region ‘/ Undelete

Alerts and Jobs Backup status Summary
View all Alerts (last 24 hours) Backup Pre-Check @ passed Recovery services vault ~ RecoveryServicesVault
View all Jobs (last 24 hours) Last backup status @ Success 12/21/2019, 2:34:47 AM Backup policy DefaultPolicy

Oldest restore point 11/24/2019, 2:33:26 AM (27 day(s) ago)

Restore points (28)

This list is filtered for last 30 days of restore points. To recover from restore point older than 30 days, click here.

CRASH CONSISTENT APPLICATION CONSISTENT FAILE-SYSTEM CONSISTENT
0 27 1
Time 4 Consistency T4 Recovery Type

I 12/21/2019, 2:34:50 AM Application Consistent Snapshot and Vault
I 12/20/2019, 2:41:20 AM Application Consistent Snapshot and Vault
I 12/19/2019, 2:33:43 AM Application Consistent Vault
I 12/18/2019, 2:37:41 AM Application Consistent Vault
1

Fig 3.16 — Restore points of a Windows Azure VM with Application-Consistent restore points
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Securing Azure Backup

For on-premises backups, encryption is done using a customer-specified passphrase. Once
in transit, data is encrypted using AES256 and sent over HTTPS to Azure. For Azure
VMs, data at rest is encrypted using Storage Service Encryption (SSE) and protected by
HTTPS in transit while never leaving Azure. Azure Backup can also back up VMs that are
encrypted using Azure Disk Encryption.

Tip
For customer specified passphrases, DO NOT lose the encryption passphrase.
It is required to restore backups. Microsoft CANNOT recover this for you.

Backup data contains highly critical information and needs to be properly secured from
unauthorized access. Access can be managed using Azure RBAC. Authentication also
takes place through Azure Active Directory and monitoring is supported using Log
Analytics. Let's highlight the built-in RBAC roles for Azure Backup:

« Backup Contributor has permissions to create and manage backups but cannot
grant access or delete Recovery Services vaults.

« Backup Operator has similar permissions to the contributor except for removing
backups and changing policies.

« Backup Reader can view all backup operations for monitoring purposes only.

For hybrid scenarios, additional security features are available, such as configuring
retention periods, notifications for changes, and the ability to create security pins.

Another security feature for backups is soft delete. Soft delete is a feature that retains
backups for 14 days after a deletion action and allows recovery without data loss at no
additional cost. While this feature is enabled by default, you can permanently delete soft
deleted backup items immediately or disable the feature altogether.

Important note
More information about Azure Backup RBAC can be found athttps://

docs.microsoft.com/en-us/azure/backup/backup-rbac-
rs-vault.

In the next section, we will discuss using Azure Update Management to deploy updates to
our servers.


https://docs.microsoft.com/en-us/azure/backup/backup-rbac-rs-vault
https://docs.microsoft.com/en-us/azure/backup/backup-rbac-rs-vault
https://docs.microsoft.com/en-us/azure/backup/backup-rbac-rs-vault
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Introducing Azure Update Management

As described earlier in Using Windows Server Update Services , Update Management
is the Azure cloud-based solution to managing system updates for Windows. Update
Management is available for the cloud and on-premises deployments.

The requirements to deploy Azure Update Management are as follows:

o Azure Subscription

o New or existing resource group

« Log Analytics workspace

o Azure Automation account

« Deployment of the Microsoft Monitoring Agent (MMA)
o Microsoft Update or WSUS configured on your systems

Update Management can be deployed using Windows Admin Center by following the
onboarding steps directly in the portal. For information about onboarding multiple VMs
from the Azure portal, go to https://docs.microsoft.com/en-us/azure/
automation/automation-onboard-solutions-from-browse. The following is
a screenshot of Update Management from the Azure portal automation account:

[ schedule update deployment =+ Add Azure VMs ' Add non-Azure machine & Manage machines

© 174 machines do not have 'Update Management' enabled. Click to manage machines

Non-compliant machines | ()} Machines need attention (25) @ Missing updates (36)

2 ‘I o Critical and security 21 m— Critical 1

out of 25 Other 4 Security 8 m
Not assessed 0 Others 27

Machines (25)  Missing updates (36)  Deployment schedules  History

Filter by name ‘ ‘ Compliance: All ~ | ‘ Platform: All
Machine name  Compliance Platform  Operating system  Critical ... Security ...  Other missing...
azp © Non-compliant Azure Windows 1 5 5 @
Azure: as of 12/21/2019, 2:3
azp © Non-compliant ]
e o of 1272172070, 13 A2 Windows 0 2 12 9
azp © Non-compliant ]

A Wind 1 5 4 9
Azure: as of 12/21/2019, 12 "*'€ fnaows
azp © Non-compliant )
Azure: as of 12/2172019, 23 Azure Windows 0 2 5 @
azp © Non-compliant ]
Azure: as of 122172019, 20 "2U"€ Windows 0 2 2@
azp ] Non-compliant .

A Wind 0 2 5 @
Azure: as of 122172019, 23 "*'® ndows
azp © Non-compliant )
Asure: as of 12/2172019, 20 Azure Windows 0 2 5 @
azp © Non-compliant ]
Azure: as of 12/2172019, 12 "€ Windows 0 : ‘e

© Non- liant

azp en-complian Azure Windows 0 2 5 @

Figure 3.17 - Update Management dashboard, which shows the update compliance of individual

Windows servers
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The compliance comparison for the servers listed in the Update Management page will be
compared to your WSUS server or directly to Windows Update services. Machines can
be added by clicking on Add Azure VMs at the top of the page. For Non-Azure servers,
the Microsoft Monitoring Agent can be deployed and configured to use the Update
Management Log Analytics workspace during setup or when onboarded with Windows
Admin Center. The following screenshot shows the missing updates tab, which lists all
missing updates from your systems and includes columns that display details about

the update name, classification, machines missing updates, operating system, and a KB
information hyperlink:

f2 schedule update deployment -+ Add Azure VMs ' Add non-Azure machine ;9 Manage machines

© 174 machines do not have ‘Update Management’ enabled. Click to manage machines

Non-compliant machines (& Machines need attention (25) (O Missing updates (36)

2 1 o Critical and security 21 m——— Critical 11

out of 25 Other 4 m Security & m
Not assessed 0 Others 27 m

Machines (25)  Missing updates (36)  Deployment schedules  History

Filter by name | m
Update name Classification Machines... Information link
Update for Microsoft SharePoint E.. @ Critical updates 2 Windows KB2920730
Security Update for Microsoft Vis... @ Security updat... 15  Windows KB2565063
2019-12 Cumulative Update for W... @ Security updat... 17 Windows KB4530689
Security Update for Microsoft Sha... @ Security updat... 2 Windows KB4484157
2019-12 Security Monthly Quality ... @ Security updat... 4 Windows KB4530702
Security Update for Microsoft Sha... @ Security updat... 2 Windows KB4475608
Security Update for Microsoft Sha... @ Security updat... 2 Windows KB4484099
Security Intelligence Update for W... A Definition upd... 9  Windows KB2267602
Security Update for SQL Server 20... @ Security updat... 2 Windows KB4505217
Security Update for SQL Server 20... @ Security updat... 1 Windows KB4505220

Figure 3.18 - Overview of available updates and the machines missing each update
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Update deployments using update groups can be scheduled using the Schedule Update
Deployment option at the top of the toolbar. Update groups can be created by using
dynamic queries based on resource groups, locations, and tags, or you can explicitly select
the machines you wish to include. There is a dropdown to scope which classification

of update to deploy, as well as options to include or exclude specific KBs. The schedule
settings allow you to set a one-time or recurring deployment. Additional options include
setting a maintenance window time and several options for reboot behaviors.

The deployment status can be monitored with alerts using Azure Monitor. Action groups
allow notifications via email/SMS/push/voice and can even trigger a webhook or Azure
Automation runbook.

For additional information about the Update Management solution in Azure, go to
https://docs.microsoft.com/en-us/azure/automation/automation-
update-management.

The following are the Windows operating systems supported by Azure Update
Management:

o Windows Server 2019

o Windows Server 2016

o Windows Server 2012 and R2
o Windows Server 2008 R2

Tip
Windows Clients and Windows 2016 Nano Server are not supported at this
time.

We will cover how to set up and configure Azure Update Management in more detail in
Chapter 10, Keeping Your Windows Server Secure.

Next, we'll look at Azure Site Recovery (ASR). Azure Site Recovery can be used as a
disaster recovery scenario or as a tool to move systems in Azure.


https://docs.microsoft.com/en-us/azure/automation/automation-update-management
https://docs.microsoft.com/en-us/azure/automation/automation-update-management

Using Azure services to manage Windows servers 97

Leveraging Azure Site Recovery

Azure Site Recovery is a business continuity and disaster recovery solution built into
Azure for all types of workloads. The solution covers both Azure and on-premises
Windows servers and VMs. Azure Site Recovery (ASR) consists of two major
components:

« Site Recovery Services: Used for the replication of virtual machines and workloads
from a primary to a secondary region in Azure.

« Backup Services: Azure Backup service for data backup and recovery.

For more information on Azure Site Recovery, visit this link:

https://docs.microsoft.com/en-us/azure/site-recovery/site-
recovery-overview

When building a business continuity (BC) and disaster recovery (DR) strategy, most
organizations outline recovery time objectives (RTOs) and recovery point objectives
(RPOs) for business-critical services and applications. By using the Azure Site Recovery
service, these workloads and virtual machines are replicated from primary to secondary
sites. If a regional outage occurs in Azure, you can initiate a failover to the secondary
region to meet the RTO/RPO objectives of the business continuity plan. Let's take a look
at these in more detail:

+ Recovery Time Objective (RTO): The established duration of time for each
business process in which services must be restored to meet SLAs.

+ Recovery Point Objective (RPO): The maximum amount of data that could be
lost during a major outage. For example, if the RPO is 24 hours and the last backup
was completed 6 hours ago at the time of an outage, there is 18 hours of time until
the business will suffer a significant volume of data loss, as defined by the business
objective’s RPO.


https://docs.microsoft.com/en-us/azure/site-recovery/site-recovery-overview
https://docs.microsoft.com/en-us/azure/site-recovery/site-recovery-overview
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ASR supports building customized recovery plans that allow you to strategically plan what
services, VMs, and critical infrastructure fail over and when. Using PowerShell and Azure
Automation, many tasks during the failover/recovery process can be automated. ASR

also supports testing the failover through recovery plans. Using the overview dashboard,
organizations can monitor the site recovery and backup of resources that are scoped for
the Azure Site Recovery service:

+ Backup + Replicate IE Delete O Refresh
o Learn about new feature improvements for Linux VM backup (application-consistent backup, Instant file restore and Azure CLI support) =

Essentials ¥

Overview Backup  Site Recovery

Replicated items (view all) Failover test success © Configuration issues © O Recovery Plans
(ém' Tsmm‘ded & Extension update not enabled 2 2
57 Healthy 57 Performed successfully
52 ’ 12
‘ Warming Not applicable
3 0
Not Applicable
Error summary Error id Affected objects
© Recent app-consistent recovery point not available 153006 2 Virtual machine(s)
4\ Data change rate beyond supported limits 153018 2 Virtual machine(s)
A\ Virtual machine powered off. 153023 1 Virtual machine(s)

Figure 3.19 - Site Recovery dashboard view, which shows an overview of configured recovery services

Tip

Azure Site Recovery is a great solution for migrating on-premises machines to
Azure using the same steps that were defined for disaster recovery, but without
the failback! For more information, go to https://docs.microsoft.
com/en-us/azure/site-recovery/migrate-tutorial-on-
premises-azure.

There is an overwhelming number of tools and services available in Azure that support
the management of your Windows infrastructure and Azure environment. Unfortunately,
we won't be able to cover them all in this book, but you can view a comprehensive list of
all Azure resources here: https://azure.microsoft.com/en-us/services/.


https://docs.microsoft.com/en-us/azure/site-recovery/migrate-tutorial-on-premises-azure
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Ssummary

In this chapter, we provided an overview of the traditional on-premise data center and the
most current model available, known as the cloud. Within the cloud model, we covered
the three primary services, known as Iaa$, PaaS, and Saa$, and then finished this section
with an overview of the hybrid model. Next, we reviewed secure access management as it
relates to both physical and user access to Windows servers and infrastructure. We then
covered privileged access models with best practices for secure access management.

The following section covered Windows Server management tools, including Server
Manager, Event Viewer, WSUS, and Windows Admin Center. The final section of this
chapter moved on to Azure services for managing Windows servers. In this section, we
provided details about the Azure portal and Marketplace, Azure RBAC, Azure Resource
Manager, Azure Backup, Azure Update Management, and Azure Site Recovery. While
we quickly scratched the surface of many available tools, we hope the acknowledgement
of these services may spark an interest in you to research further. These concepts may
eventually lead to these services being implemented in your own environment, which
will increase your overall security posture.

In the next chapter, we will shift our focus away from the server infrastructure to end
user device management. This chapter will cover the evolution of device management
and the tools that have been used over the years. We will then cover these tools in more
detail, specifically the ones regarding device imaging and Windows autopilot, Microsoft
Endpoint Configuration Manager (formerly System Center Configuration Manager),
and Intune.






4

End User Device
Management

The device management model has been static for many years within enterprises. Before
the advancement of some of the currently utilized enterprise device management tools,
companies were challenged with efficiently deploying a consistently configured device to
their users.

Companies may have utilized out-of-the-box images with the layering of Group Policy

or even scripts to pre-configure specific settings for users. For many, this evolved into
standalone imaging tools that allowed the organization to capture a pre-configured image
or baseline that could be pushed out to new devices as part of a deployment. Traditionally,
these methods were extremely time-consuming and resource-intense on organizations but
still serve a valuable purpose for securing and hardening your Windows systems. In this
chapter, we're going to cover the tools used to build and deploy a secured hardened image.
We will provide an overview of the latest deployment model, known as the Windows
Autopilot service. Then, we will cover two major enterprise device management models.
It is important to understand the available features of each model as a properly hardened
Windows system may include configurations enforced by one or both solutions. The
following main topics will be covered:

+ Device management evolution

 Device imaging and Windows Autopilot
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» Microsoft Endpoint Configuration Manager (formerly SCCM)
 Intune mobile device management (MDM)

« Introducing Microsoft Endpoint Manager

Technical requirements

In this chapter, we will be referencing the following tools and services. If you wish to
follow along, you can review the licensing requirements and download them from the
links that follow:

« Windows Assessment and Deployment Kit:

https://docs.microsoft.com/en-us/windows-hardware/
get-started/adk-install

« Windows Deployment Services (Windows Server roles and features)
« Microsoft Deployment Toolkit:
https://docs.microsoft.com/en-us/configmgr/mdt/

Additionally, we will be covering the following tools that require additional licensing:

« Microsoft Endpoint Configuration Manager (MECM/SCCM):

https://www.microsoft.com/en-us/cloud-platform/system-
center-pricing

« Microsoft Intune licensing:

https://docs.microsoft.com/en-us/intune/fundamentals/
licenses

« Windows Autopilot licensing:

https://docs.microsoft.com/en-us/windows/deployment/
windows-autopilot/windows-autopilot-requirements

Tip
Most Intune licenses also cover the use of System Center Configuration
Manager and don't require a standalone purchase.



https://docs.microsoft.com/en-us/windows-hardware/get-started/adk-install
https://docs.microsoft.com/en-us/windows-hardware/get-started/adk-install
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https://www.microsoft.com/en-us/cloud-platform/system-center-pricing
https://docs.microsoft.com/en-us/intune/fundamentals/licenses
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Device management evolution

Using a device management model, many large organizations have adopted Microsoft
Endpoint Configuration Manager (MECM), formally known as System Center
Configuration Manager (SCCM), which has been the standard for many years.
Configuration Manager is a fully mature device management solution also used for image
building and deployment. To operate effectively, an Configuration Manager hierarchy
requires resources and the deployment of infrastructure either on-premises or in IaaS.
As new PC hardware is purchased and new Windows builds are released, a lengthy

and complex life cycle process to support the new requirements typically follows. This
traditional model can make organizations less agile regarding staying up to date with the
latest updates and security trends. Recently, we have seen disruption to this model and

a shift that is changing the dynamics of device management. Throughout the book, we
may refer to Configuration Manager as MECM, SCCM, and ConfigMgr. All are common
acronyms used to reference Configuration Manager.

In recent years, this shift has come with the adoption of MDM tools that evolved with
the growth of iOS and Android. This growth has shown two parallel environments
within enterprises. One for phones and tablets, and the other for desktops and laptops.
This generates a lot of overhead and a unique skill set to support, manage, and operate
two separate environments. It also adds overhead to your security strategy as both your
platforms need to meet the security requirements of your policies. Validating security
within multiple environments can create challenges and adds its own complexity.

A major advantage of using an MDM solution is a shift from primarily an imaging model
to an out-of-the-box approach. The ability to take your device out of the box, turn it on,
and receive your policies, configurations, and security settings layered on top of your
original OS is a game changer. This approach has been well-received and adopted for
corporate-owned iOS and Android devices. With the release of Windows 10, Microsoft
has followed suit and enabled the ability to enroll Windows into an MDM tool, allowing
a shift away from traditional imaging and the overhead it brings. More recently, Windows
10 with Intune also allows the merging of two separate enterprise tools into one unified
management approach for your device management program with Intune and SCCM
co-management.
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As the model continues to evolve, we are slowly seeing a transition to unified endpoint
management. Unified endpoint management is essentially bringing together the
management of all endpoint devices into one management solution, as shown in the
following diagram:

Slow Growth and Innovation E “

90’s Ghost/SMS 2000’s SCCM

Today H ﬁ

Enterprise Mobility
2070's Management
Mobile Device

Management Growth and jnnovatio” n n
Fast

2000’s
Pre-Mpif Unified Endpoint Management

(Blackberry, Good, Microsoft Intune
Motorola MSP)

90’s

Figure 4.1 - The evolution of device management

For most organizations, this shift isn't going to happen overnight, but the good news is
Microsoft has built a solid foundation and avenue to make the journey from the old to
the new a reality. In the next section, we are going to discuss the classic device imaging
model. Although it's been around for a while, device imaging is still tried and true and an
important component for hardening your Windows systems with your security baselines.

Device Imaging and Windows Autopilot

It is strongly recommended to update your Windows clients to the latest version of
Windows 10 as soon as possible. Windows 10 is rich with security features, a great
productivity tool for your users, and is optimized for modern management, including
support for a bring your own device (BYOD) scenario. The BYOD trend promises to
significantly reduce cost and resource overhead for the IT department. While this is an
effective approach in some scenarios, it still raises challenges from both a security aspect
and the support and operational perspectives. Depending on the application payload and
the customization of your line of business apps, it may not be suitable to offer BYOD.
Factors that may influence this decision include compliance requirements, the complexity
of application configurations, and delivery such as bandwidth requirements for large
application payloads.
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From a security perspective, you will not have as fine-grained control of the layering of
security policies and configurations and there may be other privacy and legal concerns if
corporate data resides on users' personal devices. Until apps become more modernized
and built with the appropriate app protection policy SDKs for modern management,
it'll likely be necessary to enforce restrictions at the device level with security baselines,
hardened images, and Group Policy or MDM. There can be a clear advantage to
maintaining hardened images in an enterprise scenario when these factors are taken
into consideration. Nevertheless, MDM technologies such as Intune combined with
the Windows Autopilot service have made image maintenance much lighter. After the
baseline hardened image has been applied, Intune and Windows Autopilot can be used
to layer additional security baselines and device configurations and to deliver the latest
applications. The decision of determining where these settings are applied depends on
your deployment scenario, environment, and compliance requirements. As we discuss
device imaging, we will cover the core tools used to build and deploy images.

First, let's discuss the upgrade options if moving to Windows 10 or a version of Windows
Server 2016 or later, known as an in-place upgrade or migration. Task sequence
deployments are commonly used when upgrading multiple assets. They are a set of

XML instructions that define a series of events placed in an order to help automate the
installation process. Task sequences are created using tools such as MDT and sequence
and orchestrate the installation of the device drivers, operating system, scripts, and
software installations:

« In-place upgrades: In this option, Windows is upgraded from the source version
to the desired version. Applications, settings, and user data are retained. Typically,
these upgrades are managed by deploying task sequences using Windows
Deployment Services or Microsoft Endpoint Configuration Manager (MECM).
In this upgrade option, a new operating system is installed on top of the existing
one. This can cause some inconsistencies and challenges due to the over-layering of
the operating system and setting translations. For a list of supported upgrade paths,
visit this link:

https://docs.microsoft.com/en-us/windows/deployment/
upgrade/windows-10-upgrade-paths


https://docs.microsoft.com/en-us/windows/deployment/upgrade/windows-10-upgrade-paths
https://docs.microsoft.com/en-us/windows/deployment/upgrade/windows-10-upgrade-paths

106  End User Device Management

« Migration: In this option, Windows is completely reinstalled in this scenario and
can be migrated from basically any operating system. Enterprise tools are used to
manage migrations using task sequence deployments, similar to in-place upgrades.
Applications, settings, and user data will need to be accounted for separately in this
upgrade option as they will be deleted in the migration. Use tools such as the User
State Migration Tool (USMT) or Windows Easy Transfer for migrating application
and user data. For an overview of USMT, visit this link:

https://docs.microsoft.com/en-us/windows/deployment /usmt/
usmt-overview

There are many modern methods available to securely back up and restore user data
and add value to tried and true migration techniques. In addition to using USMT,
organizations can empower users to take ownership of their data and use cloud storage
such as OneDrive for Business.

Tip

Many organizations have already adopted some form of cloud storage.

If your company is a Microsoft shop, OneDrive for Business should be the
preferred cloud storage tool to provide a more integrated solution with

a reduced footprint in vendor management and support. The following
provides additional information on OneDrive safeguards from Microsoft:
https://support.office.com/en-us/article/how-
onedrive-safeguards-your-data-in-the-cloud-
23c6ea94-3608-48d7-8bf0-80el42eddlel.

This is a great potential training opportunity to teach users good data backup practices.
OneDrive for Business also has enhanced security controls for company-owned data, with
the ability to restrict external sharing and apply information protection policies such as
data labeling and classification. Once users have backed up their data, the migration path
for Windows 10 can be used, and the user's data will be available for download directly
from OneDrive via the desktop app or web portal. This also helps to set the stage moving
forward in a break-fix scenario. End users will be less reliant on their specific device and
be productive much faster with less worry if a replacement is needed. Organizations

can keep track of how users are handling OneDrive data by using the activity list from

the security and compliance center. It provides an audit trail of file interactions such as
mass deletions and external sharing activity that may be flagged as risky. The following
screenshot is the result of an alert that was generated for an unusual amount of file
deletions. When viewing the details of the alert, you can see the amount of deleted actions
that occurred in a short time period:


https://docs.microsoft.com/en-us/windows/deployment/usmt/usmt-overview
https://docs.microsoft.com/en-us/windows/deployment/usmt/usmt-overview
https://support.office.com/en-us/article/how-onedrive-safeguards-your-data-in-the-cloud-23c6ea94-3608-48d7-8bf0-80e142edd1e1
https://support.office.com/en-us/article/how-onedrive-safeguards-your-data-in-the-cloud-23c6ea94-3608-48d7-8bf0-80e142edd1e1
https://support.office.com/en-us/article/how-onedrive-safeguards-your-data-in-the-cloud-23c6ea94-3608-48d7-8bf0-80e142edd1e1
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Figure 4.2 — Office 365 Security and Compliance activity list for file deletions from OneDrive

Tip

Use the redirect and move known Windows folders to OneDrive Group Policy.
This can help ensure users' data is backed up prior to migration. To read more

about this policy, visit this link: https://docs.microsoft.com/en-
us/onedrive/redirect-known-folders.



https://docs.microsoft.com/en-us/onedrive/redirect-known-folders
https://docs.microsoft.com/en-us/onedrive/redirect-known-folders
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Another feature available in Azure Active Directory (AAD) that's useful for migrating
user data is known as Enterprise State Roaming. Enterprise State Roaming can manage
specific settings such as theme, language preferences, and even mouse settings. Enterprise
State Roaming's capabilities allow these settings to roam from device to device without
manually backing them up. This can be enabled from a single setting in Azure Active
Directory for all users or scoped to selected members. The following screenshot is the
Enterprise State Roaming pane under Devices in Azure Active Directory:

: Microsoft Azure £ search resources, services, and docs (G+/)

Dashboard > > Devices - Enterprise State Roaming

@ Devices - Enterprise State Roaming

« Save X Discard
Manage

Users may sync settings and app data across devices (1) All Selected None
B Al devices

9% Device settings

< : No member selected
58 Enterprise State Roaming ivembier seleeed

Activity
Figure 4.3 - Enable Enterprise State Roaming in Azure Active Directory

When Enterprise State Roaming is enabled, the user's settings are backed up to Azure,
where the data is encrypted and decrypted using Azure Rights Management and Azure
Information Protection. The data is retained indefinitely, determined stale by Microsoft, or
after a user's Azure AD account has been deleted. Enterprise State Roaming uses the sync
settings from the Windows Settings>Accounts>Sync your settings menu. In the screenshot
that follows you can see that Enterprise State Roaming is disabled as Sync settings is
configured to Off. This means it's being managed by the organization through an

MDM policy:
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® Home Sync your settings

Find a setting o | *Some of these settings are hidden or managed by your organization.
Actonnts Sync is not available for your account. Contact your system

administrator to resolve this.

A= Your info Sync your settings to other devices

B Email & accounts
How does syncing work?

Sign-in options Sync settings

Access work or school @ Gt

L OhEer Individual sync settings

Q

Sync your settings Theme
@ o
Passwords

@ o

Language preferences

@s o
Ease of Access

@ o

Other Windows settings

@® o

Figure 4.4 — Sync your settings menu on a Windows 10 PC

Tip
Be mindful setting Enterprise State Roaming in BYOD scenarios. Setting

this policy with MDM or GPO will override any personal settings and can
potentially have unwanted effects on users' personal devices.
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We just covered the in-place and migration upgrade paths for the Windows operating
system. We touched upon techniques that can be helpful when taking a modern approach
to a Windows 10 upgrade by using OneDrive for Business and Enterprise State Roaming
for Azure Active Directory joined devices. When combined with traditional methods,
they can significantly help to simplify your upgrade deployments in a secure and cost-
effective way. Next, let's discuss the tools used to build and deploy a hardened image. The
topics we will cover include the following:

« Windows Assessment and Deployment Kit
«  Windows Configuration Designer

+ Microsoft Deployment Toolkit (MDT)

o Windows Deployment Services (WDS)

« MDT and Configuration Manager

o Windows Autopilot

Windows Assessment and Deployment Kit
(Windows ADK)

Windows Assessment and Deployment Kit (Windows ADK) contains all the tools

that are used to create custom images. We will discuss this first as it is a prerequisite for
Microsoft Deployment Toolkit (MDT). Here is a list of what Windows ADK can do and
why it's used:

o Creates custom boot images or WIM files using the Windows Preinstallation
Environment (WinPE). WinPE is used for deployment and recovery and can later
leverage a Preboot Execution Environment (PXE) or boot from USB.

+ Creates an unattended (XML) Windows Setup answer file. The answer file is used
to automate the selection of options during the Windows setup process. Unattend
XML can apply custom configurations and security features such as setting registry
keys, disabling Windows features, and running custom scripts.

o Backs up user data using USMT for migration or break-fix scenarios.
o Creates a reference hardened image used for deployment.

« Creates a Provisioning Package (PPKG) using Windows Configuration
Designer (WCD). This can be applied after an image and can enforce security
settings; automate Azure AD Join; and add certificates, applications, and network
configurations such as Wi-Fi.
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Let's look at WCD, which is helpful for configuring shared devices, or a smaller subset of
devices that may not require building and maintaining an image.

Windows Configuration Designer

WCD is an installation option of Windows ADK. Using a PPKG file is useful for
automating the application of custom configurations and security settings. PPKG packages
are useful for smaller organizations that may not have the resources to build and maintain
images. PPKG are small files that can apply your baselines directly to an out-of-the-box or
OEM Windows 10. Additional settings available in WCD include the following:

« Bulk MDM enrollment and Azure AD join
o Certificate enrollment
« Network profiles such as Wi-Fi and proxies

« Security restrictions such as password, device lock, encryption settings, update
settings, and other privacy settings

o Customizations such as start tiles

Important note

To bulk enroll devices into Azure AD and Intune for a shared device scenario, a
device enrollment manager account is used.

Device enrollment managers are configured under the Devices section in the Intune
management portal. The following screenshot is a view of the Intune device settings
overview, where you can add or remove these accounts for enrolling large quantities
of devices:

Home > Devices » Enroll devices - Device enrollment managers

[& Enroll devices - Device enrollment managers
L~}

[ £ search (ctri+n) | « | T Add Delete

E

Windaws enroliment Add or remove device enrollment managers to allow certain users to enroll larger quantities of devices.

Apple enrollment
User

Android enrollment

(] mupc-oo2@x
Enrallment restrictions

[] mupc-oo1@
Corporate device identifiers

WP anos

Device enrollment managers

Figure 4.5 - Device enrollment managers in Microsoft Endpoint Manager
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WCD has a built-in security feature that requires Azure AD join tokens to be renewed
every 30 days. New PPKG packages will need to be created once that time expires in order
to use the device enrollment manager for Azure AD Join. In the following screenshot, you
can see the Bulk AAD Token option. Clicking on Get Bulk Token brings up an Azure
Active Directory (AAD) login page where you will use one of the device enrollment
manager accounts to acquire the AAD token:

% Windows Configuration Designer

File v About v
Start page WindowsDigitalSignage X
A
Steps Manage Organization/School Accounts
mprove security and remote management by enrolling devices into Active Directory
Set up device °
Q Enroll into Active Directory
Set up network
[ P ° ‘} ® Enroll in Azure AD

Account Management . Q Local Admin

The default number of devices that can be joined to an Azure AD tenant is limited
to 20. Contact your domain administrator to change the limit and go here for more
info.

Add applications

Bulk Token Expiry* 07/31/2020

Bulk AAD Token * Get Bulk Token

Optional: Create a local administrator account

Finish

[ )
( )

User name

Password

Figure 4.6 - Windows Configuration Designer Get Bulk Token option for Azure AD Join
For a full list of what can be configured in WCD, visit this link:

https://docs.microsoft.com/en-us/windows/configuration/
provisioning-packages/provisioning-packages

Now that we have covered the WCD tool, let's discuss Microsoft Deployment Toolkit
(MDT). MDT is the recommended tool for building custom images and offers the greatest
flexibility for applying baselines and for bulk deployments.


https://docs.microsoft.com/en-us/windows/configuration/provisioning-packages/provisioning-packages
https://docs.microsoft.com/en-us/windows/configuration/provisioning-packages/provisioning-packages
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Microsoft Deployment Toolkit

MDT is an enterprise standard for building boot images or custom reference images for
Light Touch Installation (LTI) deployments. MDT creates boot media for standalone
or network-based deployments as well as Zero touch Installation (ZTI) for Microsoft
Endpoint Configuration Manager (SCCM). It is also a centralized place for building
custom task sequences, maintaining security configurations, device settings, and for
sysprepping a reference image to capture it.

Tip

System preparation or (Sysprep) is the process of preparing Windows to
capture a reference image that can be used across multiple devices. Sysprep
can be opened from C:\Windows\System32\Sysprep and is typically used to
generalize Windows to remove PC-specific information.

MDT helps to reduce the complexity of using the standalone Windows ADK (which is
a pre-requisite to using MDT). The following are additional security features of MDT to
consider when creating a hardened image:

The ability to apply local Group Policy Objects

The ability to enable BitLocker in the WinPE environment (offline BitLocker)
Customizable WindowsRE (recovery environment)

The ability to add local administrators to devices

The ability to add or remove Windows Server roles and features

Support for UEFI

USMT support to automate the backup of user data and settings

For a full feature list visit:

https://docs.microsoft.com/en-us/windows/deployment/deploy-
windows-mdt /key-features-in-mdt


https://docs.microsoft.com/en-us/windows/deployment/deploy-windows-mdt/key-features-in-mdt
https://docs.microsoft.com/en-us/windows/deployment/deploy-windows-mdt/key-features-in-mdt
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The following screenshot is a task sequence in Microsoft Deployment Toolkit. It is the
step-by-step set of instructions used during the LTT process to deploy the operating
system and install applications and customizations:
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3 Add » X Remove &) Up @ Down Properties  Options
=8
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-ﬁ Capture User State
-ﬁ Capture Groups
-ﬁ Capture Network Settings
[ 4 Refresh anly
{7 Disable BDE Protectors
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E—j—-ﬂ-ﬂ.Pl:emstaII
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Figure 4.7 - Custom MDT task sequence

MDT can deploy custom images over an Active Directory network with deployment
share replication using DFS-R. For information on configuring an MDT deployment
environment and DFS-R replication, visit this link:

https://docs.microsoft.com/en-us/windows/deployment/deploy-
windows-mdt/deploy-a-windows-10-image-using-mdt


https://docs.microsoft.com/en-us/windows/deployment/deploy-windows-mdt/deploy-a-windows-10-image-using-mdt
https://docs.microsoft.com/en-us/windows/deployment/deploy-windows-mdt/deploy-a-windows-10-image-using-mdt
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MDT is free to install from Microsoft. For the latest downloads and documentation, visit
this link:

https://docs.microsoft.com/en-us/configmgr/mdt/
index?redirectedfrom=MSDN

Now that we have covered the MDT tool, let's discuss two ways we can deploy our custom
images. First, we will cover Windows Deployment Services (WDS).

Windows Deployment Services

WDS is a feature of Windows Server used to deliver custom or MDT Lite Touch
Installation (LTI) images over PXE. To use Preboot Execution Environment (PXE)
requires a DHCP server role and a TFTP server on your network to retrieve the boot
images.

Ways to secure your images with Windows Deployment Services (WDS):

1. Seta UDP port range to limit communication protocols used to connect to WDS.
2. Require F12 to enter PXE boot.

3. Use Active Directory authentication by specifying a domain controller to use for
authentication and authorize your WDS through DHCP.

4. Use NTSF permissions on boot images and security groups on image groups
to lock them down. Read and Execute are the only required permissions to
deploy images.

5. Require administrative approval to PXE from unmanaged AD computer objects
using the pending devices snap-in.

6. Specify the format of the computer name and organizational unit (OU) placement
of the computer object in Active Directory. If necessary, use a staging OU that
requires an administrator to move the PC object once the image is validated. This is
also helpful so as to not overwrite an already active and existing PC object.

WDS is a common method used by organizations to deploy images. It typically requires
its own standalone server and requires additional management. Now, let's look at
Configuration Manager, which is another common solution used to deploy images.

It supports MDT tasks sequences and doesn't require additional infrastructure if
already being used to manage your windows systems.


https://docs.microsoft.com/en-us/configmgr/mdt/index?redirectedfrom=MSDN
https://docs.microsoft.com/en-us/configmgr/mdt/index?redirectedfrom=MSDN
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MDT and Configuration Manager

Configuration Manager can be extremely helpful in deploying images in a medium-
to-large organization. MDT task sequences can be built in Configuration Manager and
targeted to a collection of resources. Collections are groups of users or devices for targeted
deployments. Images can be directly deployed to clients with the Configuration Manager
agent, USB media, or with PXE using an SCCM distribution point with PXE support.

New PCs can be pre-staged by MAC address in Configuration Manager and associated
with the source PC prior to image deployment. Using a backup, task sequence data is
stored on the site server with the State Migration Point role installed. Then, a Windows
10 task sequence can be deployed to the new PC and user data is automatically restored
based on the association created.

For more information about creating task sequences with MDT using Configuration
Manager, visit this link: https://docs.microsoft.com/en-us/windows/
deployment /deploy-windows-cm/create-a-task-sequence-with-
configuration-manager-and-mdt

The following are ways to protect your task sequences in Configuration Manager:

« Use security scopes and built-in security roles to define what objects administrators
have access to. Security scopes can include boot images, driver packages, collection
software updates, and applications, to name a few.

o Target only the collections necessary to receive your deployment.

o Ifleveraging PXE or media-based deployments, password-protect the task
sequence.

« Modify the default permissions on deployment shares. This could be used to
safeguard a user from accidentally kicking off a re-image if they unknowingly
enter PXE.

WDS and MDT with Configuration Manager are common examples of how organizations
deploy Windows images. Let's discuss a different approach to PC deployment, known as
Windows Autopilot. Here, we will cover how the Autopilot service can be used to securely
deploy PCs directly from the manufacturer with or without a custom image. This option
can save a significant amount of time, free up resources, and even alter the PC life cycle as
it's known today.


https://docs.microsoft.com/en-us/windows/deployment/deploy-windows-cm/create-a-task-sequence-with-configuration-manager-and-mdt
https://docs.microsoft.com/en-us/windows/deployment/deploy-windows-cm/create-a-task-sequence-with-configuration-manager-and-mdt
https://docs.microsoft.com/en-us/windows/deployment/deploy-windows-cm/create-a-task-sequence-with-configuration-manager-and-mdt
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Windows Autopilot

Windows Autopilot is used to automate and customize the device setup, deployment,
and life cycle of a Windows 10 PC and minimizes the effort needed by IT staft. This is

a change of process compared with the traditional PC life cycle model by leveraging the
power of the cloud and the Windows Autopilot service. From a supply chain perspective,
organizations can order hardware directly from an OEM or retail vendor where devices
are registered into your organization and shipped directly to the end user. All the user
needs are credentials and a network connection, and the entire device provisioning
process can be fully automated into a business-ready state.

To use Windows Autopilot, you will need a supported version of Windows 10, Azure
Active Directory (AAD), and Intune licenses. Windows Autopilot also supports hybrid

domain join. For more information about the Windows Autopilot requirements, visit
this link:

https://docs.microsoft.com/en-us/windows/deployment /windows-
autopilot/windows-autopilot-requirements

Windows Autopilot can be used for a cost savings initiative as well as to decrease the
downtime seen in the traditional break-fix model with features such as Autopilot reset.
The management of devices is simplified too through Azure AD Join, with automatic
enrollment into Intune. Through an assigned Autopilot device profile, out-of-box
experience (OOBE) settings can be customized and autoselected for the user. Registering
the hardware to the Windows Autopilot service through your AAD tenant locks down the
device's association to your organization. This helps to protect against theft and resale if
the PC comes back online.

The Windows Autopilot cycle happens in three steps:
1. Devices are registered to your organization by the IT department or through an
OEM or vendor.
2. Device profiles or Autopilot profiles are created and assigned to the devices.

3. The device is powered on, connected to a network, and checks the Windows
Autopilot deployment service for registration.


https://docs.microsoft.com/en-us/windows/deployment/windows-autopilot/windows-autopilot-requirements
https://docs.microsoft.com/en-us/windows/deployment/windows-autopilot/windows-autopilot-requirements
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Windows Autopilot supports a few different deployment scenarios, including the
following two modes:

« User-driven mode is designed for the user self-service model requiring minimal
IT interaction. A device can be shipped directly to the user, powered on, connected
to a network, and fully provisioned by making a few selections in the Out-of-Box
Experience (OOBE) menu.

« Self-deploying mode is useful for shared devices, kiosks, or digital signage. In self-
deploying mode, all that is needed is an active network connection. Autopilot will
join Azure Active Directory and apply all the security policies, configurations, and
applications through an enrollment status page. Once complete, the desktop can be
logged onto for use.

Tip

In the self-deploying scenario, the device is not associated with a user. Self-
deploying mode requires Windows 10 1903 or later and a minimum of TPM
2.0.

White glove OOBE is available in Windows 10 1903 and later and allows the IT
department to pre-provision a device like user-driven mode. White glove allows

a technician to set up the device before to a business-ready state prior to handing it
over to the user. This helps minimize the wait time before the user can be productive.

Windows Autopilot supports a device reset scenario, which is helpful for asset transfers
to other associates. With Autopilot reset, a device is restored back its original settings and
previous users' settings and data are removed. The asset can then be assigned to a new
employee without having to re-image the PC.

Tip
Autopilot reset can be initiated locally and remotely with Windows version
1809 or later.

To recap, you have just learned about the different tools used to create and deploy images
in addition to some of the security practices used to keep them from being tampered
with. We also covered Windows Autopilot and the value-add to automate the deployment
of a device to an end user. In the next section, we are going to discuss unified endpoint
management and the enterprise solutions used to manage our end user devices.
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Microsoft Endpoint Configuration Manager

Microsoft Endpoint Configuration Manager or System Center Configuration Manager
is a world-class enterprise device management solution for workstations, laptops, and
Windows servers. Its robust set of tools and centralized management are invaluable for
ensuring device security and configurations are compliant. It is highly scalable and can
deploy not only operating systems, but can control the application life cycle, as well as
managing security updates, security baselines, antivirus, telemetry, and compliance
policies with a robust set of reporting built in.

The Configuration Manager infrastructure is typically a hierarchy of servers with
different configured roles and consists of a Central Administration Site (CAS) with
additional primary or secondary sites based on the organization's scale. Depending on
the size and geolocation of users and devices, there may also be multiple management
points and distribution points for hosting content. Your entire ecosystem of devices can
be controlled from a single administrative console. Windows servers and workstations
are pushed an agent installation that creates the connection point to Configuration
Manager.

Software Center is the name of the user-facing application installed on client machines
that allows users to request and install applications, install software updates, and configure
options such as active hours and power management policies. If the organization
contains many remote employees that never connect to your corporate network or VPN,
clients can be managed directly over the internet using an Azure Platform as a Service
(PaaS) resource known as a cloud management gateway or through internet-based
client management directly to internet-facing site systems. Content can also be stored

in Azure Storage using the cloud management gateway. Renamed from System Center
Configuration Manager in version 1910, Configuration Manager integrates with many
other Microsoft cloud-based management solutions. These services include Intune for
the co-management of devices, Desktop Analytics for reporting and telemetry, and
Windows Autopilot for simplifying the deployment life cycle. Together, they create a
suite of tools known as Microsoft Endpoint Manager. When using Configuration
Manager to centrally manage and secure your devices, it's important to understand key
concepts. In the next few sections, we will be covering the following topics:

« Securely deploying clients for Configuration Manager

« Client collections, settings, and communications

Let's have a look at them.
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Securely deploying clients for Configuration Manager

There are a few different methods available for client deployment and we will provide an
overview of each along with a list of best practices to ensure the site only accepts approved
and trusted clients. Microsoft Docs has a great write-up that can be found at this link on
best practices for client deployments of Configuration Manager:

https://docs.microsoft.com/en-us/configmgr/core/clients/
deploy/plan/best-practices-for-client-deployment

Let's take a look at several different methods used to deploy clients today:

+ Group Policy installation is supported for Windows only. Using a GPO, clients
can be deployed to computer objects during the next policy processing without
the need for a discovery cycle within the Configuration Manager console. GPO
processes typically every 90 minutes or can be forced by running gpupdate /
force from Command Prompt on the target system. The installation bootstrapper
and commands are configured in the software installation node in GPMC under
Computer Configuration > Policies > Software Settings, as shown in the
following screenshot:

=/ Group Policy Management Editor — O X
File Action View Help
= 2FEG:= Hm

=/ SCCM - Client Deploy [MTLABDCO1 || Name Version Deployment st...
v & Computer Configuration

. L. Configuration Manager Client 5.0 Assigned
w || Policies
v | Software Settings
Software installation
~| Windows Settings
| Administrative Templates:
| Preferences
v % User Configuration
| Policies

| Preferences

Figure 4.8 - Software installation Group Policy used to bootstrap the Configuration Manager agent
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Software update-based installation uses Group Policy to configure a software
update point and can be used for both new installations and client upgrades.
Software update-based installations use the software updates feature of
Configuration Manager and will require a server with the Software Update
(SUP) site system role installed. For more information about installing a
software update point, view this link:

https://docs.microsoft.com/en-us/configmgr/sum/
get-started/install-a-software-update-point

Logon Script Installations can install the Configuration Manager client using

the cCMSetup . exe file located in the Program Files/Microsoft Configuration
Manager/Client directory. To use the login script method, ensure the targeted
computers have read access to the deployment share configured in the script. If the
Active Directory schema hasn't been extended for Configuration Manager, then

a management point and source directory must be specified in the installation
command. For more information on extending the schema in Active Directory

to publish site system information, visit this link:

https://docs.microsoft.com/en-us/configmgr/core/plan-
design/network/extend-the-active-directory-schema

Client push installation methods can be used to deploy clients on computers that
are discovered by site discovery within Configuration Manager. The site can be
configured to automatically use client push for discovered computers or by using
the Client push installation wizard on specific collections of resources.

OS image installation is an option if using a reference image. The client can be
preinstalled on the reference image.

Manual or package installations are useful for boots-on-the-ground installations
or for targeting a collection of devices for client upgrade scenarios.


https://docs.microsoft.com/en-us/configmgr/sum/get-started/install-a-software-update-point
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Intune installations for MDM Managed Devices can be used for devices that are
managed by Intune. CCMSetup.msi is deployed as an app and uses AAD for
authentication. Depending on your infrastructure requirements and the number

of remote workers, ccmsetup can be customized for both intranet- and internet-
based management. Each scenario requires different setup commands and
additional requirements are needed if using a Cloud Management Gateway and
enabling co-management. The following screenshot shows an example of the Intune
app installation properties of the ccmsetup . msi bootstrapper:

Microsoft Endpoint Manager admin center o0¢

>

fr

Home > Apps > Windows - Windows apps > ConfigMgr Client Setup (Always Internet) - Properties

t1! ConfigMgr Client Setup (Always Internet) - Properties

Client Apps

>
. App information Edit

Name ConfigMgr Client Setup (Always Internet)
Description Always Internet Configuration

Publisher Microsoft Corporation

App install context Device

Ignore app version No

Command-line arguments CCMSETUPCMD="/nocrlcheck /mp:https://
CM_Proxy_MutualAuth/720
CCMHOSTNAME=
/CCM_Proxy_MutualAuth/72057594037927962
SMSSiteCode= CCMALWAYSINF=1
SMSMP=http://.

Figure 4.9 — Microsoft Endpoint Manager view of the ConfigMgr client in Intune

For more information about configuring Configuration Manager to use Azure AD for
authentication and the Cloud Management Gateway, visit this link:

https://docs.microsoft.com/en-us/configmgr/core/clients/
deploy/deploy-clients-cmg-azure


https://docs.microsoft.com/en-us/configmgr/core/clients/deploy/deploy-clients-cmg-azure
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Regardless of the method used for deploying agents, there are a few security best practices
outlined by Microsoft, as follows:

» Use PKI certificates for clients that communicate with IIS Site Systems by
using HTTPS.

« If managing computers in Active Directory, only auto-approve clients from
trusted domains.

If deploying the agent during OS imaging, remove the certificates before Sysprep
to ensure clients don't impersonate each other.

+ Use a trusted root key to validate management points for your clients.
« Always update software update points to include the latest agent version.

 Disable WINS lookup to ensure only Active Directory Domain Services is used to
find valid management points.

To view the full list in detail of security best practices from Microsoft, visit this link:

https://docs.microsoft.com/en-us/configmgr/core/clients/
deploy/plan/security-and-privacy-for-clients

Now that we have covered the methods used to securely deploy the clients, in the
next sub-section, we will discuss how to secure settings and communications to your
site systems.

Client collections, settings, and communications

It's important to understand the health and status of your clients as this can indicate
potential security concerns. If a production client is active but not sending a heartbeat
back to the central management point, then the client may have lost its ability to receive
configurations or patches or be unable to be remediated in the event of a security incident.
The activity status of clients may also be used for maintaining an inventory. Devices that
are still active in a production environment likely contain sensitive data and we need to
ensure they are actively managed and organized by IT.

In Configuration Manager, resources are managed by being placed into collections known
as user and device collections. Several collections are pre-configured out of the box and
custom ones are built by specifying sets of rules, or through WQL queries (SQL for WMI)
to find resources. For more information about creating queries in Configuration Manager,
visit this link:

https://docs.microsoft.com/en-us/configmgr/core/servers/
manage/create-queries


https://docs.microsoft.com/en-us/configmgr/core/clients/deploy/plan/security-and-privacy-for-clients
https://docs.microsoft.com/en-us/configmgr/core/clients/deploy/plan/security-and-privacy-for-clients
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Sub-collections are created by specifying a limiting collection. This limits the scope of
resources that can be included in a sub-collection to those in the limiting collection.
To secure collections, apply role-based administrative controls to dictate which sets

of resources administrators have access to perform operations against. Role-based
administration can also apply to the site scope and is helpful to give permissions to
administrators that perform different functions and manage different sets of resources
within the site. There are many built-in security roles and they can be assigned to
individual users or Active Directory security groups. For example, the Application
Administrator built-in security role grants permission to author and deploy applications.
The Software Update Manager role grants permission to define and deploy software
updates. Role-based administration is also helpful for hierarchies with multiple sites
that have different administrators managing them to provide a separation of duties. To
assign security roles, go to Administration, Security, Administrative Users. For more
information about collections in Configuration Manager, visit this link:

https://docs.microsoft.com/en-us/configmgr/core/clients/
manage/collections/introduction-to-collections

For more information about role-based administration in Configuration Manager,
visit this link:

https://docs.microsoft.com/en-us/mem/configmgr/core/
understand/fundamentals-of-role-based-administration

Once you have decided on a secure method of client deployment and outlined collections
for your devices, you will need to define the settings the agents will use to communicate
with the site systems. Next, let's look at the client settings options, as well as device actions
that can be taken on individual clients.


https://docs.microsoft.com/en-us/configmgr/core/clients/manage/collections/introduction-to-collections
https://docs.microsoft.com/en-us/configmgr/core/clients/manage/collections/introduction-to-collections
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Client settings

Custom client settings are used to specify agent configurations such as caching settings,
policy polling, compliance settings, and customizations in Software Center such as
company branding. Client settings can be deployed to different collections and multiple
client setting policies can exist. When client settings are assigned, they are given a priority
or weight variable to dictate which settings take precedence. The default custom client
setting is set to 1000. In the following screenshot, you can see all the different configurable
client settings:

[+7] Default Settings X

Background Intelligent Transfer

Default Settings
Client Cache Settings

=
. =
Client Policy NE=S ‘ Specify settings that apply to all clients in the hierarchy, and can be modified by custom settings
Cloud Services

Compliance Settings ‘

Computer Agent Specify how client computers retrieve compliance settings.
Computer Restart )
Device Settings

Deli Optimizati -

€livery Uptimization Enable compliance evaluation on Ve "
Endpoint Protection L clients

-

Enrollment Schedule compliance evaluation gﬁﬁg;&u ?;E;de effective Schedule ...
Hardware Inventary Enable User Data and Profiles Mo v

Metered Internet Connections
Power Management
Remote Tools

Software Center
Software Deployment
Software Inventory
Software Metering
Software Updates

State Messaging

User and Device Affinity
Windows Analytics

Figure 4.10 - Default client settings in Configuration Manager

Client settings can be configured under Administration > Client Settings, and include
both device and user-based client settings.
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In addition to setting custom client settings, Configuration Manager also has many device
actions that can be performed directly on the client. This is helpful if a policy request
needs to be made sooner than the next polling interval as configured in the settings. The
following screenshot shows some of the available menu options for device actions:

]Homel “O.L":"

B (= B

Peae Properties‘

Search Properties

e B s E D OO O

Install Run Reassign  Client Start Approve Block Unblock

Selected Items ~ Client Script  Site  Settings~  ~ ‘i Client Notification »

e Device | 5] Download Computer Policy

- Name Client Currently Logged on User Site Code & Download User Policy

WINSVR1 Yes mtlab\eyoung MTL & Collect Discovery Data

] WINSVR2 Yes MTL % Collect Software Inventory

B wmrLaPTOP4 Yes mtlab\eyoung MTL % Collect Hardware Inventory

B mTLaPTOPS Yes mtlablahancock MTL [E5) | Evaluate Application Deployments

B mTLaPTOPRS Yes mtlab\gsharma MTL &l Evaluate Software Update Deployments
E[ Switch to next Software Update Point

NINSVRI |3 Evaluate Device Health Attestation

General Information Client Activity Related % Check Conditional Access Compliance
@ Wake Up

Name: WINSVR1 Policy Request: 6/2/2020 (% Restart

Figure 4.11 - A list of device management actions as seen from the Device node

In addition to the remote actions for policy polling under client notifications, there are
other actions too. Using the Client Settings dropdown will show you a view of all client
settings applied to a device. The Start dropdown will allow you to initiate a remote
desktop session if configured. Another useful option under Start is the resource explorer.
Resource explorer is the system information view, like msinfo32 . exe but for a remote
device. This is helpful for viewing hardware inventory or software inventory specific to an
individual device. You can even run a script directly against the device using Run Script,
or block it if it's deemed out of compliance.

For more details on client management operations, visit this link:

https://docs.microsoft.com/en-us/configmgr/core/clients/
manage/manage-clients

Now that we have covered configuring collections and client settings, let's discuss how
clients communicate with the central administration site.


https://docs.microsoft.com/en-us/configmgr/core/clients/manage/manage-clients
https://docs.microsoft.com/en-us/configmgr/core/clients/manage/manage-clients
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Client communication

Clients communicate with different site system roles such as Management Points (MP)
and Distribution Points (DP) using the most secure method available. An MP site system
provides location information to clients, such as the location of DP, and delivers policy
data. The DP site system role contains source files such as applications, software updates,
and PC images and is where the client downloads content from. Client authentication
uses HTTP or HTTPS and is only required when connecting to a DP to request content.
When initiating communication to a management point, authorization occurs for both
the device and the user.

Typically, clients have an enterprise PKI certificate issued through a certificate services
auto-enrollment policy to prove its identity to the MP or DP. Client authentication can
also use Azure Active Directory for user and device authentication. In the following
screenshot, the Configuration Manager control panel applet displays the client certificate
as using PKI:

P Configuration Manager Properties X
Cache ] Configurations \ Network I
General l Components |  Acions |  Ste |
[:F View and configure the client properties for System Center
». My Corfiguration Manager.
—
Client properties:
Property | Value
Assigned management pai... prod com
Cliert certificate: PKI
Co-nanagement capabilities: 1
Co-management: Disabled
Connection Type: Cumently intranet
Site code: SM3S:
Unique identffier: GUID:6855D75D-FF61-48A7-B146-28C...
Version: 5.00.8853.1006

Figure 4.12 - Configuration Manager applet client properties

To read more about PKI certificate requirements, visit this link:

https://docs.microsoft.com/en-us/configmgr/core/plan-design/
network/pki-certificate-requirements
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To configure client communication settings for your Management Points and Distribution
Points, go to Administration, Site Configuration, Servers and Site System Roles. Each
site system you select will list all the installed site system roles that can be configured.
Double-click them to open their properties. In the following screenshot, you can see the
MP properties for this site server are requiring client communications to use HTTPS:

Servers and Site System Roles

% | Servers and Site System Roles 8 items

Seard B Management point Properties x
lcan

U..l General  Management Foirt Database

L',L| A management point provides policy and content location information to clients. | also receives configuration data from clients.

G

LIILI Client connections:

L'U () HTTP

l'.u This option does not support mobile devices, Mac computers, or connections over the Intemet

i @ HTTPS

l'-LI This option requires client computers to have a valid PEl cedificate for client authentication

Allow Corfiguration Manager cloud management gateway traffic

Site Allow intranet and Intemet connections ~
lcan [ AMlow mobile devices and Mac computers to use this management point

B

- To manage Mac computers and Windows CE 7.0 devices that are enrolled by Corfiguration Manager, you must select an

_-1- \ option that allows Intemet client connections.

P

P [] Generste alert when the management point is not healthy

Cancel

Figure 4.13 - MP client communication settings in Configuration Manager

We just covered the basics of deploying client settings and how clients securely
communicate with the hierarchy. Much of the power of Configuration Manager comes
from its ability to monitor clients and enforce compliance. We will cover different
compliance settings and policies later, in Chapter 8, Administration and Remote
Management. Next, let's look at Mobile Device Management for Windows 10 with
Intune. Used together, Intune and Configuration Manager are collectively known as

co-management. Co-management offers even greater flexibility by combining options
from both solutions.
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Intune Mobile Device Management (MDM)

Microsoft Intune is an Azure-based device management solution that integrates with
many Microsoft services and is a standard for Mobile Device Management (MDM)
and Mobile Application Management (MAM). Intune can manage and secure not only
Windows devices, but macOS, iPadOS, and mobile devices built on iOS and Android. It
is a single solution to enforce your security baselines by applying device configuration
profiles, device restrictions, security policies, application and protection policies, and
many more depending on the platform in scope.

Intune can be integrated with Configuration Manager for co-management or you can
choose to be 100% Intune. Using compliance policies, security teams can define rules and
settings that must be properly configured on your devices in order to meet compliance
requirements. In conjunction with conditional access, organizations can assess the

risk of a device and choose actions based on this condition such as blocking access or
require Multi-Factor Authentication (MFA) when a device (or user) does not satisfy the
compliance requirements. Next, we will cover the following topics as they relate to features
in Intune:

« Configuration Service Provider (CSP)
¢ MDM versus MAM

o Windows enrollment methods

Let's discuss how Intune manages the configuration of your MDM enrolled devices using
Configuration Service Providers or CSPs.

Configuration Service Provider

An MDM CSP is the layer that MDM providers use to configure custom settings on
mobile devices. Specifically, Windows 10 uses the Open Mobile Alliance Uniform
Resource Identifier (OMA-URI) to identify and configure these settings. Configurations
for CSPs typically leverage the Synchronization Markup Language (SyncML) in XML
format using the Open Mobile Alliance Device Management protocol (OMA-DM).
Just like traditional Group Policy, the CSP acts as a median to configure settings such

as a registry key, for example. It is important to mention CSPs, as this is what MDM

uses to expose configurations on your devices compared to using traditional domain
Group Policy.
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CSPs are typically represented in a tree-like format. In the diagram that follows, the root

node is listed first followed by rounded elements and rectangular elements. The rounded
elements are the different nodes and the rectangular elements represent different settings
that require a value. The first element after the root dictates the name of the CSP and

the first rectangular element is the setting that requires a value. When put together, they

formulate the full URI path. The following diagram demonstrates the tree view of a CSP:

[ ./Device/Vendor/MSFT ]

4{ BitLocker J

RequireDeviceEncryption

Figure 4.14 — CSP diagram for the BitLocker RequireDeviceEncryption setting

For this CSP, MSFT (Microsoft) is the vendor root and BitLocker is the CSP node. The full
URI path for the CSP would be as follows in the XML format:

. /Vendor/MSFT/BitLocker/RequireDeviceEncryption

Setting the Data integer to 0 In the SyncML XML format will disable this policy:

<SyncML>
<SyncBody>
<Replace>
<CmdID>$SCmdIDS</CmdID>
<Item>
<Target>

<LocURI>. /Device/Vendor/MSFT/BitLocker/
RequireStorageCardEncryption</LocURI>

</Target>
<Meta>
<Format xmlns='syncml:metinf'sint</Formats>
</Meta>
<Data>0</Data>
</Item>
</Replace>
</SyncBody>
</SyncML>
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Documentation on the BitLocker CSP can be found here:

https://docs.microsoft.com/en-us/windows/client-management/
mdm/bitlocker-csp

CSPs can be manually configured using custom profiles in Intune. Many CSPs are
already built into Intune (including the preceding BitLocker example) and should be set
using the Windows 10 device restriction profiles over a custom OMA-URI path when
applicable. The following screenshot shows configuring a custom profile OMA-URI for
configuring a Reset Password link on the Windows 10 login page for Self-Service
Password Reset:

Microsoft Endpoint Manager admin center 35c &
» ... » Device Restrictions - Windows 10 SSPR - Properties > Custom OMA-URI Settings > Edit Row
N X Edit Row O X
OMA-URI Settings
(.}
o * Name | Self-Service Password Reset |
* Description © | Windows 10 Reset Password link |
q * OMA-URI © | ./Vendor/MSFT/Policy/Config/Authentication/Allo... |
HH
unm * Data type © | Integer ™ |
* Value © | 1 |

Figure 4.15 - Custom OMA-URI setting in Intune to enable the Self-Service Password Reset link

N B ke P

For a full list of the configuration service providers reference, visit this link:

https://docs.microsoft.com/en-us/windows/client-management/
mdm/configuration-service-provider-reference

Now that we have discussed how Intune uses CSPs to apply settings to your devices,
let's look at the difference between Mobile Device Management (MDM) and Mobile
Application Management (MAM).


https://docs.microsoft.com/en-us/windows/client-management/mdm/bitlocker-csp
https://docs.microsoft.com/en-us/windows/client-management/mdm/bitlocker-csp
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Mobile Device Management versus Mobile Application
Management

In the managed device or MDM scenario, devices are enrolled in Intune to become fully
managed at the device level. A Windows 10 MDM managed device can be layered with
certain device restrictions using configuration profiles that include the following examples
of settings:

o PIN requirements for unlocking your device

« Custom configurations for CSPs not included in the user interface

« VPN configurations and settings

o Certificates

o Wi-Fi settings

o Line of business applications and other apps

« Compliance policies such as a minimum required Windows version

« Security baselines and administrative templates (ADMX).

A fully managed device also allows device-specific remote actions such as force policy
synchronization and a device wipe with organizational data removal. Using MDM, Intune
also provides a comprehensive set of inventory and reporting data for managed devices.
Unlike MDM, managed apps or MAM uses protection policies that are applied directly to
the applications themselves. Protection policies can be applied to custom line of business
apps and popular store apps that have been integrated with the Intune SDK to support
Intune application protection policies. MAM can be used in conjunction with MDM as

an additional security layer. While many device actions are unavailable in MAM, certain
remote actions can be used to selectively wipe only the company data that is stored in

the app. An example of a policy that can be applied with MAM includes requiring a PIN
on app launch or blocking jailbroken or rooted devices. Application protection policies
assigned to Windows 10 devices are known as Windows Information Protection (WIP).
Using MAM and WIP, policies are assigned to either protect or exempt applications and
help to create a separation of corporate and personal data without the need to switch apps.
An enlightened or protected app can be configured to protect enterprise data from being
copied to a non-protected app. This level of protection can also be applied to data transfers
with USB or other removable media. Using an information rights management system
such as Azure Rights Management (Azure RMS), data is encrypted by WIP and only
authorized employees can open it.

Next, let's discuss the two types of enrollment methods used for Windows devices to come
under Intune management.
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Windows enrollment methods

There are two main types of enrollment methods for Windows and they are user self-
enrollment and administrator-based enrollment. If licensed for Azure Active Directory
Premium as well as Intune, organizations can configure automatic enrollment into Intune
with Azure Active Directory join.

User self-enrollment scenarios:

« Windows Autopilot in user-driven mode
« Intune enrollment only (MDM only)
e Azure AD Join with auto enrollment

 Bring your own device (BYOD)
Administrator enrollment scenarios:

» Windows Autopilot using self-deploying mode or White glove
o Bulk enrollment
« Device enrollment manager to enroll devices such as kiosks or shared PCs

« Configuration Manager enrollment

Additional information about Windows enrollment methods can be found at this link:

https://docs.microsoft.com/en-us/intune/enrollment/windows-
enrollment-methods

We just covered the basic framework of how Intune is used to manage and enroll your
devices. We walked through how Intune layers settings on your device using CSPs, as

well as the differences between MDM and MAM. Finally, we covered the two types of
Windows enrollment methods used to bring your devices into Intune management. In the
next section, we will discuss the Microsoft Endpoint Manager admin center, which is now
the centralized hub for Intune. This admin center is the single pane of glass for Intune
device management.


https://docs.microsoft.com/en-us/intune/enrollment/windows-enrollment-methods
https://docs.microsoft.com/en-us/intune/enrollment/windows-enrollment-methods
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Introducing Microsoft Endpoint Manager

Microsoft Endpoint Manager Admin Center (EMAC) is the unified endpoint
management solution that brings Intune, Configuration Manager, co-management,
Windows Autopilot, and MDATP into one console. EMAC adds the power of cloud
analytics to these standalone technologies and offers unified reporting views to

gain insights into the compliance of your Windows devices from both Intune and
Configuration Manager telemetry. Using software updates, Windows updates for business
policies can be scheduled and assigned from the Microsoft Endpoint Manager console.
The Microsoft Endpoint Manager admin center login page can be found at this link:

https://devicemanagement .microsoft.com

The following screenshot shows the status of all device configuration profiles as pushed
to devices:

Microsoft Endpoint Manager admin center r QO &

« Home > Devices - Overview
1 Home @ Devices - Overview
[t Dashboard E
o . » Enrollment status ~ Enrollment alerts ~ Compliance status | Configuration status | Software update status
i= All services e
 FAVORITES X . X )

Device configuration profile status

B Devices
EEE Apps Status Users User week trend Devices Device week trend
@, Endpoint security Success 716 1.535 +8 A
Reports (preview) Pending 0 0
AL Users Error 257 +2 A 387 -3V
&8 Groups Failure 20 +1 A 40 +1A
Q Tenant administration Total 975 1.926

&9 Troubleshooting + support

Figure 4.16 — Device configuration status overview from Microsoft Endpoint Manager
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Recently rebranded, EMAC is the place to perform all remote actions for Intune enrolled
devices. A valuable security feature available in EMAC for Intune enrolled devices is

the ability to take immediate actions on devices that are compromised. In the following
screenshot, you can see many options available for remote actions:

Microsoft Endpoint Manager admin center

»

#

B A

E] &

S Bk e

Home > Devices > Windows - Windows devices > WINDOWS-05

o WINDOWS-05

Device name
WINDOWS-05

Management name
Windows_5/14/2019_3:51 PM

Ownership
Corporate

Serial number
PCOY.

Phone number

See more

Device actlons status

Action Status

>< Retire 9 Wipe @ Delets i Remote lock CD Sync u:.f‘ Reset passcode (D Restart 9 Fresh Start () Autopilot Reset

. (@:./ Quick scan
Primary User

June @ Full scan
Enrolled by

June

1'0 Update Windows Defender security intellige

Compliance
Compliant

Operating system
Windows @ New Remote Assistance Session

Device model
20L8S6

Date/Time

Figure 4.17 — Device actions in the Devices overview pane

This can help ensure that if a device is compromised, lost, or stolen, it can be immediately
remediated, protecting both your user and your company.

Available immediate device actions include the following:

Retire will remove managed app data.

Restart forces a device to restart.

Wipe restores the device to the factory Windows OS.
Delete removes the device from Intune management.

Sync forces the device to check in to the admin console.

Fresh Start removes any apps (pre-installed OEM) installed on a Windows 10 PC.
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« Autopilot Reset reapplies a device's original settings, bringing it back to a business-
ready state.

¢ Quick Scan / Full Scan will run Defender antivirus scans.

« Update Windows Defender security intelligence will update the Defender
malware definitions.

The Reports blade in EMAC allows organizations to quickly pull compliance reports
with filtering options that are exportable to CSV. In the following screenshot, we pulled

a Windows 10 compliance report for all Intune enrolled devices that are compliant, not
compliant, or in the grace period. Using these reports, security or compliance admins
can open tickets with the support teams to action these devices. The following screenshot

displays an example of a device compliance graph in the reporting node of Endpoint
Manager:

Microsoft Endpoint Manager admin center

» Home > Reports (preview) - Device compliance

* Reports (preview) - Device compliance
1]

5 == Columns Export

Report generated on: 2/1/2020, 5:43:30 PM

3

COMPLIANT

1001 iem  Compiace

status
NOT COMPLIANT

devil
259umim o

INGRACE PERIOD
0 devices Ownership All ~

e &

NOT EVALUATED
0 devices

0 devices

N B ke B

TOTAL

1,260 devices

Figure 4.18 — Device Compliance report from the Microsoft Endpoint Manager admin console
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Reports also have a Trends blade that displays a graphical view of compliance over time.
The following screenshot shows the compliance of devices over the last 60 days in a visual
area graph:

Microsoft Endpoint Manager admin center

®» Home > Reports (preview) - Trends

4 Reports (preview) - Trends b
[
O Refresh

* Device compliance
. Compliance status Qos
[ ‘ 2 selected A | | Windows v
L L1
% Device compliance (60 day trend)

14K
a 12K
& 1K
& 08K

0.6K

December Decg Dec 15 Dec 22 Dec 29 Jans Jan 12 Jan19 Jan 26
Compliant (Last) Not compliant (Last)

1. 258

Figure 4.19 — The Trends blade will show a graph with a 60-day trend of device compliance

The Microsoft EMAC also allows you to easily search for AAD users and groups, similar
to the Azure portal.
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Summary

In this chapter, we covered end user device management with a focus on the importance
of security as it relates to end user device management. In short, you simply cannot
efficiently and securely manage your end user devices without a well-rounded
management solution to ensure and enforce compliance. We introduced the chapter with
a brief overview of the evolution of device management and the shift from traditional
management tools to where we are today. We then shifted our focus toward device
imaging and Windows Autopilot by discussing in-place upgrades and migrations. That
section then covered Windows Assessment and Deployment Kit, Windows Configuration
Designer, Microsoft Deployment Toolkit (MDT), Windows Deployment Services
(WDS), MDT and Configuration Manager, and finally, Windows Autopilot.

The next section covered Microsoft Endpoint Configuration Manager, which was formerly
known as SCCM. Within that section, we reviewed how to securely deploy clients for
configuration. Following on from that, we reviewed Intune MDM, which covered the
configuration service provider, MDM versus MAM, and Windows enrollment methods.
We then finished off the chapter with an overview of the Microsoft Endpoint Manager
admin center, which is essentially a unified endpoint management solution.

In the next chapter, we will cover hardware and virtualization. The chapter will review the
importance of ensuring both your hardware and virtualized machines adhere to the same
level of security that you implement on the Windows OS.



Section 2: Applying
Security and
Hardening

This section will provide you with the knowledge you need to apply all the recommended
security settings. This will ensure your Windows environment is as hardened and secure
as possible.

This section includes the following chapters:

o Chapter 5, Hardware and Virtualization

o Chapter 6, Networking Fundamentals for Hardening Windows
o Chapter 7, Identity and Access Management

o Chapter 8, Administration and Remote Management

o Chapter 9, Keeping Your Windows Client Secure

o Chapter 10, Keeping Your Windows Server Secure






5

Hardware and
Virtualization

In this chapter, we will cover the importance of hardware and virtualization as it relates to
security. These items can be easily overlooked but are critical components of the overall
strategy for securing your Windows systems. As you purchase hardware, you need to
consider the process that exists for the supply chain. Who is manufacturing the hardware
and how do we trust that the components that build the final product are clean and free
from vulnerabilities? How do we validate that no additional components have been
added that could compromise our security and privacy? As we are aware, most of the
manufacturing process occurs oversees and we have no visibility into the supply chain
process other than receiving a product that's ready to turn on and use. We also need to
take into consideration the existence of hardware vulnerabilities that become extremely
difficult to manage. Ensuring your hardware is current and secure is just as important as
protecting your OS. Vulnerabilities such as Meltdown and Spectre are prime examples

of this. You can learn more about Meltdown and Spectre by reading this article:
https://www.us-cert.gov/ncas/alerts/TA18-004A.


https://www.us-cert.gov/ncas/alerts/TA18-004A
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In addition to the underlying physical hardware is the hardening and securing of
virtualized infrastructure that's used to deploy your data center and virtual workstations
for users. Chances are most of you have some form of virtualization deployment within
your environment. Moving from a decentralized management model to a centralized
model for your systems could allow a single point of compromise to morph into a
major compromise of many systems within your virtual infrastructure. For this reason,
it is critical that you take the time to understand the hardware being used within your
environment and ensure it is protected correctly and is secured. A weakness within your
hardware is a vulnerability to the running OS on that hardware and all the investment
you've spent on hardening the OS becomes obsolete.

Throughout this chapter, we will provide the awareness needed to ensure you know the
best protection for your hardware and virtualized infrastructure for protecting your
Windows OS is available. As you read through this chapter, you will learn more about the
following topics:

« Physical servers and virtualization

o Introduction to hardware certification

o BIOS and UEFI, TPM 2.0, and Secure Boot

o Advanced protection with Virtualization-Based Security (VBS)

o Hardware security recommendations and best practices

Technical requirements

For the Physical devices and virtualization section, you will need a Windows 10 OS
running with the supported hardware listed throughout to set up Hyper-V on Windows
10. You will also need access to an Azure subscription to set up a VM within Azure:
https://portal.azure.com/.

For the remainder of this chapter, each section will have baseline requirements needed in
order for you to turn on specific hardware-based security features and will include links to
more information.


https://portal.azure.com/
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Physical servers and virtualization

Today, your organization will most likely have physical devices for both your data
center and end users. In your data center, your servers will be running some form

of Windows Server on top of the physical hardware layer and your end user devices
will be running a version of Windows OS on top of the hardware layer. This adds an
additional layer of concern as it relates to security. Within the physical device, your

OS requires interaction with the hardware and your data will, at times, be in use on
hardware components such as the CPU and RAM, which will be in clear text. The same
will apply to the hard drive, which will contain your OS and any personal data stored
locally when data is at rest. If no action is taken regarding your storage devices, your
data will be in clear text and easily readable. Understanding the physical layer of your
devices and what can be done to help better protect them is a critical step in protecting
your Windows OS.

In addition to running a single OS on a physical device comes the concept of
virtualization. Virtualization, in its simplest form, allows you to take a physical

server and install multiple isolated virtual machines (VMs) with their own OSes and
applications running on them. This allows greater efficiency and workloads with your
current hardware and resources. There is a high chance that your organization has a
combination of physical devices and a virtualized infrastructure within your data center.
Prior to data center virtualization, you were required to deploy a physical server for
each app/service you wanted to deploy (most likely more than one physical server for
enterprise grade setups to support the separation of roles and high availability (HA)
scenarios). This was a manageable process in the early days of server compute data
centers but as more demand came along with the extremely fast pace of technology
and the need for more apps, the ability to deploy physical servers quickly became very
challenging and expensive.
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Fortunately, the advancement of data center virtualization became available and the
ability to deploy multiple OSes on a single piece of server hardware has been a game
changer within the enterprise. In the following diagram, the physical server deployment
underlying hardware only has one operating system, while the virtualized deployment has
many sharing the same hardware host:

Application

Application D

= 0os

0s Virtualization Hypervisor

Hardware Hardware

Physical Server Deployment Virtualized Deployment

Figure 5.1 - Physical server deployments versus virtualized deployment

Within the end user world, virtualization has also been widely adopted. Physical devices
are a primary driver for the most part, but virtualization of the desktop has allowed
companies to overcome many challenges as it relates to quickly deploying desktops to
contractors/vendors and offshore employees. Virtualization also provides access to legacy
apps that may not be supported on the latest OS and provides additional desktops to users
for development and testing. It is also a great scenario for part-time workers or those

who only need limited access intermittently. Virtualization provides ample opportunity
with great flexibility, but we must remember that it runs on a physical device and the
same physical security concerns (and then some) exist when it comes to protecting
Windows.

Microsoft virtualization

Let's take a quick look at what virtualization technologies Microsoft provides for both the
Windows Server environment and end user desktop.
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Hyper-V

For a traditional on-premise deployment, Microsoft has its Hyper-V technology,
which is a hypervisor-based virtualization platform. Like other enterprise-grade
platforms, Hyper-V allows you to manage, deploy, and run multiple VMs on a single
piece of hardware, thus allowing better use of your hardware resources. The following
requirements are needed to run the Hyper-V platform:

« Hyper-V Virtual Machine Management Service
o The virtualization WMI provider

o The virtual machine bus (VMbus)

o Virtualization service provider (VSP)

o Virtual infrastructure driver (VID)
The following tools can be used for managing the Hyper-V environment:

» Hyper-V Manager

« Hyper-V module for Windows PowerShell

o Virtual Machine Connection (sometimes called VMConnect)
o  Windows PowerShell Direct

« System Center Virtual Machine Manager

For further information about Hyper-V, visit this link:

https://docs.microsoft.com/en-us/windows-server/virtualization/
hyper-v/hyper-v-technology-overview.

Hyper-V can be run on both Windows Server and Windows Desktop, with the latest
versions being Windows Server 2019 and Windows 10. There are differences between
some of the features with Hyper-V on Windows Server and the Windows Desktop
version. The primary differences are that Hyper-V on Windows Server is designed for
more of an enterprise-grade deployment, thus allowing the migration of VMs between
hosts and access to enterprise-grade storage for improved VM performance.

On the other hand, Hyper-V for Windows Desktop allows users to spin up multiple
VMs for testing purposes, development purposes, and to run older versions of a client
OS. Windows Server also supports advanced hardware protection features using TPM
attestation with Guarded Fabric and Shielded VMs.


https://docs.microsoft.com/en-us/windows-server/virtualization/hyper-v/hyper-v-technology-overview
https://docs.microsoft.com/en-us/windows-server/virtualization/hyper-v/hyper-v-technology-overview
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Hyper-V supports multiple versions of Windows Server, Windows Desktop, Linux OS,
and Linux and Free BSD.

Tip

To view a list of supported operating systems that can run on Hyper-V, visit
this link: https://docs.microsoft.com/en-us/windows-
server/virtualization/hyper-v/supported-windows-
guest-operating-systems-for-hyper-v-on-windows.

In order to get started with Hyper-V on Windows Server, you will need the following as a
minimum:

o 64-bit processor with second-level address translation (SLAT).

o VM Monitor Mode extensions.

o Atleast 4 GB of RAM. This will increase the more VMs you would like to run
concurrently.

o Virtualization support turned on in the BIOS or UEFI:
a) Hardware-assisted virtualization.
b) Hardware-enforced Data Execution Prevention (DEP):
-- Intel: XD bit (execute disable bit).
--AMD: NX bit (no execute bit).

In addition to the basic requirements for Hyper-V, you will want to ensure you enable
Guarded Fabric and Shielded VMs for best protection and security. In short, Guarded
Fabric is the infrastructure component used to enable and protect Shielded VMs from
being compromised. Shielding a VM allows it to only be run on an approved host and
prevents unauthorized access within the environment, offline, or outside of the protected
environment. Shielded VMs first became available in Hyper-V 2016 and require the
following features:

o UEFI 2.3.1 (ensure boot is configured to use UEFI)
« TPMv2.0
o IOMMU and SLAT

o Secure boot enabled


https://docs.microsoft.com/en-us/windows-server/virtualization/hyper-v/supported-windows-guest-operating-systems-for-hyper-v-on-windows
https://docs.microsoft.com/en-us/windows-server/virtualization/hyper-v/supported-windows-guest-operating-systems-for-hyper-v-on-windows
https://docs.microsoft.com/en-us/windows-server/virtualization/hyper-v/supported-windows-guest-operating-systems-for-hyper-v-on-windows
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You will need to be using generation 2 VMs and will require a minimum Windows Server
2012 OS in order to enable the Shielded VM feature.

Tip

More information on Guarded Fabric and Shielded VMs can be found at
this link: https://docs.microsoft.com/en-us/windows-
server/security/guarded-fabric-shielded-vm/
guarded-fabric-and-shielded-vms.

Getting started with Hyper-V on your Windows 10 OS is a pretty painless task. The
feature is free to enable, and you will only need licenses for the respective OS you would
like to run.

The minimum requirements needed to enable Hyper-V on Windows 10 are as follows:

« Windows 10 Enterprise, Pro, or Education

o 64-bit processor with SLAT

« CPU support for VM Monitor Mode Extension (VT-c on Intel CPUs)
o Minimum of 4 GB memory

 Enabled in BIOS: Virtualization Technology and Hardware Enforced Data
Execution Prevention

Before you enable this feature, verify the hardware is compatible by opening PowerShell
or Command Prompt, type systeminfo, and press Enter. Scroll down to the Hyper-V
requirements and verify Yes is listed next to all items.

To view the additional Windows 10 requirements to run Hyper-V, visit the following
informational link: https://docs.microsoft.com/en-us/virtualization/
hyper-v-on-windows/reference/hyper-v-requirements.

To install Hyper-V through the Windows UI, follow these instructions:
1. On your supported Windows 10 device, go to Search and type Turn Windows
features on or off.
2. Select Turn Windows features on or off to open the Windows Features window.

3. Search for Hyper-V and select it. Ensure all sub-options are selected.


https://docs.microsoft.com/en-us/windows-server/security/guarded-fabric-shielded-vm/guarded-fabric-and-shielded-vms
https://docs.microsoft.com/en-us/windows-server/security/guarded-fabric-shielded-vm/guarded-fabric-and-shielded-vms
https://docs.microsoft.com/en-us/windows-server/security/guarded-fabric-shielded-vm/guarded-fabric-and-shielded-vms
https://docs.microsoft.com/en-us/virtualization/hyper-v-on-windows/reference/hyper-v-requirements
https://docs.microsoft.com/en-us/virtualization/hyper-v-on-windows/reference/hyper-v-requirements
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4. Click OK and click Restart Now when prompted to reboot your device, as follows:

i1l Windows Features — | X

Turn Windows features on or off 0

To turn a feature on, select its check box. To turn a feature off, clear its check
box. A filled box means that only part of the feature is turned on.
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|
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=

a0

Hyper-V Management Tools
Hyper-V Platform
Internet Explorer 11
[®] © Internet Information Services
[ Internet Information Services Hostable Web Core
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Media Features
[1' Microsoft Message Queue (MSMQ) Server e

Figure 5.2 - Turning the Hyper-V feature on or off in Windows Features

Tip
For additional methods to enable Hyper-V, visit the following link:

https://docs.microsoft.com/en-us/virtualization/
hyper-v-on-windows/quick-start/enable-hyper-v.

Now that Hyper-V is enabled, you can start creating VMs on your Windows 10 device and
set up your own lab to implement and test the recommendations being provided in this book.

For more information on setting up your first VM, follow the instructions provided here:
https://docs.microsoft.com/en-us/virtualization/hyper-v-on-
windows/quick-start/quick-create-virtual-machine. You will need a
license to run any Windows VMs that you have set up.

Tip

The following link is for the installation documentation for Hyper-V

on Windows Server. This deployment is more involved and will require
multiple physical devices in order to be set up and secured correctly:
https://docs.microsoft.com/en-us/windows-server/
virtualization/hyper-v/get-started/install-the-
hyper-v-role-on-windows-server.



https://docs.microsoft.com/en-us/virtualization/hyper-v-on-windows/quick-start/enable-hyper-v
https://docs.microsoft.com/en-us/virtualization/hyper-v-on-windows/quick-start/enable-hyper-v
https://docs.microsoft.com/en-us/virtualization/hyper-v-on-windows/quick-start/quick-create-virtual-machine
https://docs.microsoft.com/en-us/virtualization/hyper-v-on-windows/quick-start/quick-create-virtual-machine
https://docs.microsoft.com/en-us/windows-server/virtualization/hyper-v/get-started/install-the-hyper-v-role-on-windows-server
https://docs.microsoft.com/en-us/windows-server/virtualization/hyper-v/get-started/install-the-hyper-v-role-on-windows-server
https://docs.microsoft.com/en-us/windows-server/virtualization/hyper-v/get-started/install-the-hyper-v-role-on-windows-server
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Azure virtual machines
Microsoft's Azure cloud Infrastructure as a Service (IaaS) offering allows us to set up and
consume VMs on-demand with no underlying infrastructure required from the customer.
To create a VM within Azure, follow these steps:

1. Log into the Azure portal at https://portal.azure.com.

2. Click on the Portal menu in the top left (if the menu is hidden).

3. Select All services and choose Compute.

Here, you will see all the compute services, including virtual machines. You can either
click on the Virtual Machines option to be directed to the Virtual Machines portal or you
can hover over Virtual Machines to view additional information and options:

= Microsoft Azure P Search resources,

All services | P Fearch compute
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Categories KX virtual machines
All
Virtual machines *
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Compute
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Mobile 46 min ago

e
Containers 1d ago
Databases | ¢ [CEEERE—

6dago
Analytics PREVIEW
Blockchain Free training from Microsoft
. Introduction to Azure virtual machines [4

Al + machine learning 8 units - 1 hr 7 min

Create a Windows virtual machine in Azure &

Figure 5.3 - Virtual machine tool tip in the All services section of Microsoft Azure


https://portal.azure.com
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In addition to the Virtual Machines management portal, the Azure Marketplace has
pre-defined images provided by Microsoft available to deploy. To view the available images

within the Marketplace, follow these steps:

1. Search for Marketplace within the top search menu and choose Marketplace.

2. Select Compute in the Categories blade.

3. Search for Windows to view all the available Windows images:
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Figure 5.4 - Available Windows images to deploy using ARM from the Azure Marketplace

For more information about Windows VMs running in Azure, visit this link: https://
docs.microsoft.com/en-us/azure/virtual-machines/windows/

overview.

We recommend that you use Azure to deploy and test security configurations for Window
Server and desktop for topics that are covered in this book.


https://docs.microsoft.com/en-us/azure/virtual-machines/windows/overview
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/overview
https://docs.microsoft.com/en-us/azure/virtual-machines/windows/overview
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Windows Virtual Desktop

Another option available for virtualization in Azure is Windows Virtual Desktop. This
PaaS$ offering from Microsoft provides both desktop and app virtualization within the
Azure cloud. The following features are provided with the Windows Virtual Desktop
service:

o Multi-session Windows 10 hosts for non-persistent and persistent virtual machines.

« Desktop and application virtualization with MSIX support and app attach for
app streaming.

» FSLogix profile containers using AzureNet App files for highly available
streaming profiles.

« Office 365 ProPlus and OneDrive are fully compatible.
o Support for Windows 7 virtual desktops.

« Unified management portal to manage user sessions, published applications, and
persistent and multi-session hosts.

Take a look at the following link to learn more about the Windows Virtual Desktop
service running in Azure:

https://docs.microsoft.com/en-us/azure/virtual-desktop/
overview.

Tip
Windows Virtual Desktop can be thought of as an end user cloud offering,
similar to the Citrix Cloud service.

Next, we'll look at the security concerns that affect the underlying hardware of
our systems.

Hardware security concerns

Protecting the hardware of your systems is a critical task and one that may not have been
at the forefront of your security priorities in the past. Over the years, we have invested
heavily on the software side of security but recently, the impact of hardware vulnerabilities
has shown the criticality of ensuring your hardware is protected from exploits, thus
requiring more attention in this area to address the risks.


https://docs.microsoft.com/en-us/azure/virtual-desktop/overview
https://docs.microsoft.com/en-us/azure/virtual-desktop/overview
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The following are some of the risks with hardware that must be addressed:

« Hardware vulnerabilities, including the following:
- Rootkits embedded in the BIOS and UEFI
— Side channel attacks toward CPUs
- Kernel-level exploits
- Firmware attacks
- Memory vulnerabilities

« Insider threats such as those with physical access to hardware and privileged access
to your environment.

o Referencing back to the NIST Cybersecurity Framework, Supply Chain Risk
Management was added to the latest version 1.1 in 2018. NIST references the
following cyber supply chain risks to be aware of:

- Any insertion of counterfeit items as part of the supply chain process.

— The production of items that have not been approved.

- Tampering with any items within the process.

— Theft of any items.

— The insertion of malicious software and hardware at any time during the process.

- Manufacturing and development practices not maintaining expected standards
during the supply chain process.

You can view additional information about the Cyber Supply Chain Risk Management
project and the risks at this link:

https://csrc.nist.gov/Projects/Supply-Chain-Risk-Management.

Tip

NIST Cyber Supply Chain Best Practices: https://csrc.nist.gov/
CSRC/media/Projects/Supply-Chain-Risk-Management/
documents/briefings/Workshop-Brief-on-Cyber-
Supply-Chain-Best-Practices.pdf.

Now that we've covered various security concerns and common scenarios that can cause
exposure to risk, let's look at the concerns for the virtualized environment.


https://csrc.nist.gov/Projects/Supply-Chain-Risk-Management
https://csrc.nist.gov/CSRC/media/Projects/Supply-Chain-Risk-Management/documents/briefings/Workshop-Brief-on-Cyber-Supply-Chain-Best-Practices.pdf
https://csrc.nist.gov/CSRC/media/Projects/Supply-Chain-Risk-Management/documents/briefings/Workshop-Brief-on-Cyber-Supply-Chain-Best-Practices.pdf
https://csrc.nist.gov/CSRC/media/Projects/Supply-Chain-Risk-Management/documents/briefings/Workshop-Brief-on-Cyber-Supply-Chain-Best-Practices.pdf
https://csrc.nist.gov/CSRC/media/Projects/Supply-Chain-Risk-Management/documents/briefings/Workshop-Brief-on-Cyber-Supply-Chain-Best-Practices.pdf
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Virtualization security concerns

Now we have moved into a world where we have centralized hundreds and thousands

of standalone workloads into significantly less hardware with the advancement of
virtualization, it is just as critical that we ensure our virtualized infrastructure is protected
correctly. A breach of a virtualized host could mean a compromise in hundreds of servers
over a single physical server in the traditional model.

The following are some of the risks with virtualization that must be addressed:

« Everything listed in the Hardware security concerns section. Your virtualized
infrastructure will be running on the same hardware.

« Hypervisor threats.

« Virtual machine escape or the ability to interact with the physical host operating
system or hypervisor directly from a virtual machine.

» Non-segregation of resources, network, data, and so on.
« VM sprawl and allowing the business or non-IT users deploy VMs as needed.

« Non-encrypted storage, physical drives, virtual disk files, network traffic, and so on.

Although there are security tools and configurations that help ensure the security of your
VMs and the data within them, you may want to consider physical separation of specific
functions within your virtualized infrastructure. For example, the management plane, the
production environment, the demilitarized zone (DMZ), and maybe highly confidential
databases should be separated. Ensure the separation of these functions includes the
physical host, network, and storage. This will help safeguard against the aforementioned
risks. The following diagram shows a representation of using virtualization and isolation
to separate different functions within an infrastructure deployment:
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Figure 5.5 — Architecture of separating core functions on its own hardware
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Tip

Microsoft docs has a writeup on Hyper-V security in Windows Server that
can be found at this link: https://docs.microsoft.com/en-us/
windows-server/virtualization/hyper-v/plan/plan-
hyper-v-security-in-windows-server.

Cloud hardware and virtualization

As you move your workloads to the cloud, you will, at a minimum, subscribe to an IaaS
service. Because of the dynamic changes with the cloud offering, you will no longer have
any responsibilities regarding the hardware layer and the virtualized hypervisor layer. This
will shift your effort from needing to implement any best practices being recommended
in this chapter to validating that the provider has these best practices implemented and in
place. With Microsoft Azure, Microsoft is only responsible for implementing the security
requirements for both the hardware and virtualized hypervisor layer of the services

being provided to you. This does not include any additional security hardening on the
software layer, including the OS - this will be your responsibility. You will need to work
with Microsoft (or your cloud provider) to provide evidence that they have implemented
the best security practices with their cloud hardware and virtualization offerings. This

is where you need to ensure Microsoft (or your cloud provider) provide responses to a
security survey if they don't already have one available and request audits, penetration
tests, and security assessments.

As we go through the remainder of this chapter, you will be provided with an overview of
the hardware security components and recommendations to ensure your systems are as
secure as possible. Although not always feasible based on hardware life cycle programs, it
is recommended that you keep your hardware as current as possible and ensure the latest
updates for any BIOS/UEF], firmware, and drivers are applied, especially if there are any
publicly known vulnerabilities.

Introduction to hardware certification

Ensuring your hardware is certified is a critical process of the overall security program. As
you purchase new servers, PCs, storage, and peripherals, it is critical you validate that the
hardware is compatible with your deployed systems. Using non-compliant hardware could
make your hardware vulnerable to a compromise or the additional hardware components
could even have a compromise already embedded in them.


https://docs.microsoft.com/en-us/windows-server/virtualization/hyper-v/plan/plan-hyper-v-security-in-windows-server
https://docs.microsoft.com/en-us/windows-server/virtualization/hyper-v/plan/plan-hyper-v-security-in-windows-server
https://docs.microsoft.com/en-us/windows-server/virtualization/hyper-v/plan/plan-hyper-v-security-in-windows-server
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An example would be allowing the use of USB drives on your devices. Users receiving a
free USB drive don't realize that the drive itself could be infected and that, once inserted
into your device, it could compromise your entire organization. Because of this, it is
critical you only allow pre-certified USB drives that are encrypted and provided by the
organization to be used by employees. Any data that is copied from a USB drive to a
company device must require encryption. Another concern, as mentioned previously, is
the supply chain process. Ensuring the vendor has certified the hardware for Windows
significantly reduces the risk the hardware could be pre-infected with vulnerabilities. This
doesn't necessarily mean it will be 100% guaranteed, but your risk is reduced significantly.

Purchasing and procurement teams are a critical component in validating the hardware
you purchase has been through an appropriate certification process. These teams will help
during the supply chain process to ensure vendors are compliant with your requirements,
ensure contracts are maintained as promised, and maintain vendor relationships. You will
need to work closely with procurement as they work through the request for proposal
(RFP) and requirements for hardware-related requests. To ensure the procurement
process is optimized, guidelines from technical and security experts should be clearly
defined. One important point to call out is that you should be careful with going cheap

on your hardware purchases. There is always a drive to bring costs down but opting for
hardware that is cheaper than certified hardware could be a costly mistake. It may prove
more cost-effective to get a contract with a vendor, standardize on hardware, and purchase
a warranty program. There's a good saying in life: you get what you pay for!

Tip
Auditing, including vendor management, will be covered in more detail in

Chapter 13, Testing and Auditing. This chapter will cover vendor management
as it relates to compliance with your suppliers.

In addition to verifying the supply chain process is clean, you will want to ensure you are
using hardware that has been certified and approved by Microsoft to run the Windows
OS. Microsoft has a very well-defined Windows Hardware Compatibility Program for
vendors to follow to ensure they are maintaining the highest standards of security and
compatibility for running Windows. Using any hardware outside of this compatibility list
could render your Windows OS unstable, and even more importantly, create security gaps
within your systems.

Tip

Information about the Windows Hardware Compatibility Program can
be found at this link: https://docs.microsoft.com/en-us/
windows-hardware/design/compatibility/.



https://docs.microsoft.com/en-us/windows-hardware/design/compatibility/
https://docs.microsoft.com/en-us/windows-hardware/design/compatibility/
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To view the Windows Hardware Compatibility List, browse to https://partner.
microsoft.com/en-us/dashboard/hardware/search/cpl, typein

a product name, and click Search. You will be provided with a list of compatible
hardware based on your search. The following example returned all the items with

laptop in their name:
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Laptop ‘ | Search for company X jel ‘ All v Windows 10 Clic ¥

Product Name D/U Status Company
HP Laptop Not HP Inc.
HP Laptop 14-cfOxxx Universal
Not
Declarative
HP Laptop Not HP Inc
Universal
Not

Certifications

Certified for Microsoft Windows 10 Client family
version 1803, x64

Certified for Microsoft Windows 10 Client family
version 1803, x64

Verification Report

Download Certification
Report

Download Certification
Report

Figure 5.6 - Windows Compatible Products List for hardware compatibility

There is an additional portal where you can view certified products specific to Windows
Server within the Windows Server Catalog. To view supported hardware for Windows
Server, browse to https: //www.windowsservercatalog. com/. Within the
landing page, go to the Hardware section and click on the version of Server or specific
product category that you would like to view. As you browse through the items, you will
see which specific version is supported by Microsoft, along with the badges that were
awarded for certification. Hyper-V 2016 and 2019 are also supported for any hardware
that has been awarded the Windows Server 2016 and 2019 certified badges:


https://partner.microsoft.com/en-us/dashboard/hardware/search/cpl
https://partner.microsoft.com/en-us/dashboard/hardware/search/cpl
https://www.windowsservercatalog.com/
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The “Certified for Windows Server 2019" and "Certified for Windows Server 2016" badges identify
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Financial Applications
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- "Certified for Windows Server 2012 R2" and "Certified for Windows Server 2012" , and the "Certified
Security. for Microsoft Windows Server 2008 R2" and "Certified for Microsoft Windows Server 2008" badges
Vertical Applications Windows identify hardware and software solutions that meet Microsoft standards for compatibility and recommended
Other Server 2012 practices with the respective Windows Server operating systems. Solutions that have earned either of
_ these Certified for Windows Server logos are also fully supported in Hyper-V environment from the same
release. The certified applications have been tested by Independent Software Vendors (ISVs) using
Hardware technical specifications and tools required by Microsoft. ISVs have ir verified the cc
Audio of such applications and confirmed support to customers that deploy the certified applications.
Bus Controllers and Ports s 108 P
Cameras Video Capture and Streaming Symm s Windows
Graphics T
Input Devices "
If you are a manufacturer of Windows-compatible software or hardware, you can find more information about how to qualify for these
Modems certification programs on the following Web pages
Monitors
Networking + Design, develop, and certify hardware for Windows - for hardware and manageability certification of systems, devices
Prints and drivers for Windows Server OS
rinters « Windows Logo Program for Server Applications: Overview - the Applications Readiness and Certification resource for ISV
Scanners developing Applications for Windows Server.
Security and File System Software
Servers
Storage
Windows Server Compatible Hardware
Merchandise pictures and descriptions are provided by the of the Microsoft makes no or warranties regarding the merchandise, manufacturers or Gompatibilty of the merchandise depicted o described. Check system

requirements before you purchase any merchandise or download any software described on this site. Use of all software is governed by the end user license agreement, if any, which accompanies or is included with the software.

© 2020 Microsoft Corporation. All rights reserved. |

Figure 5.7 - Windows Server Catalog badges

As you read through this section, you probably realized there is a lot more due diligence
needed before you go out and purchase any hardware. Although there is an incredible
ecosystem of hardware that supports Windows, you will want to ensure that the hardware
you are purchasing is the latest and supports the most current versions of Windows Server
and Windows 10. The most current hardware will provide more enhanced features over
older hardware. The following sections will cover the hardware security features that

need to be enabled on your hardware. In the next section, we will review the BIOS, UEFI,
Secure Boot, and TPM components.
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BIOS and UEFI, TPM 2.0, and Secure Boot

BIOS, also known as the Basic Input/Output System, is loaded directly onto a PC
motherboard. Its purpose is to initialize the physical hardware, go through a series

of processes, and eventually boot into Windows. Just like the operating system or PC
software, the BIOS in your systems can become outdated and vulnerable to unauthorized
modification. Furthermore, the BIOS initializes privileged hardware processes with
greater rights than the operating system itself. Malware not only targets the OS, but
other mechanisms in the boot process, including the boot loader and hypervisor used
for virtualization. It's important to have a system of authorized update mechanisms for
updating the BIOS and ensure it's only configured and signed by an authentic source such
as the device manufacturer. In order to maintain the integrity of the BIOS and mitigate
risks from malware such as bootkits, digital signature verification should be used for
updates and include a manual rollback and recovery process.

Tip
A bootkit is a manipulation of the Master Boot Record, which allows malicious

software to load prior to the operating system and remain active after the
OS loads.

According to the NIST BIOS Protection Guidelines, organizations should have an
authenticated BIOS update mechanism using the Root of Trust for Update (RTU)
measurement with approved digital signature algorithms for verification, as specified in
NIST FIPS 186-3, Digital Signature Standard. The updated standard (186-4) can be found
at this link:

https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.186-4.pdf.

The NIST security guidelines for protecting BIOS are specified in four system BIOS
functionalities and state the following:

 Use an authenticated BIOS update mechanism with digital signatures to validate the
integrity of updates.

o Secure the local update process with system passwords, physical locks, or only allow
BIOS updates through a local update process with physical IT presence.

 Use integrity protection features to prevent modifications to BIOS.

« Implement non-bypassability features to ensure only the authenticated update
mechanism is used.


https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.186-4.pdf
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To read more about the NIST security guidelines for protecting BIOS, visit this link:

https://nvlpubs.nist.gov/nistpubs/Legacy/SP/
nistspecialpublication800-147.pdf.

Unified Extensible Firmware Interface

UEFI is also a form of BIOS and is now standard on most manufactured hardware. BIOS
and UEFI (BIOS) have a similar boot process regarding the initializing flow but with some
differences. UEFI does not rely on a boot sector to copy a Master Boot Record and uses
what's known as a boot manager to determine what to boot. The traditional BIOS runs
16-bit code and leverages only the Master Boot Record, which presents limitations such
as support for drives larger than 2 TB. UEFI uses the GUID Partition Table (GPT) and
supports 32-bit or 64-bit code processes in "protected mode" before transferring control
over to the OS during the runtime (RT) processes. The higher bit support has more
space that allows for friendlier Uls and faster boot times. UEFI incorporates security
technologies such as Secure Boot and additionally supports booting over the network or
from flash memory.

Like the BIOS, the first phase in the UEFI boot process is known as the Security Phase
(SEC). This acts as a core root of trust (or boot block in BIOS) to validate the integrity of
the code and other firmware components before moving to the rest of the boot process.
One of the biggest security advantages of using UEFI over BIOS is the ability to validate
boot loaders by checking its digital signature using Secure Boot. If a boot loader has been
replaced by malicious code, it won't be allowed to execute based on an invalid or revoked
digital signature. This check starts the entire trusted boot process, which secures the boot
chain all the way until Windows loads.

There are many types of security features built into the UEFI setup and they will vary by
vendor. Some of the more common security features found in the UEFI setup are
as follows:

« Password settings that include setting a supervisor password and lock settings
preventing users from making changes without entering the supervisor password.
You can also require a password at unattended boot, at restart, and even at the boot
device list.

« Fingerprint settings to use biometrics during pre-desktop authentication as an
alternative or in conjunction with entering a supervisor password.

o Security Chip settings for the Trusted Platform Module (TPM).

« UEFI BIOS Update settings to add protection regarding BIOS updates, including
rollbacks.


https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-147.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-147.pdf
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« Memory Protection for execution prevention against virus and worm attacks that
create memory buffer overflows.

« Virtualization settings to enable or disable virtualized hardware support such as
Intel VT-x or AMD-V.

o I/O Port Access to enable or disable the use of devices such as wireless, Bluetooth,
USB, cameras, microphones, and so on.

« Internal device access tamper detection of the physical covers of storage devices.
« Anti-theft to enable a "lo-jack" for your PC using a third-party provider.
o Secure Boot settings.

o Intel Software Guard Extensions (SGX) for hardware-based isolation of application
code in memory.

o Device Guard, which is a feature set that consists of Configurable Code Integrity
(CCI), VSM Protected Code Integrity, and Secure Boot. Device Guard features set
the foundation for Virtualization-Based Security (VBS), which we will discuss in
more detail later.

UEFI Secure Boot

Secure Boot is a hardware-based security feature available in the UEFI environment that
ensures only trusted software and firmware can execute in the boot chain. Each software,
driver firmware, and OS boot loader (Windows Boot Manager) has a digital signature

or hash that is validated by referencing signature keys stored in the Secure Boot database.
Secure Boot consists of a platform key (PK) created by the OEM that creates the trust

to the key exchange key (KEK) with a public/private key pair. The KEK has public signing
keys and is used to modify or add signatures to the whitelist (DB) or revoked signature
(DBX) database to accommodate for new releases of Windows and known bad signatures
for revocation purposes. These "allow" or "deny" databases are used for validation against
the certificates, keys, or image hashes of boot loaders, firmware, and drivers. For example,
if malware such as a bootkit invalidates the boot loader, then UEFI checks the secure boot
database and won't allow the operating system to boot when the signature doesn't exist

or is blacklisted. This is important to note because rootkits are typically low-level and
hide themselves from the operating system, making them undetectable by most antivirus
software:
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UEFI Secure Boot

Boot Manager Loads once signature
if validated

p— - - Windows
Boot Manager
e

Figure 5.8 — Sample flow of Secure Boot validating the signature of Windows Boot Manager

Follow these steps to learn how to configure Secure Boot in UEFI BIOS:

1. Boot into UEFI Setup. Typically, pressing F12 or F10 during startup will load a boot
device list where you can choose this setup.

Tip
If you're logged into Windows 10, hold down Shift and choose Restart to be
presented with Advanced Options to boot into UEFL

2. Secure Boot settings are typically found under the Security tab.

3. Change Secure Boot to Enabled, as shown in the following screenshot:

ThinkPad Setup
Security

Secure Boot Configuration

iEnabledl] Enables or

Secure Boot fe
Platform Mode User Mode [Enabledl )
Secure Boot Mode Standard Mode Prevent unaw

| operating s

~  Reset to Setup Mode [ isabled rumming at bo
i Restore Factory Keuys 1| Enabled

* Clear All Secure Boot Keys [ -

1 Select Item +/ Change Values I /éetuﬁ'Defaults
Select Menu Enter Select » Sub-Menu Save and Exit

Figure 5.9 — Secure Boot configuration on a Lenovo ThinkPad workstation
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Next, we'll look at the features of the TPM security chip that is embedded in the hardware

Trusted Platform Module (TPM 2.0)

A Trusted Platform Module or TPM provides hardware-based security typically in

the form of a tamper-resistant chip built directly onto a motherboard. A TPM helps by
providing a hardware layer separated from the memory and operating system. Its main
purpose is to perform cryptographic functions in isolation and is often considered the
hardware Root of Trust. TPMs primarily deal with the encryption and decryption of
security keys and are passive, so they do not rely on the operating system to process
instructions. Each TPM chip has its own unique RSA private key that's imprinted directly
to the chip itself. This private key is never exposed to another external process, so only
allow the decryption of TPM encrypted keys to be handled from the same TPM chip.

The TPM also has built-in protection against dictionary attacks, which are used to guess
the authorization value for gaining access to protected keys. This is known as a TPM
lockout and in Windows 10, a maximum count threshold of 32 is set with a 10-minute
healing time to prevent tampering. TPM lockout settings can be managed using Group
Policy and are located under Computer Configuration\Administrative
Templates\System\Trusted Platform Module Services.

For more information about managing TPM lockout in Windows 10 and Server 2016 and
later, visit this link:

https://docs.microsoft.com/en-us/windows/security/information-
protection/tpm/manage-tpm-lockout.

Windows computers containing a TPM provide enhanced security features that can be
leveraged for the following types of functions:

 Encryption, decryption, and other cryptographic functions
+ Key storage and generation
« Integrity validation (security such as Secure Boot for firmware and boot loaders)

« Strong user and device authentication technologies (Windows Hello for Business
and Virtual Smart Cards)

« Antimalware boot measurements for start state integrity checks

o Virtualized-based security features such as Windows Device Guard and
Credential Guard

« BitLocker drive encryption

o Health attestation services for both local and remote attestation


https://docs.microsoft.com/en-us/windows/security/information-protection/tpm/manage-tpm-lockout
https://docs.microsoft.com/en-us/windows/security/information-protection/tpm/manage-tpm-lockout
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In some use cases, such as Bitlocker drive encryption, a USB drive can act as a TPM
alternative and must be present for the computer to start Windows. This is known as a
TPM startup key and allows the use of BitLocker without a physically compatible TPM
chip. Together, in conjunction with a TPM chip or PIN, this enables a form of BitLocker
two-factor authentication.

Unlike in earlier versions of Windows, Windows 10 handles most of the provisioning of
the TPM and reduces the need for manual configuration. For more information on how
Windows 10 uses the TPM, visit this link:

https://docs.microsoft.com/en-us/windows/security/information-
protection/tpm/how-windows-uses-the-tpm.

TPM 2.0 and Windows 10 support a feature known as the Health Attestation service. This
allows MDM services such as Intune to collect telemetry data from Windows 10 managed
devices in your organization for remote device health attestation reports. The state of your
device's health attestation can be used with risk-based conditional access and block access
to resources if certain compliance conditions aren't met. The additional level of analysis
provides runtime protection of hardware after boot. The following screenshot shows a
report of Windows Health Attestation telemetry from Microsoft Intune:

Dashboard > Microsoft Intune > Device compliance - Windows health attestation report Columns
g Device compliance - Windows health attestation report =
Device 0S
Y Fitter == Columns ¥ Exportall B sittocker
Device name  Device OS BitLocker Code Integrity  Early Launch Anti Boot i on Identity Key (AIK)  Secure B code integrity
3 Windows 10 No Yes No No Yes Yes B cory Launch Ancitaivare
Boot Debuggin
B Windows 10 Yes Yes Yes No Yes Yes = £
Attestation Identit (Al
< Windows 10 No Yes No No No No : WAL
Secure Boot
a Windows 10 No Yes Yes No No No
. Data Execution Prevention Policy
a Windows 10 No Yes Yes No Yes No =
Health Certificate Issued
c Windows 10 No Yes No No No No =
Kemnel Debugging
< Windows 10 No Yes No No Yes No
B rcrvalie
< Windows 10 No Yes No No Yes No =
Reset count
c Windows 10 No Yes No No Yes No g
Restart count
D Windows 10 Yes Yes Yes No Yes Yes
B safeMode
D Windows 10 Yes Yes No No Yes Yes
B restsigning
) Windows 10 Yes Yes Yes No Yes Yes
B  virtual Security Mode (vSM)
D Windows 10 Yes Yes No No Ves Yes ) )
B3 winpe environment
D Windows 10 Yes Yes No No Yes Yes .
B oot Manager Version
[} Windows 10 Ve Ye N N Ve Ye
cows = = o 2 = = . Code Integrity Check Version

Figure 5.10 - Windows Health Attestation report from Intune


https://docs.microsoft.com/en-us/windows/security/information-protection/tpm/how-windows-uses-the-tpm
https://docs.microsoft.com/en-us/windows/security/information-protection/tpm/how-windows-uses-the-tpm
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The TPM security chip is typically enabled in the Security tab of UEFI setup of processes
such as Secure Boot:

ThinkPad Setup
Security

Security Chip

ity Chip Type TPM 2.0 [Enablel
[IEnab ledi] Security
functional.
ity Reporting Options
[Disabledl
‘Clear Security Chip [Enter] Security chip
hidden and is ¥
Intel (R) TXT Feature [Disabled] functional -

‘Physical Presence for Clear [Emabled]

It Select Item -/ Change Values F9 Setuquéfaults
Select Menu Enter Select » Sub-Menu F10 Save and Exit

Figure 5.11 - TPM 2.0 enabled on a Lenovo ThinkPad workstation

To summarize, we just provided an overview of BIOS, UEFI, TPM, and Secure Boot. We
discussed the security features of each, as well as the differences in BIOS compared with
UEFI. We then discussed NIST recommended practices for securing BIOS and UEFI

and the many functions of the Trusted Platform Module and how it's leveraged. In the
next section, we are going to talk about advanced protection with Virtualization-Based
Security (VBS) and how to enable features that are dependent on VBS such as Credential
Guard and Device Guard.

Advanced protection with VBS

First available in Windows 10 and Windows Server 2016, VBS leverages physical hardware
components and a Hyper-V hypervisor to create isolation or virtual secure mode for user
and kernel operations. For a system to be considered VBS-capable, it needs to meet the
following minimum hardware requirements:

« TPM2.0

o UEFI SecureBoot Enabled

o Intel VT-x or AMD-v

o IOMMU (Intel VT-D, AMD-Vi) Input/Output memory management unit
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o SLAT for Virtual Address Translation
« Windows Hardware Lab Kit (HLK) System Certified

 Device Servicing Program (Drivers and Firmware on Windows Update service)

For more detailed information around the hardware requirements for VBS, visit this link:

https://docs.microsoft.com/en-us/windows-hardware/design/
device-experiences/oem-vbs.

VBS leverages hypervisors in order to create an isolated virtual secure mode to define
virtual trust levels. The main hypervisor runs all the normal user mode operations, kernel
mode code, and processes such as the Windows OS in non-virtual secure mode. The
other hypervisor runs a secure isolated user and kernel mode in virtual secure mode.
User and kernel mode code that run in the secure hypervisor can access normal mode
operations, but not vice versa. For example, if malware infects the OS, it will remain
contained to the OS and be inaccessible to virtual secure mode. This is mainly due to the
features of SLAT, which stands for Second Level Address Translation.

The SLAT controlled by the hypervisor changes the page protections on the secured user
and kernel mode processes to block access. Even kernel mode operations running on the
main hypervisor in normal mode are blocked from accessing secure mode. Many available
features of VBS are enabled by default in Windows 10 Enterprise and can be managed
with Group Policy or Intune. The following diagram shows the level of separation that is
accomplished through VBS security. Normal Windows operating processes occur on the
left and are blocked from accessing secure mode on the right:

UEFI SecureBoot
TPM 2.0

System Hardware

User and Kernel Mode Virtual Secure Mode
. Device Credential
el 08 Guard Guard
Applications Application Guard
HVCI

Figure 5.12 — A hypervisor isolates normal user and kernel modes


https://docs.microsoft.com/en-us/windows-hardware/design/device-experiences/oem-vbs
https://docs.microsoft.com/en-us/windows-hardware/design/device-experiences/oem-vbs
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The following features are dependent on the VBS hardware requirements in order
to be enabled:

o Credential Guard

+ Device Guard with Windows Defender Application Control

« Windows Defender Application Guard (Microsoft Edge Sandbox)
o Hypervisor-protected code integrity (HVCI)

The following screenshot is from System Information on Windows and shows that
virtualization-based security is running:

D system Information

File Edit View Help

System Summary Item Value

ardware Resources page File C:\pagefile.sys

Cemponents Kernel DMA Protection off

Software Environment Virtualization-based security Running
Virtualization-based security Required Security Properties Base Virtualization Support, Secure Boot, DMA Protection
Virtualization-based security Available Security Properties Base Virtualization Support, Secure Boot, DMA Protection, UEFI Code Readonl...
Virtualization-based security Services Configured Credential Guard
Virtualization-based security Services Running Credential Guard, Hypervisor enforced Code Integrity
Windows Defender Application Control palicy Enforced
Windows Defender Application Control user mode palicy off
Device Encryption Support Elevation Required to View
A hypervisor has been detected. Features required for Hyper-V will not be displayed.

Find what: ‘ Find

[ search selected category only [Isearch category names only
Figure 5.13 — MSinfo32.exe displaying VBS features on this system

Let's look at some of the features that leverage VBS. First, we will cover Credential Guard.

Credential Guard

Credential Guard helps protect user authentication and access tokens in the Local
Security Authority Subsystem (LSASS) or Lsass . exe file from being stolen. Without
Credential Guard enabled, derived credentials such as Kerberos tickets and password
hashes are stored in memory without the secure isolated protection of a VBS hypervisor
and are vulnerable to password stealing malware. With Credential Guard enabled,
credentials are stored in a protected isolated process called Lsaiso.exe. LSAISO is only
accessible by LSASS using secured remote procedure calls (RPC) and credentials stored
in LSAISO are not exposed to processes outside of this protected container. This mitigates
tools from stealing NTLM password hashes and Kerberos ticket-granting tickets stored in
the memory thanks to virtual secure mode's isolation:
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#® Task Manager

File Options View

Processes Performance App history Startup Users Details Services

Name - PID Status User name CPU Memory (ac... UAC virtualizati.. #
[ LockApp.exe 24980  Suspended 00 0 K Disabled
[m|LPlatSvc.exe 2340 Running 00 1,072 K
Wl LPlatSvc.exe 29244 Running 00 792 K Disabled
[ Lsalso.exe 992 Running 00 780 K
[mIsass.exe 1008 Running 00 11,056 K
[ LTSVC.exe 5136 Running 00 14,296 K
[ L TSveMon.exe 5160 Running 00 7128 K
’ﬁ}L‘I‘I’ray.exe 25556 Running 00 5,332 K Disabled

Figure 5.14 - Lsalso.exe process running in Task Manager
The following are the types of attacks that Credential Guard helps protect us against:
« Pass-the-Hash (PtH) is where an attacker can bypass entering a user's credentials
by passing a captured password hash as an alternative authentication method.

+ Pass-the-Ticket (PtT) is similar to PtH but where an attacker authenticates by
using a Kerberos ticket instead of the user's password.

Tip

With Credential Guard enabled, single sign-on does not work with NTLMvl,
MS-CHAPv2, Digest, and CredSSP authentication methods, and applications
will prompt for credentials. It is also recommended to use certificate-based
authentication for Wi-Fi and VPN using PEAP-TLS and EAP-TLS.

If you're considering enabling Credential Guard, it is recommended to read about the
important considerations mentioned in the preceding information tip before turning it
on. More information can be found at this link:

https://docs.microsoft.com/en-us/windows/security/identity-
protection/credential-guard/credential-guard-considerations.

Next, we'll look at how to enable Credential Guard. We will use both Intune and Group
Policy to do so.


https://docs.microsoft.com/en-us/windows/security/identity-protection/credential-guard/credential-guard-considerations
https://docs.microsoft.com/en-us/windows/security/identity-protection/credential-guard/credential-guard-considerations
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Enabling Credential Guard with MDM (Intune)
To enable Credential Guard from Intune, follow these steps:
1. Log into Microsoft Endpoint Manager at https://devicemanagement .
microsoft.com.
2. Choose the Devices blade and select Configuration Profiles under Policy.
3. Create a profile.

4. Give it a descriptive name such as Endpoint Protection - Windows
Credential Guard.

Choose Windows 10 and later as the platform.
Choose Endpoint Protection as the profile type.

5

6

7. Select Microsoft Defender Credential Guard.

8. Select the dropdown and choose to enable with or without UEFI lock.
9

Click OK.
10. When back on the Overview page, choose Assignment.

11. Select a security group to assign the policy to, as shown in the following screenshot:

- Properties > Endpoint protection > Microsoft Defender Credential Guard

Endpoint protection X Microsoft Defender Credential Guard O X
Windows 10 and later ‘Windows 10 and later
Select a category to configure settings. Enabling Credential Guard will enable the following required settings:

® Enable Virtualization-based Security: Turns on virtualization-based security (VB5) at

Microsoft Defender Applicatio...

i > next reboot. Virtualization-based security uses the Windows Hypervisor to provide
10 settings available support for security services.
Microsoft Defender Firewall > ® Secure Boot with Direct Memory Access: Turns on VBS with Secure Boot and direct

44 settings available memory access (DMA).

Credential Guard @ Enable with UEFI lock v

Microsoft Defender SmartScreen 5

2 settings available

windows Encryption 5

40 settings available

Microsoft Defender Exploit Gu... 5

13 of 21 settings configured

Microsoft Defender Applicatio... 5

2 settings available

Microsoft Defender Credential ...

1 setting available

Figure 5.15 - Windows Defender Credential Guard Device Configuration profile in Intune


https://devicemanagement.microsoft.com
https://devicemanagement.microsoft.com

Advanced protection with VBS =~ 169

Tip
Note that enabling Credential Guard with Intune will also enable VBS and
Secure Boot with Direct Memory Access (DMA).

Enable with UEFI Lock (recommended) ensures that Credential Guard cannot be
remotely disabled. If you need to disable it remotely, choose Enable without UEFI lock.

Now, we'll look at how to do this with Group Policy. As a best practice, we always
recommend deploying Group Policy in a test environment before deploying it into a
production.

Enabling Credential Guard with Group Policy
To enable Credential Guard with Group Policy, follow these steps:
1. Open the Group Policy Management Console (GPMC) and create a new policy
scoped to the OU where the devices you wish to apply the settings to are.

2. Giveita friendly name such as Windows 10 and Server 2019 -
Credential Guard.

3. Go to Computer Configuration > Policies > Administrative Templates > System
> Device Guard.

4. Open Turn on Virtualization Based Security and choose Enabled (radio button).
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5. Modify the following dropdowns, as shown in the following screenshot:

— Select Platform Security Level: Secure Boot and DMA Protection

- Credential Guard Configuration: Enabled with or without UEFI lock:

E‘ Turn On Virtualization Based Security

Previcus Setting

() Mot Configured Comment:
(®) Enabled
O Disabled
Supported on: [ At jeast Windows Server 2016, Windows 10
Options: Help:
Select Platform Security Level: Specifies whether Virtualization Based Security is enabled. ~

Secure Boot and DMA Protection ~

Virtualization Based Protection of Code Integrity:

Not Configured w
[] Require UEFI Memaory Attributes Table
Credential Guard Cenfiguration:

Enabled with UEFI lock ~
Secure Launch Configuraticn:

Not Configured w

Virtualization Based Security uses the Windows Hypervisor to
provide support for security services, Virtualization Based
Security requires Secure Boot, and can opticnally be enabled
with the use of DMA Protections, DIMA protections require
hardware support and will only be enabled on correctly
configured devices,

Virtualization Based Protection of Code Integrity

This setting enables virtualization based protection of Kernel
Mode Code Integrity. When this is enabled, kernel mode
memory protections are enforced and the Code Integrity
validation path is protected by the Virtualization Based Security
feature.

The "Disabled" option turns off Virtualization Based Protection of
Code Integrity remotely if it was previously turned on with the
"Enabled without lock” option.

Figure 5.16 - Virtualization-Based Security Group Policy settings

6. Close GPMC.
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For more information about how Windows Defender Credential Guard works, visit
this link:

https://docs.microsoft.com/en-us/windows/security/identity-
protection/credential -guard/credential-guard-how-it-works.

Device Guard

Device Guard is the combination of Virtualization-Based Security features, UEFI Secure
Boot, and application control policies, which are used to determine what applications
can run on your Windows systems. Application control policies are enforced using
Microsoft Windows Defender Application Control (WDAC) (for Windows). WDAC
policies are binary files that contain the instructions for whitelisting applications,

file paths, COM objects, and can even enforce script signing. Windows Defender
Application Control is built around the zero-trust model (discussed in Chapter 1,
Fundamentals of Windows Security) and when a policy is enabled, applications need

to be explicitly whitelisted in order to run, otherwise they will be blocked. Unlike
AppLocker, WDAC enforces policies at the device level and cannot be granularly
assigned to specific users and groups. Microsoft recommends a combination of WDAC
and AppLocker if you need to be granular with policy configurations. When WDAC is
combined with Hypervisor Protected Code Integrity and UEFI SecureBoot, it is known as
Device Guard.

WDAC can be deployed without enabling VBS, but it does not provide virtual
secure mode isolation to prevent WDAC policies being tampered with. Used
together, Device Guard helps protect both user and kernel mode operations with
this secure virtualized isolation. Device Guard and, more specifically, Windows
Defender Application Control can be enabled with Group Policy, Intune, or
Configuration Manager.


https://docs.microsoft.com/en-us/windows/security/identity-protection/credential-guard/credential-guard-how-it-works
https://docs.microsoft.com/en-us/windows/security/identity-protection/credential-guard/credential-guard-how-it-works
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Enabling Device Guard and Windows Defender Application Control
with Group Policy

To enable Device Guard with Group Policy, modify the Turn on Virtualization Based
Security policy we created with Credential Guard and enable Virtualization Based
Protection of Code Integrity (with or without a UEFI lock):

& Turn On Virtualization Based Security O >

E‘ Turn On Virtualization Based Security R

() Not Configured Comment:
(®) Enabled
() Disabled
supported on: | pt least Windows Server 2016, Windows 10
Options: Help:
Select Platform Security Level, Specifies whether Virtualization Based Security is enabled. ~
Secure Boot and DMA Protection v Virtualization Based Security uses the Windows Hypervisor to
provide support for security services, Virtualization Based
Virtualization Based Protection of Code Integrity: Security requires Secure Boot, and can opticnally be enabled
with the use of DMA Protections, DMA protections require
Enabled without lock ~

hardware support and will only be enabled on correctly
. . . configured devices.
Credential Guard Configuration:

Enabled without lock o Virtualization Based Protection of Code Integrity
This setting enables virtualization based protection of Kernel

Mode Code Integrity. When this is enabled, kernel mode
memory protections are enforced and the Code Integrity

Figure 5.17 - Virtualization-Based Protection of Code Integrity Group Policy

Policies are built and defined in XML format and converted into binary with PowerShell.
After your policies have been converted into binary, they need to be stored in a
deployment share that can be read by computers in your Active Directory domain if
you're using Group Policy. After the policy has been saved, an additional GPO needs to be
configured. Follow these steps to learn how:

1. In GPMC, create a new policy or modify the existing Credential Guard policy.

2. Go to Computer Configuration > Policies > Administrative Templates > System
> Device Guard.
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3. Open Deploy Code Integrity Policy and Enable it.
4. Enter the UNC path to the .bin file located on the deployment share.
5. Click OK.

The following screenshot shows the Code Integrity policy file path for the Deploy Code
Integrity Policy Group Policy preference:

M Deploy Code Integrity Policy O >

E: Deploy Code Integrity Policy nran

() Mot Configured Comment:
(®) Enabled
() Disabled
Supported on: [ a4 east Windows Server 201 6, Windows 10
Options: Help:
Code Integrity Policy file path: Deploy Code Integrity Policy s
an}f.com\CodelntegritﬁBasePnIic}ﬂ.I:Jir” This policy setting lets you deploy a Code Integrity Policy to a

machine to control what is allowed to run on that machine.

If you deploy a Code Integrity Pelicy, Windows will restrict what
can run in both kernel mode and on the Windows Desktop based
on the policy. To enable this policy the machine must be
rebooted.

Figure 5.18 - Deploy Code Integrity Policy Group Policy

For more detailed information about deploying Windows Defender Application Control
policies with Group Policy, visit this link:

https://docs.microsoft.com/en-us/windows/security/threat-
protection/windows-defender-application-control/deploy-
windows-defender-application-control-policies-using-group-
policy.


https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-application-control/deploy-windows-defender-application-control-policies-using-group-policy
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-application-control/deploy-windows-defender-application-control-policies-using-group-policy
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-application-control/deploy-windows-defender-application-control-policies-using-group-policy
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-application-control/deploy-windows-defender-application-control-policies-using-group-policy
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To enable basic enforcement of WDAC policies in Intune, create a new Endpoint
Protection device configuration profile, as follows:

profile > Endpoint protection > Microsoft Defender Application Control

Endpoint protection X Microsoft Defender Application Control O x
Windows 10 and Ister Windows 10 and Ister
Select a category to configure settings. Choose additional apps that either need to be audited by, or can be trusted to run by

Microsoft Defender Application Control. Windows compaonents and all apps from Windows

Microsoft Defender Application G... 5 store are automatically trusted to run.

10 settings available Applications will not be blocked when running in "audit only” mode. “Audit only” mode logs
all events in local client logs.

Microsoft Defender Firewall >
Learn about deploying Application Control with Device Guard @

A4 settings available

Microsoft Defender SmartScreen App"““,‘l" control code integrity | Audit Only b |
> policies: @
2 settings available
Trust apps with good reputation: (D | Enable ~ |

Windows Encryption >

"Audit Only” mode logs all events in local client event logs, but does not block any
apps from running. Windows components, Microsoft store apps. and reputable apps
as defined by the Intelligent Security Graph will be logged as passing security
requirements. @

40 settings available

Microsoft Defender Exploit Guard S

21 settings available

Microsoft Defender Application C... >

2 settings available

Figure 5.19 - Windows Defender Application Control Device Configuration profile in Intune

Using the Ul-based Endpoint Protection profile is limited to what you can set for WDAC
and does not support supplemental policies. Use the ApplicationControl Configuration
Service Provider (CSP) with a custom profile for fine-grained control over WDAC
policies. More information about the ApplicationControl CSP can be found at this link:

https://docs.microsoft.com/en-us/windows/client-management/
mdm/applicationcontrol-csp.

Tip

Deploy a Microsoft Defender Application Control policy in audit mode first
to understand the effects it will have on your Windows devices. Once enabled,
policies log to Event Viewer under Applications and Services\
Microsoft\Windows\CodeIntegrity\Operational. WDAC
events can also be queried with KQL language using the Advanced Hunting
feature of Microsoft Defender ATP.

Now that we have covered Device Guard, let's discuss how VBS can protect browser-level
exploits with Windows Defender Application Guard.


https://docs.microsoft.com/en-us/windows/client-management/mdm/applicationcontrol-csp
https://docs.microsoft.com/en-us/windows/client-management/mdm/applicationcontrol-csp
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Windows Defender Application Guard

Windows Defender Application Guard is designed to leverage the Virtual Secure
Mode hypervisor isolation of VBS to protect against browser-based attacks through
containerization of the Edge browser. Currently, WDAG has built-in support for
Microsoft Edge browser, but extends these features to Google Chrome and Firefox
through browser extensions. This allows untrusted sites that are opened in Chrome or
Firefox to be redirected to a protected Edge browsing session:

£~ chrome web store o v

Home > Extensions > Application Guard Extension

== Application Guard Extension

Offered by: Microsoft Corporation

L & & & 20 | Productivity | & 6,575 users

Figure 5.20 — Application Guard Extension available in the Google Chrome web store

Tip
When enabling the extension or deploying it through Intune, a Win32

component will need to be installed to activate Application Guard. A restart
will be required.

Application Guard protects users from sites that aren't defined as trusted in a network
isolation policy. Whenever a site is opened that's not in this policy, a new containerized
browsing session is opened leveraging the virtual secure mode of VBS and isolating this
session from user and kernel mode attacks on the underlying system.

A few examples of attacks Application Guard protects against are as follows:
 Zero-day and unpatched vulnerabilities exploited from a website
o Drive-by attacks where malicious code is injected into a website

+ Cross-site scripting (XSS) attacks and other web-based malware
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Application Guard can be enabled through Group Policy, Intune, or Configuration

Manager, as follows:

Endpoint protection X

‘Windows 10 and later

Select a category to configure settings.

Microsoft Defender Application G...

>
10 settings available
Micresoft Defender Firewall 5
A4 settings available
Microsoft Defender SmartSereen >
2 settings available
Windows Encryption S
40 settings available
Microsoft Defender Exploit Guard >
21 settings available
Microsoft Defender Application C... >
2 settings available
Microsoft Defender Credential Gu... >
1 setting available
Microsoft Defender Security Center >
18 settings available
Local device security options >

45 settings available

Microsoft Defender Application Guard o x

Windows 10 and later

While using Microsoft Edge, Microsoft Defender Application Guard protects your
environment from sites that haven't been defined as trusted by your organization. When
users visit sites that aren't listed in your isolated network boundary, the sites will be opened
in a virtual browsing session in Hyper-V. Trusted sites are defined by a network boundary,
which can be configured in Device Configuration. Mote this feature is only available for
Windows 10 (64-bit) devices.

o This profile will install a Win32 component to activate Application Guard. End-
users will need to restart the targeted devices to complete the successful
installation and application of this profile.

Application Guard (@ ‘ Enabled for Edge ~ ‘
Clipboard behavior & ‘ Allow copy and paste fr.. » ‘
Clipboard content @ | Not configured ~ |
External content on enterprise sites (D) [: Block ]
Print from virtual browser & [m Not configured :]

* Printing type(s) @ Local printers Metwork printers PDF.XPS ‘
Collect logs @ \_m Not configured .:_I
Retain user-generated browser data (@ [: Allow ]
Graphics acceleration @ [ Not configured :]
Download files to host file system © \' Mot configurad .:'u

Figure 5.21 - Windows Defender Application Guard Device Configuration profile

The following screenshot shows how to configure network boundaries using the Network

boundary profile type in Intune:
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Microsoft Endpoint Manager admin center

» Home > Devices - Configuration profiles > Create profile > Network boundary

f® X Network boundary O X

Windows 10 and later

E

The network boundary is the list of enterprise resources, such as cloud-hosted domain and
IP address ranges for computers that are on the enterprise network. Define network
boundaries to apply policies to protect data that resides in these locations.

Learn more @

8 *

Network boundary (O

‘} Boundary type Value
| Not configured v | | Not configured | Add
aa
Boundary type Ty  Value ™
e
No keys
f Auto detection of other enterprise proxy servers (0] [’- Disable Not configured -‘:ju
Auto detection of other enterprise IP ranges 0] [’- Disable Not configured -\:ju

Figure 5.22 - Network boundary profile for configuring a trusted network boundary in Intune

Next, we'll look at Hypervisor-Protected Code Integrity and how it's used to enhance
Windows Defender Application Control.

Hypervisor-Protected Code Integrity

Earlier in this chapter, we covered Windows Defender Application Control (WDAC)
code integrity policies designed to whitelist what applications, drivers, and file paths can
run. Hypervisor-protected code integrity adds an additional protection layer on top of this
by taking these code integrity policies and expanding them into the virtualization-based
security features of hypervisor isolation. This helps to ensure that WDAC policies remain
resilient against tampering. HVCI is not only applicable to a single system running on
physical hardware but can also protect generation 2 virtual machines with a Hyper-V host
in Server 2016 or later.
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HVCI is the key component of the Memory Integrity functionality of the Core Isolation
security features in Windows system security. This helps to ensure that that the code
integrity service used to validate the signatures of drivers and kernel mode processes are
contained with hypervisor isolation, thus making them protected from being tampered
with by malicious code:

Windows Security

Core isolation

Security features available on your device that use virtualization-based

security.
it Home ¥
O Virus & threat protection Memory Integrlty
Prevents attacks from inserting malicious code into high-security
2 Account protection processes.
€ Firewall & network protecti
| irewall & network protection m On
B App & browser control
Learn more

Device security

Windows Defender Credential Guard

Devi rf & health : : . )
o el e Credential Guard is protecting your account login from attacks.

@ b

Family options
ek Learn more

Figure 5.23 — Memory integrity feature enabled in Core isolation for VBS security

features in Windows Security

Tip
While most modern systems have the hardware and drivers to fully support

HVCI, it is important to point out that ALL drivers must be HVCI compatible;
otherwise, it can result in blue screens or system failures.

To view the list of baseline protections that are required for both VBS and HVCI, visit
this link:

https://docs.microsoft.com/en-us/windows/security/threat-
protection/device-guard/requirements-and-deployment-planning-
guidelines-for-virtualization-based-protection-of-code-
integrity.


https://docs.microsoft.com/en-us/windows/security/threat-protection/device-guard/requirements-and-deployment-planning-guidelines-for-virtualization-based-protection-of-code-integrity
https://docs.microsoft.com/en-us/windows/security/threat-protection/device-guard/requirements-and-deployment-planning-guidelines-for-virtualization-based-protection-of-code-integrity
https://docs.microsoft.com/en-us/windows/security/threat-protection/device-guard/requirements-and-deployment-planning-guidelines-for-virtualization-based-protection-of-code-integrity
https://docs.microsoft.com/en-us/windows/security/threat-protection/device-guard/requirements-and-deployment-planning-guidelines-for-virtualization-based-protection-of-code-integrity
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Enabling HVCI

If you followed the previous section to enable Windows Defender Application Control

and Device Guard, then HVCI has inadvertently been enabled. To recap from earlier, do

the following:

1. Open GPMC and create a new GPO or modify an existing one.

2. Go to Computer Configuration > Policies > Administrative Templates > System

> Device Guard.

3. Open Turn on Virtualization Based Security and choose Enabled (radio button).

4. Ensure the dropdown under Virtualization Based Protection of Code Integrity is
set to Enabled with or without a UEFI lock, as follows:

M Turn On Virtualization Based Security

E‘ Turn On Virtualization Based Security

Previous Setting

() Not Configured Comment:
(® Enabled

() Disabled

Supported en: [ a4 jeact Windows Server 2016, Windows 10

Opticns:

Help:

Select Platform Security Level:

Secure Boot and DMA Protection ~

Enabled without lock ~
Credential Guard Configuration:

Enabled without lock ~

Figure 5.24 — Group Policy preference to enable HVCI and Virtualization-Based Security features

Virtualization Based Protection of Code Integrity:

Specifies whether Virtualization Based Security is enabled,

Virtualization Based Security uses the Windows Hypervisor to
provide support for security services. Virtualization Based
Security requires Secure Boot, and can optionally be enabled
with the use of DMA Protections, DMA protections require
hardware support and will only be enabled on correctly
configured devices,

Virtualization Based Protection of Code Integrity
This setting enables virtualization based protection of Kernel

Mode Code Integrity. When this is enabled, kernel mode
memary protections are enforced and the Code Integrity
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HVCI can also be validated by running msinfo32. exe in an elevated PowerShell
window. Look for Virtualization-based security Services Running that lists
Hypervisor-enforced Code Integrity, as shown in the following screenshot:

e |

& System Information

File Edit View Help

System Summary || tem Value
E-Hardware Res || page File C\pagefile.sys
- Components Kernel DMA Protection Off

- Software EnWIr || it alization-based security Running

Virtualization-based security Required Security Properties  Base Virtualization Support, Secure Boot, DMA Protection
Virtualization-based security Available Security Properties  Base Virtualization Support, Secure Boot, DMA Protection,
Virtualization-based security Services Configured Credential Guard

Credential Guard, Hypervisor enforced Code Integrity

Virtualization-based security Services Running

Windows Defender Application Control policy Enforced

Windows Defender Application Control user mode policy  Off

Device Encryption Support Meets prerequisites
< ||«
Find what: | Find
[ search selected category only [Jsearch category names only

Figure 5.25 - System Information system summary showing that VBS services are running and
configured for HVCI

Next, we'll have a look at System Guard.

Windows Defender System Guard

System Guard is a collective of hardware protection features (such as Secure Boot)

that ensure the integrity of your system is protected on boot as well as after Windows

is running. Using local attestation through Root of Trust Management (RTM)
measurements and through remote attestation, RTM measurements can be sent for
analysis to an MDM solution such as Intune or Configuration Manager. If a PC is
determined to be untrustworthy, remote action can be taken to isolate the device.

This helps to protect the system after boot through analysis and monitoring of these
measurements. System Guard, by design, is aligned with the zero-trust security model and
assumes that all processes could be compromised.
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System Guard uses Dynamic Root of Trust measurement (DRTM) with a process
known as Secure Launch to dynamically protect and add management flexibility over
the Static RTM (SRTM) that's typically used for local attestation of boot processes. As
we discussed earlier, the security phase (SEC) in UEFI is loaded at the start of boot and
begins the Trusted Boot process. In order to achieve compliance with an SRTM, each
piece of code in the entire boot process must be validated from start to finish against a
whitelist of known trusted measurements. Due to the large number of hardware vendors,
executables, libraries, BIOS versions, code updates, and length of code, support for scaling
this whitelist is difficult. Also, SRTM does not protect the runtime after load operations
and requires trust be maintained through the entire boot process. Dynamic root of trust
measurement and the Secure Launch technology of System Guard help overcome these
challenges.

DRTM simplifies SRTM management by allowing for the boot process (sometimes
unvalidated) to be executed and immediately controlled by being forced into a

secure Launch Code container. This launch code is known good code that's used to
continue the boot process and is independent of specific hardware configurations. This
dynamic measurement allows for more flexibility, and code that's not added to SRTM
measurements can boot the system before Secure Launch takes control. The system can
maintain a Trusted Computing Base standard without you having to reset the entire
TPM and validate the entire boot chain end to end. Trusted Computing Group (TCG)
has defined a Trusted Computing Base (TCB) as what protects the system and enforces
computer security policy.

For more information on the DRTM specification, visit this link:

https://trustedcomputinggroup.org/wp-content/uploads/DRTM-
Specification-Overview June2013.pdf.

Tip
Only TPM2.0 supports System Guard Secure Launch and remote attestation.

To enable System Guard Secure Launch, all requirements for Device Guard,
Credential Guard, and VBS must be met.



https://trustedcomputinggroup.org/wp-content/uploads/DRTM-Specification-Overview_June2013.pdf
https://trustedcomputinggroup.org/wp-content/uploads/DRTM-Specification-Overview_June2013.pdf
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We have just covered many of the hardware-based security features that are used to
protect your systems all the way through the boot process. Now, we'll recap this chapter by
providing a list of security recommendations.

Hardware security recommendations and best
practices

When looking at the security of hardware, it's important to keep these considerations
in mind:

o Only purchase hardware that has been through a proper hardware certification
program. The Windows Hardware Compatibility Program Certification process
is a great resource to help ensure the hardware is reliable and compatible for
Windows.

« Have a good secure system for upgrading Firmware/BIOS and ensure the proper
protections are enabled to ensure only approved sources can update them.

o Purchase physical hardware with a minimum of TPM 2.0 in order to leverage the
advanced cryptographic functionality it offers. Most new hardware-based security
features require it.

o Turn on Virtualization-Based Security as soon as possible and enable Credential
Guard, Device Guard, and Application Guard to put the power of your hardware
into action.

Summary

In this chapter, we provided an overview of the hardware-based security features used to
protect Windows from the boot chain, the OS layer, and for virtualization of the OS. We
covered hardware concerns in terms of vulnerabilities such as rootkits and bootkits and
the importance of the supply chain to ensure your organization purchases hardware that
has been properly certified. Next, we covered BIOS, Secure Boot, and TPM and how these
hardware components are the framework for hardware backed VBS. We talked about the
latest advanced protection features using VBS such as Credential Guard, Device Guard,
Windows Defender Application Control, and Hypervisor-Protected Code Integrity, as well
as how to enable them using MDM or through Group Policy.
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Finally, we finished by discussing how System Guard uses dynamic root of trust
measurements and remote attestation to help protect your systems from the boot process
into runtime.

In the next chapter, we will discuss networking and the fundamentals that play a large role
in securing your Windows systems. We will discuss physical hardware components used
in the network infrastructure and the Windows Defender Firewall software, including
configurations with Intune, Group Policy, and Configuration Manager. We will enable

a feature of Windows Defender known as Windows Defender Exploit Guard-Network
Protection, which acts as a proxy to protect us against social engineering and phishing
attacks. Finally, we will provide an overview of Azure network solutions that are used to
secure Windows systems inside an Azure virtual network.






6

Network
Fundamentals for
Hardening Windows

In this chapter, we will cover the importance of networking for the overall security and
hardening of your Windows systems. Network security has traditionally been at the heart
of security for users over the years, but this has shifted recently. Network security hasn't
become any less important, but with the shift to the cloud and the more we decentralize
our users from traditional office space, the strategy for securing our users has needed

to change. Our security strategies have needed to shift from a strong focus on network
perimeter security to device-level and identity focused security. This is for the simple
reason that devices are no longer sitting within your corporate office anymore; they travel
everywhere and connect to any network they can find.

Even though the workforce has become more decentralized and services are moving

to the cloud, there is still a need to maintain the same level of network security within
your offices and on-premises data centers. In addition, you will need to implement more
advanced security at the desktop level and adopt a strategy for the security of your virtual
networks and cloud data center. With this comes complexity, and it's important to have
the right tools and skillsets that support the strategic vision, deployment, and maintenance
of your network tools and solutions.
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Throughout this chapter, we will cover security fundamentals to raise awareness of the
supporting network infrastructure for your Windows environment. We will then review
some of the network security tools available, including the software-based Windows
Defender Firewall and Advanced Security features. Finally, we will cover Azure network
security solutions that protect and allow access to your Windows virtual machines. This
chapter includes the following topics:

o Network security fundamentals
 Understanding Windows Network Security
o Windows Defender Firewall and Advanced Security

o Azure network security solutions for Windows VMs

Technical requirements

In order to complete the exercises in this chapter, we recommend the following
requirements. For Windows Defender Exploit Guard Network Protection, the minimum
requirements are as follows:

« A Windows 2016 Active Directory domain with Group Policy

o Domain Admin rights or equal permissions to create Group Policy objects for the
scoped OU of the target systems

« A Windows 10 Pro or Enterprise workstation domain-joined and/or Intune enrolled

To complete the Azure Security Center just-in-time exercise and Azure Bastion, you will
need the following minimum requirements:

o An Azure tenant with a virtual network, subnet, and resource group

« An available IP range inside your virtual network that can accommodate
a /27 CIDR

« A Windows 10 or Server 1909 data center virtual machine with a public IP

o Azure Security Center Standard (or a free 30-day trial)
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Network security fundamentals

Networking can be a very challenging task for technology teams. Networks can be very
sensitive and commonly take the blame for most outages, without people even knowing
the true root cause of an issue. This is simply because most of our data traverses over a
network, so it's critical that it performs optimally. If it doesn't, it can bring a business to

its knees because of how dependent we have become on the network. In addition to the
already challenging task of managing a network comes network security. Ensuring that the
data we send/receive is secure, no perpetrators are accessing our network who shouldn't
be, preventing traffic that isn't welcome, and ensuring confidential data is isolated are
some of the challenges faced with network security.

As we mentioned previously, this shift in security is mainly due to the evolution of device
access and cloud technologies that have forced us to change our strategies. Although this
has shifted the core from a network security perimeter-focused strategy, network security
has never been more important than it is today. Additional advanced security features are
now required to secure and harden both the device and the cloud technologies used.

Before we review some of the core network security technologies, it's important that we
review and cover the Open Systems Interconnection (OSI) and TCP/IP (also known

as the internet protocol suite) models. These models have been built to allow an open
standard/framework to be referenced. The OSI model is a framework that is used as more
of a guideline that provides a standard for network communications. It provides a great
reference that allows us to understand the flow of network traffic from one endpoint

to the other and serves as a great troubleshooting tool for us to understand where any
breakdowns or failures may be occurring. The TCP/IP model is comprised of open
standard protocols for network communication and has become more adopted for use
over the OSI model.
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The following diagram provides a comparison of both the OSI model and TCP/IP
model, along with examples of what falls within each of the layers. Understanding where
communication is failing within the network will significantly help a security expert with
any investigative and/or troubleshooting tasks:

-

User 1 User 2 User 1 User 2
7. Application f HTTP, FTP, SMTP, SNMP, User Applications
4, Application 6. Presentation Data JPEG, MPEG, ASCII, GIF
5. Session * RPC, SQL, NetBIOS
S ts (TCP
3. Transport 4. Transport D;gagrzr:ni ((UDIE) TCP, UDP, SPX
2. Internet 3. Network Packets IP, IPSEC, ICMP, OSPF, Routers
2. Datalink Frames MAC/LLC, SLIP, PPP, Switch, Bridge
1. Network Access
1. Physical Bits Network Adapters, Cable, Hub, Modem
TCP/IP Model OS5I Model Examples of Protocols & Technologies

Figure 6.1 - The OSI and TCP/IP models

In addition to being familiar with the OSI and TCP/IP models, knowing the more
common ports is somewhat an expectation of any network or security professional. As
you build out and architect your solutions and integrate your technologies, knowing
which ports are used by which protocols allows more intelligent decisions so that you can
provide better security.

Tip

When building network security groups or firewall rules, a best practice is
to limit communications from known sources using only the required ports
needed to create the connections.

In addition, when troubleshooting cyberattacks, being able to quickly identify the type
of traffic and which ports are being used may speed up your ability to mitigate an attack.
The following is a list of some of the more common ports and the protocols/services that
use them:
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20-21
22

23

25

53

69

80

88

110

115

123
137-139
143
161-162
179

389

443

464

636

993

995
989-990
1433-1434
1512
3306
3389

Port #

Service
FTP
SSH
Telnet
SMTP
DNS
TFTP
HTTP
Kerberos
POP3
SFTP
NTP
NETBIOS
IMAP
SNMP
BGP
LDAP
HTTPS
Kerberos
LDAPS
IMAPS
POP3S
FTPS
saL
WINS
mMysaL
RDP

Figure 6.2 - Common ports and services

Tip

The Internet Assigned Numbers Authority (IANA) website provides a

list of all registered service names and port numbers: https: //www.
iana.org/assignments/service-names-port-numbers/
service-names-port-numbers.xhtml.



https://www.iana.org/assignments/service-names-port-numbers/service-names-port-numbers.xhtml
https://www.iana.org/assignments/service-names-port-numbers/service-names-port-numbers.xhtml
https://www.iana.org/assignments/service-names-port-numbers/service-names-port-numbers.xhtml
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There are many components involved in a network architecture and the topology can

be extremely complex. The following technologies are considered more critical for your
enterprise deployment as they relate to your network security and should be implemented
to protect your Windows environment:

Routers and switches using VLANs
A next-generation type firewall
A Virtual Private Network (VPN) to encrypt connections

Intrusion Detection Systems (IDS)/Intrusion Prevention Systems (IPS)
to proactively detect and prevent threats

Wi-Fi with a minimum of WPA2-Enterprise security

Network Access Control (NAC) to better manage endpoint access to your network
A proxy/web content filter to prevent malicious websites

Next-generation antivirus and anti-malware tools for more intelligent protection
Data Loss Prevention (DLP) to prevent the loss of sensitive data

Email/spam filtering to protect users against spamming, phishing, and so on

Security Information and Event Management (SIEM) to help you detect
abnormal activity

DNSSEC to protect your DNS services
Public Key Infrastructure (PKI) to provide digital certificates for encryption

From a network device management perspective, the following are important:

Ensure you keep the software of your network devices current

Enable auditing on the devices

Integrate authentication using LDAP

Leverage a PAM solution

Disable or prevent local account access and change default usernames/passwords
Ensure the management of devices is encrypted (SSH)

Isolate the management network

Don't allow management from the internet
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For a more detailed review on securing network infrastructure devices, the Department
of Homeland Security has a Security Tips reference: https://www.us-cert.gov/
ncas/tips/ST18-001.

These technologies are very involved and, in most cases, require specialized skillsets to
implement and manage them daily. Some of these technologies are both hardware- and
software-based. Hardware-based technologies are typically the rack-mounted gear in your
main distribution frame (MDF) and primarily protect your facilities and data centers.

Software-based technologies protect the OS, end users, and provide protection for
virtual networks. An example would be your computer's firewall. Ensure you deploy the
latest next-generation hardware or virtual-based firewalls at your data center locations
(including the cloud) and physical offices and enable the software-based firewalls on your
Windows OS for additional protection. Software-based technologies are becoming more
critical for end user devices due to the shift from centralized offices to a dispersed and
remote workforce.

The Microsoft technology stack offers many solutions that can be compared to other
networking vendor offerings as an alternative or as a compliment. As a security
professional, it is important you are aware of and understand each of the technologies
referenced earlier for the best protection within your organization. Throughout the
remainder of this chapter, we will review the Microsoft-specific network technologies that
provide the best protection for Windows devices.

Understanding Windows Network Security

In this section, we will review the core networking functions of Windows 10 and
Windows Server. Having familiarity with these components is a must for any

security professional when managing and troubleshooting Windows devices. It's also
recommended that you apply the baseline recommendations that can be applied to the
network and ensure your system is hardened correctly.


https://www.us-cert.gov/ncas/tips/ST18-001
https://www.us-cert.gov/ncas/tips/ST18-001
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Network baselining

Referencing back to Chapter 2, Building a Baseline, you will want to ensure that
your network-specific hardening components have been configured based on the
recommendations. There are many network-related settings for Windows and

implementing the baseline recommendations is the more practical approach compared

to building your own standards from scratch. As an example, referencing back to
the Microsoft security baseline and the baseline settings within the MS Security

Baseline Windows 10 v1909 and Server v1909.xlsx spreadsheet, simply

filtering for the network keyword in the Security Template worksheet provides 40
settings:

AutoSave (® off) - - MS Security Baseline Windows 10 v1909 and Server v1909.xisx - Excel Mark Dunkerley (ﬁ &
File Home Insert Draw Page Layout Formulas Data Review View Help 0O Search 12 Share 1 Comments
Eﬁ X Calibri <11 ab, General - [ conditional Formatting ~ - > - be- g
. Uu- A w 9 [ Format as Table ~ B Delete - - P
Paste aE) G V- A A = Protect $-% 9 _ — Ideas
- S.od - A - - @ 9 [iZZ Cell Styles - i Format - &
Clipboard 3 Font 3 Alignment % | Protection Number 3 Styles Cells Editing Ideas
Al - Jx  Policy Path
Q sensitivity: W General /* Personal Public General Confidential ~
A B € D E
1 Policy Path v Policy Setting Name 4 Windows 10 1909 ~ Windows Server v1909 Member Ser ~
76 Security Options Microsoft network client: Digitally sign communicatiEnabled Enabled Enabled
77 Security Options Microsoft network client: Digitally sign communications (if server agrees)
78 | Security Options Microsoft network client: Send unencrypted passwor Disabled Disabled Disabled
79 Security Options Microsoft network server: Amount of idle time required before suspending session
80 Security Options Microsoft network server: Attempt S4U2Self to obtain claim information
81 Security Options Microsoft network server: Digitally sign communicatiEnabled Enabled Enabled
82 Security Options Microsoft network server: Digitally sign communications (if client agrees)
83 Security Options Microsoft network server: Disconnect clients when logon hours expire
84 Security Options Microsoft network server: Server SPN target name validation level
85 Security Options Network access: Allow anonymous SID/Name transla Disabled Disabled Disabled
86 Security Options Network access: Do not allow anonymous enumerati Enabled Enabled Enabled
87 Security Options Network access: Do not allow anonymous enumerati Enabled Enabled Enabled
Security Template | Adv Audit Config = WD Firewall | Computer | User | Services = Applocker for DCs |  (#) <
40.0f 177 records found ~ ®) B = P - i

Figure 6.3 — Network-specific configurations within the Microsoft security baselines

The preceding settings will need to be enabled via Group Policy or your device

management tool in order to ensure enforcement and consistency. Unless you only have
a few devices or servers to manage, individually configuring these settings is not realistic.

Tip

As a reminder, be extremely cautious when enabling any new settings and,
more specifically, network settings on any devices or servers. They can be very
disruptive to production if they're not tested correctly.
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Windows 10

Next, we will review the Network & Internet management console within your Windows
10 device. To access the Network & Internet management console, type Network within
the search option and click on Network status. You will be presented with the Network &
Internet management console, as shown in the following screenshot:

@

Home

| Find a setting

2

Network & Internet

«»

©

Status

Wi-Fi

Cellular

Dial-up

VPN

Airplane mode

Mobile hotspot

Data usage

Proxy

Status

Network status

B—7z—@

Have a question?

Finding my IP address

Troubleshooting network
connection issues

Updating network adapter or driver

Get help

You're connected to the Internet

If you have a limited data plan, you can make this network a

metered connection or change other properties.

Change connection properties

Show available networks

Make Windows better

Give us feedback

Change your network settings

=2
)
A

View your network properties
Windows Firewall
Network and Sharing Center

Network reset

Change adapter options
View network adapters and change connection settings.

Network troubleshooter
Diagnose and fix network problems.

For the networks you connect to, decide what you want to share.

Figure 6.4 - Windows 10 Network & Internet management console

In the Network & Internet management console, you will have access to all the network
components on your Windows 10 device. Here, you can view your current network
status and additional settings such as Windows Firewall, Network and Sharing Center,
adapter-specific settings (Wi-Fi, Cellular, VPN, and Ethernet), Data usage, Proxy
settings, Network reset functions, and much more.
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In addition to these settings, you can also view your network connections and active
adapters on your device by searching for Network once again within the search option
and then clicking on View Network Connections. You will be presented with the
following screen:

‘& Network Connections = ] X
4 & « Netw.. > Network Con... v O 2 Search Network Connections
Organize ~ - 1 @
- Bluetooth Network Connection - Work AlwaysOn VPN - Cellular
Ln : . 4 Ln
|:| -\,B Not connected =T mynetwork.com -.,:im Enabled
x Bluetooth Device (Personal Ar... & WAN Miniport (SSTP) Surface Mobile Broadband
—~ Ethernet (Default Switch ~ Wi-Fi
L. i i { ult Switch) L. i-Fi ) )
> _ Enabled > . Toon_Toon 2
@ Hyper-V Virtual Ethernet Ada... dim Marvell AVASTAR Wireless-AC...

Figure 6.5 - Windows 10 Network Connections

Here, you can view your network settings for any connected adapters by right-clicking one
and clicking Status. You will be able to view settings such as IPv4/6 connectivity, Media
State, speed, and more specific details such as the IP, MAC, Default Gateway, DHCP,
and DNS addresses.

The following technologies are considered more critical for your end user devices and
need to be set up correctly to ensure a safer environment for your users.

Wireless Local Area Network (WLAN)/Wi-Fi

WLAN technology is a necessity within the world of technology today. Almost every
laptop and mobile device will have some form of Wi-Fi connectivity available for use.
As with all technologies, there are threats, and the same applies to Wi-Fi. Unfortunately,
Wi-Fi is much more susceptible to vulnerabilities than Local Area Network (LAN)
technologies due to the information being transmitted over the air and not through a
cable, which is much more difficult to breach. There are many threats when it comes

to Wi-Fi, and some of the more known ones include rogue access points or networks,
man-in-the-middle attacks, and unauthorized access to insecure WLAN systems.

Securing your corporate Wi-Fi is not a small task and will require very skilled network
engineers to architect and implement correctly, especially with enterprise-grade security
for the best protection. Here are a few important tips for Wi-Fi security and your
Windows 10 devices:

« Do not use Wired Equivalent Privacy (WEP)

« Enable enterprise-grade authentication - WPA2-Enterprise with EAP-TLS:
https://docs.microsoft.com/en-us/windows/win32/nativewifi/
wpa2-enterprise-with-tls-profile-sample.


https://docs.microsoft.com/en-us/windows/win32/nativewifi/wpa2-enterprise-with-tls-profile-sample
https://docs.microsoft.com/en-us/windows/win32/nativewifi/wpa2-enterprise-with-tls-profile-sample
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« Ensure any guest networks are isolated from production networks and ensure all
guest access is protected. If using guest SSID with a password, implement a process
to rotate the password regularly.

o Ensure the WLAN infrastructure is kept current and up to date.

For a more comprehensive list regarding how to secure your enterprise-grade wireless
infrastructure, both the Department of Homeland Security and NIST have guides
available for reference:

« Department of Homeland Security: https://www.us-cert.gov/ncas/
tips/ST18-247

e NIST: https://nvlipubs.nist.gov/nistpubs/Legacy/SP/
nistspecialpublication800-97.pdf

Always be cautious when using open Wi-Fi in public places because of the ongoing
threats from attackers. We don't know how well other Wi-Fi networks have been
configured, and vulnerabilities may exist within their networks. When travelling, use
cellular data to connect to the internet if it's an option or ensure you connect to VPN
once you're connected to any public Wi-Fi. Make sure you provide security awareness to
your users and advise them about the risks of public Wi-Fi and what they should be doing
to protect themselves.

Tip

Your home is just as vulnerable to threats regarding Wi-Fi and even more so

as we connect more devices (IoT) within our home to it. Educate your users
and provide them with the awareness needed to protect themselves from the
ongoing threat landscape. The Department of Homeland Security provides
home network security tips here: https://www.us-cert.gov/ncas/
tips/ST15-002.

Let's take a look at Bluetooth technology and discuss a few recommendations to ensure
secure Bluetooth connections.


https://www.us-cert.gov/ncas/tips/ST18-247
https://www.us-cert.gov/ncas/tips/ST18-247
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-97.pdf
https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-97.pdf
https://www.us-cert.gov/ncas/tips/ST15-002
https://www.us-cert.gov/ncas/tips/ST15-002
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Bluetooth

Your Windows 10 device most likely has Bluetooth as a connectivity option since most
user devices do today. Although an extremely convenient technology, it also comes with
many flaws. There are many Bluetooth threats today that you should be familiar with.
Some include Bluejacking, Bluesnarfing, and Bluebugging. The best protection against
Bluetooth is to disable it and prevent your users from using it. Unfortunately, this may
not be a reality for most, so it is important to understand the technology and the risks
associated with it. To help you understand Bluetooth and the risk it entails, NIST has
published a Guide to Bluetooth Security, also known as NIST Special Publication 800-121
Revision 2: https://nvlpubs.nist.gov/nistpubs/SpecialPublications/
NIST.SP.800-121r2.pdf.

The Guide to Bluetooth Security is an extremely comprehensive document that provides
you with all the knowledge needed to secure your Windows devices using Bluetooth,
including a security recommendation checklist. In addition, the following three
recommendations are provided in the guide to help you improve your Bluetooth security:

« Ensure the strongest Bluetooth security mode is enforced for all users where
Bluetooth is enabled and allowed to be used. Depending on the version of
Bluetooth, there are different modes and security levels within the modes
that determine how secure the Bluetooth communication is. For example, for
Bluetooth v4.1, Security Mode 4 using Level 4 is recommended. For Bluetooth
v2.1 - v4.0, Security Mode 4 using Level 3 is reccommended and for anything older
than Bluetooth v2.1, Security Mode 3 is recommended. Security Mode 1 is least
restrictive and is not recommended.

« Ensure Bluetooth is listed and referenced in the company security policies and that
the device settings have been modified to reflect these policies.

« Ensure any users enabled to use Bluetooth are fully aware of security issues with
Bluetooth and their responsibilities while using it.

Now that we have covered Wi-Fi and Bluetooth connections, let's discuss VPNs and their
use in organizations to connect to internal resources.


https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-121r2.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-121r2.pdf

Understanding Windows Network Security 197

Virtual Private Networks (VPNSs)

The more remote the workforce has become, the more we have relied on VPN
connectivity. A VPN is essentially a technology that allows users to connect to their
corporate network over an encrypted secure connection on the internet. A VPN allows

a user to be anywhere at any time to access corporate data securely. As part of your
policies and remote strategy, it is critical that you ensure users are connecting to a VPN
when remote. Connecting your work device (or any device) to open Wi-Fi connections
in public places creates a significant risk. When connecting to any network outside of
your corporate office, a VPN should be connected to ensure a secure working session.
VPNs have been around a long time and are a tool you have most likely used at some
point during your working career. One primary challenge with a VPN is that it requires
user interaction to connect once logged into your device. For the most secure working
environment, a VPN should automatically connect once connected to a network on your
corporate network. Microsoft has a technology known as Always On VPN. Always On
VPN can be configured in Windows 10 as a VPN profile that will automatically connect
to your corporate network whenever you are remote. This is a great technology and works
very well! In order to use the Always On VPN technology with Windows 10, you need
several components for the infrastructure to support it. The following documentation
provides more details on the Always On VPN configuration for Windows 10 clients:
https://docs.microsoft.com/en-us/windows-server/remote/remote-
access/vpn/vpn-device-tunnel-config.

Additional "Always On" VPN solutions are also available from Palo Alto Networks
through their GlobalProtect client and Cisco's AnyConnect. There is also an option
within Windows 10 to leverage the built-in VPN client to connect to other third-party
VPN services or providers. Take a look at the following link to learn how to set up a VPN
connection from your Windows 10 device: https://support .microsoft.com/
en-us/help/20510/windows-10-connect-to-vpn.

Tip

For personal use, you may want to consider a VPN service for your devices
when you're away from home and are in cafes or public places. There are many
options to choose from and using a VPN service will provide a much secure
working environment for your personal services and data.

Next, we'll look at the network security components in Windows Server, as well as the
roles and features that can be enabled as components of a network infrastructure.


https://docs.microsoft.com/en-us/windows-server/remote/remote-access/vpn/vpn-device-tunnel-config
https://docs.microsoft.com/en-us/windows-server/remote/remote-access/vpn/vpn-device-tunnel-config
https://support.microsoft.com/en-us/help/20510/windows-10-connect-to-vpn
https://support.microsoft.com/en-us/help/20510/windows-10-connect-to-vpn
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Windows Server

For Windows Server 2019, the same applies to accessing the Network & Internet settings.
When you search for Network, you will be presented with Settings. Click on Settings
and then select Network & Internet to access your network-specific settings:

@ Home Status
| Findla ceiting 0 | Network status
Network & Internet g @ @
Stat Ethernet
| @ atus Public network
1 Ethernet You're connected to the Internet

If you have a limited data plan, you can make this network a
metered connection or change other properties.

7 Dial-up

Change connection properties
°% VPN

Show available networks
& Proxy

Change your network settings

@ Change adapter options
View network adapters and change connection settings.

% Sharing options

For the networks you connect to, decide what you want to share.

A Network troubleshooter
Diagnose and fix network problems.

View your network properties
Windows Firewall

Network and Sharing Center
Network reset

Figure 6.6 - Windows Server 2019 Network & Internet management console
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With Windows Server, you will notice that you won't have any of the wireless technologies
listed as you should only be using a physical connection for any network connectivity

to your Windows servers. Like the Windows 10 settings, the Network & Internet
management console for Windows Server will provide access to all the network
components on your Windows Server. Without going into detail about each of these
items, you can view your current network status and properties, Windows Firewall,
Network and Sharing Center, adapter-specific settings (VPN, Ethernet, and so on),
Proxy settings, Network reset functions, and much more.

Local Area Network (LAN)/Ethernet

Your server should only be connected using Ethernet for network access and any
necessary internet access. Ethernet is much more secure than Wi-Fi and provides greater
reliability. In addition to using Ethernet, ensure your servers are on a separate network
segment from your user segment. Separation should go as far as segments for highly
confidential data, the demilitarized zone (DMZ), and traffic that flows to databases.

To accomplish this, you will need to implement VLANS for your LAN and ensure your
servers are on a separate and secure VLAN.

Server roles and features

In addition to the base OS for Windows Server, there are server roles and features.
There are many available roles and features that will provide separate services for your
enterprise. A few of the more common ones include Active Directory (AD) Domain
Services, Web Server (IIS), and SMTP Server, to name a few.
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To access these roles and features, search for Server Manager within the search option
and click on it. Once Server Manager is open, ensure you are within the dashboard and
click Add Roles and Features. Here, you can add your desired network-related Server

Roles and Features:

B Add Roles and Features Wizard

Select server roles

Before You Begin
Installation Type
Server Selection

Server Roles

Features

Select one or more roles to install on the selected server.

Roles

4

[] Active Directory Certificate Services

[1 Active Directory Domain Services

[[] Active Directory Federation Services

[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[] Device Health Attestation

["] DHCP Server

[] DNS Server

[] Fax Server

[m] File and Storage Services (1 of 12 installed)
[] Host Guardian Service

[1 Hyper-v

[] Network Controller

[_1 Network Policy and Access Services

[] Print and Document Services

O

[_] Remote Desktop Services

[] Volume Activation Services

] web Server (1I5)

[_] Windows Deployment Services

— O X

DESTINATION SERVER
WSHDC02

Description

Remote Access provides seamless
connectivity through DirectAccess,
VPN, and Web Application Proxy.
DirectAccess provides an Always On
and Always Managed experience.
RAS provides traditional VPN
services, including site-to-site
(branch-office or cloud-based)
connectivity. Web Application Proxy
enables the publishing of selected
HTTP- and HTTPS-based
applications from your corporate
network to client devices outside of
the corporate network. Routing
provides traditional routing
capabilities, including NAT and other
connectivity options. RAS and
Routing can be deployed in single-
tenant or multi-tenant mode,

| < Previous | | Next > | Install

Cancel

Figure 6.7 - Windows Server Roles and Features

There are many roles and features available that support network-specific functions. Some
of them include the following:

o DNS Server
« DHCP Server

« Active Directory Certificate Services

o Network Policy and Access Services

« Remote Access

o Network Load Balancing

o SMTP Server
¢ SNMP Service
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To implement the Windows 10 Always On VPN, the following needs to be deployed
within your server environment:

« Active Directory Domain Services

o DNS Server

» Network Policy and Access Services (NPS-RADIUY)
« Active Directory Certificate Services (CA)

o Remote Access (Direct Access and VPN-RAS)

Networking and Hyper-V

As discussed in the previous chapter, virtualization has become prevalent within
enterprises but brings a lot of additional risk compared to a traditional physical

server deployment model. The same applies to the network layer within the Hyper-V
architecture. Ensuring the network is set up correctly and following best practices is a
must. The most concerning risk within the network layer is allowing services to use the
same network segment or VLAN. Network isolation is critical within the virtualization
architecture and must be implemented for the best security.

The following documentation provides an overview of networking within Hyper-V
so that you are familiar with the basics as they relate to Hyper-V: https://docs.
microsoft.com/en-us/windows-server/virtualization/hyper-v/
plan/plan-hyper-v-networking-in-windows-server.

There is also this reference for Hyper-V security for Windows Server, which should

be reviewed: https://docs.microsoft.com/en-us/windows-server/
virtualization/hyper-v/plan/plan-hyper-v-security-in-windows-
server. Within this reference, the network-specific security items include the following:

« Use a secure network for both host management and VMs.

» Use separate networks and dedicated physical adapters for the physical hosts.

+ Use a separate secure network to access virtual hard disk files and VM
configurations.

« Use a separate secure network for any VM migrations and ensure encryption
is enabled.

o For VMs, ensure the virtual NICs are connected to the correct virtual switch and are
configured with the correct security settings.


https://docs.microsoft.com/en-us/windows-server/virtualization/hyper-v/plan/plan-hyper-v-networking-in-windows-server
https://docs.microsoft.com/en-us/windows-server/virtualization/hyper-v/plan/plan-hyper-v-networking-in-windows-server
https://docs.microsoft.com/en-us/windows-server/virtualization/hyper-v/plan/plan-hyper-v-networking-in-windows-server
https://docs.microsoft.com/en-us/windows-server/virtualization/hyper-v/plan/plan-hyper-v-security-in-windows-server
https://docs.microsoft.com/en-us/windows-server/virtualization/hyper-v/plan/plan-hyper-v-security-in-windows-server
https://docs.microsoft.com/en-us/windows-server/virtualization/hyper-v/plan/plan-hyper-v-security-in-windows-server
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Now that we have reviewed the network components of Windows Server and tips
for securing Hyper-V, let's take a look at some of the tools that are helpful when
troubleshooting network-related issues.

Network troubleshooting

As a security professional, you are going to need to be familiar with troubleshooting

and investigative work. Chances are, the network layer will be involved as part of your
troubleshooting and investigative work at some point. Microsoft initially had its own tool
that was able to capture and analyze network traffic, known as Microsoft Network Monitor
3.4, which was then replaced with Microsoft Message Analyzer (MMA). Unfortunately,
MMA has recently been retired. Currently, Microsoft has no plans to replace MMA.
Fortunately, there are alternatives and, most likely, the tools referenced here are already
being used by your network and security staft today. A couple of widely adopted tools that
allow the inspection and analysis of network traffic are as follows:

o Wireshark: https://www.wireshark.org/
o Telerik Fiddler: https://www.telerik.com/fiddler

In this section, we reviewed some of the basic Windows Network Security
implementations for Windows 10, Windows Server, and Hyper-V. We also resurfaced the
topic of baselining for network-specific hardening within your environment. Next, we will
move on and look at advanced network security features within Windows that fall within
the Windows Defender technology feature set. Some of the items that will be covered
include configuring a firewall rule with Group Policy, Windows Defender Exploit Guard
Network Protection, and how to configure Windows Defender Exploit Guard Network
Protection using Group Policy.

Windows Defender Firewall and
Advanced Security

Windows 10 Firewall is a software-based firewall that's enabled out of the box and used

to allow or block connections to your PC. To view the basic firewall settings, including
their statuses, open Windows Security from the Settings app and select Firewall &
Network Protection. There are local security settings you can change from here, including
configurations specific to each network profile, such as blocking incoming connections,
allowing an app through the firewall, and restoring the default firewall settings.


https://www.wireshark.org/
https://www.telerik.com/fiddler
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The three network profile types in Windows Firewall are domain, private, and guest/
public, as follows:

« Domain Profile settings are defined by the domain profile and are set systemically
using Group Policy or from network devices located on the corporate network.
Local policy settings are typically overwritten if they're managed systemically.

o Private Profile is used for home network or small office home networks (SOHOs)
where a domain controller may not be present. A private profile can be configured
by a local security policy and by default, incoming connections to apps are blocked
if they are not on the list of allowed apps.

Tip
If an app is blocked, you can view the event log or firewall log for more details.

Event ID 5031 in Windows Logs/Security will show you if the firewall
blocked an incoming connection from an application.

« Public Profile is used for guest or public networks. Network discovery is turned
off by default in Windows 10 for this profile, which blocks file and print sharing.
Incoming connections are set identical to the private profile where apps are blocked
that are not on the list of allowed apps.

Clicking on Advanced Settings and elevating user account control with an administrative
account will open Windows Defender Firewall with Advanced Security. With Advanced
Security, you can control inbound rules, outbound rules, and connection security rules.
Here, you have complete control over all packets, both ingress and egress. The inbound/
outbound rules can specity specific ports, programs, or use custom settings that may
include a combination of ports, programs, and physical network adapters. Windows
Defender Firewall already comes configured with a set of predefined rules. These rules
cannot be directly modified, but they can be enabled or disabled.

Tip
A green checkbox next to the rule name means that it is enforced. If many

modifications are needed in addition to the predefined rules, this is a good use
case for you to build them into your hardened image.




204 Network Fundamentals for Hardening Windows

A connection security rule is used to define the conditions in which a connection can
connect to another system. An example of a connection security rule would be to specify
a required method of authentication needed to establish a connection. If the source

and destination systems in the scope of the connection security rule do not meet the
conditions, then the connection is denied. Connection security rules can be defined to
require and/or request authentication, both inbound and outbound, and include settings
for common authentication methods such as using certificates or Kerberos and NTLMv2
for computer and user authentication.

Important note

An important difference between firewall rules and connection security rules is
that, simply put, firewall rules are used to allow or deny traffic.

Connection security rules are used to secure the communications between the source
and destination using IPsec and define the authentication conditions. Typically, advanced
connection security rules are managed through third-party devices or software and are
managed systemically.

The last part of this Windows Defender Firewall with Advanced Security overview that's
worth mentioning is the monitoring section. Within the monitoring pane is a high-level
overview of the status of each of the network profiles. It also has helpful links so that you
can view active firewall rules, active connection security rules, security associations, and
logging settings.

Typically, Windows Defender does a good job of allowing applications through the
firewall that are known and trusted. In some scenarios, such as with a home-grown
custom line of business app, you may need to push a firewall rule to allow the app. This
can be easily accomplished using Group Policy. Let's look at how to use Group Policy to
configure a line of business app through Windows Firewall.

Configuring a firewall rule with Group Policy

Let's assume there is a line of business app called BusinessApp . exe that runs under
the C:\Program Files (x86)\MyLOBApp path and we need to allow inbound/outbound
connections over the domain profile only. This will ensure that connectivity will work only
while connected to the corporate network. Follow these steps to allow the app through the
firewall with Group Policy:

1. Open the Group Policy Management snap-in from your management workstation
and create a new GPO linked to an OU that contains the computer systems you
wish to target.
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2. Give it a friendly name such as Windows Defender Firewall -
Connection Rules, right-click it, and choose Edit.

3. Navigate to Computer Configuration > Policies > Windows Settings > Security
Settings > Windows Firewall with Advanced Security, expand it, and then expand
it again.

4. Right-click Inbound Rules and choose New Rule to open New Inbound Rule
Wizard.

5. Select Program, click Next, and select the radio button next to This program path.

6. Enter the path of the executable file for the custom LOB app from the install
directory; for example, $ProgramFiles% (x86)\MyLOBApp\BusinessApp.
exe. Click Next.

7. Select Allow the connection on Action menu.
8. Select the domain profile only and click Next.
9. Giveita friendly name such as A1low BusinessApp and click Finish.

10. Repeat the same process, but for Outbound Rules.

The following screenshot shows the applications allowed in the Inbound Rules
of Windows Defender Firewall after a Group Policy refresh:

0 Windows Defender Firewall with Advanced Security

File Action View Help

o 26 = HE

g itound Rete- Name - Group Profile Enabled  Action

&3 Outbound Rules
Eil Connection Security Rules V] AlJoyn Router (TCP-In) Alloyn R.. Domain,.. Yes Allow
% Monitoring & AlJoyn Router (UDP-In) Alloyn R... Domain,.. Yes Allow
1 Allow BusinessApp All Yes Allow
@ App Installer App Insta... Domain,.. Yes Allow
BranchCache Content Ret... BranchC... All No Allow
BranchCache Hosted Cac... BranchC... All No Allow
BranchCache Peer Discov... BranchC... All No Allow
&) Cast to Device functionalit... CasttoD.. Private, .. Yes Allow
) Cast to Device functionalit... CasttoD... Private, .. Yes Allow

Figure 6.8 - Inbound Rules in Windows Defender Firewall with Advanced Security
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Tip

Configuring firewall rules through Group Policy does not support
environmental variables used to resolve the context of the current user. This
can cause some challenges if non-administrative users are being prompted to
allow an app through the firewall that is running from the ¥APPDATA% or
$USERPROFILES% locations.

Windows Defender Firewall rules can also be configured using an Intune Device
Configuration profile. Choose the Endpoint protection profile type for Windows 10
and later:

Microsoft Defender Firewall X Create Rule O
Windows 10 and later
File Transfer Protocel @ \: Black Not configured :u ‘ Enter a name... |
Security association idle time before Enter idle time in seconds (300 - 3600) ‘ Description (@ ‘ Enter a description... |
deletion (@
Pre-shared key encoding @ \:—En;ble Not configured :I Direction ‘ Not configured v |
_ - Action @ d
IPsec exemptions G ‘ 0 selected v ‘ cont ‘ Not configured hd |
Certificate revocation list verification & ‘ Not configured i ‘ Network type ©) ‘ 0 selected hd |
Opportunistically match authentication set  {* Enable Not configured )
per keying module (@ —_— Application settings @
Packet queuing O Not configured ~ ‘ Application(s) targeted with this rule @
Application(s) @ All ~
Network settings @
Configure Microsoft Defender Firewall settings applicable to specific network types. IP address settings ©
Specify the local and remote addresses to which this rule applies O
Domain (workplace) network 5
. Local addresses (0 ‘ Any address ~ |
2 of 12 settings configured Y
Private (discoverable) network N Remote addresses () ‘ Any address - |
2 of 12 settings configured
Public (non-discoverable) network 5 Port and protocoal settings @
2 of 12 settings canfigured Specify the local and remote ports to which this rule applies @
P P PP!
Firewall rules @ Frotocel @ Any ~
Create Microsoft Defender Firewall rules. One Endpoeint Protection profile may
contain up to 150 rules. @ Advanced configuration @
m Interface types @ ‘ 0 selected e

Figure 6.9 - Microsoft Defender Firewall device configuration profile in Intune

Next, we'll look at Windows Defender Exploit Guard Network Protection and how to
configure it with Group Policy.
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Windows Defender Exploit Guard Network Protection

Network Protection is a security feature that can be enabled through the Exploit Guard
functionality of Windows Defender. Network Protection helps to reduce attacks such as
phishing, social engineering, and malicious browser redirects. Its protection covers all
major browsers, including Microsoft Edge, Google Chrome, and Mozilla Firefox. If you're
a Microsoft Defender Advanced Threat Protection customer, Network Protection sends
telemetry data to the ATP service for advanced investigation. At a high level, the feature
works by protecting your PC from known low-reputation IP and URL sources by blocking
the outbound connections. When a connection is blocked, a toast notification from

the Action Center informs the user of the blocked connection and allows customizable
actions such as a phone number for IT support or adding an email button.

The list of IPs and URLs used for revocation are maintained by Microsoft's threat
intelligence service. Network Protection is a great feature for small- or medium-
sized businesses or those looking to get away from third-party proxy services and the
administration required to maintain a network with them.

Tip
If Network Protection is alerting you of false positives, Microsoft reccommends
opening a support case so that their threat team can investigate.

In the following screenshot, Kusto Query Language (KQL) is being used to query the
Windows Defender ATP logs for Exploit Guard Network Protection events:

Advanced hunting

Get started Query

“+ New Save Last 7 days

DeviceEvents

2 | where ActionType in ('ExploitGuardNetworkProtectionBlocked')

L+ Export I3 Customize columns ~ 15 items per page ~ 1-6
Timestamp Deviceld DeviceName ActionType
71 L1 fb3a3c4aaab8103fa6102cdB8ada58710cc5e8af5 T L desktop- () ExploitGuardNetworkProtectionBlocked
1/12/2020 15:54:23 L1 fb3a3cdaaab8103fa6102cdBada58710cc5eBafs £ desktop- ] ExploitGuardNetworkProtectionBlocked
1/12/2020 15:54:23 1 fb3a3cdaaab8103fa6102cdBada58710cc5e8af5 [ L desktop- = ExploitGuardNetworkProtectionBlocked
1/12/2020 15:54:24 1 fb3a3c4aaab8103fa6102cdB8ada58710cc5e8afs 7 L desktop- ct ExploitGuardNetworkProtectionBlocked

Figure 6.10 - An advanced hunting Kusto query in the Microsoft Defender ATP portal to show blocked
actions for the Network Protection feature
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For the user to be alerted about a blocked connection, their notifications must be enabled.
In addition to toast notifications, a badge is also visible after the fact in the Action Center.
Some of the customizations available include options to set the company's name, contact
phone number, website, and skype ID.

When a blocked connection is detected, the action is logged and sent to the Microsoft
Defender ATP portal or can be viewed by creating a custom view locally in Event Viewer
as seen in the following screenshot:

ent Viewer

File Action View Help
e %5 E

g Event Viewer (Local) Network Protection  MNumber of events: 11

v [ Custom Views
5 I ServerRoles ¥ Number of events: 11

T Administrative Events Level Date and Time Source EventID Task Category
% I'F‘{Jz:-\srork e /1, Warning 1/15/2020 61213 PM Windows Defender 1126 Mone
, [5 Windows Logs AWaming 1/15/2020 6:11:11 PM Windows Defender 1126 Mone
= ‘1, Warning 1/15/2020 &:11:11 PM Windows Defender 1126 MNone

y B Applications and Services Lags X )
= - , Warning 1/15/2020 &:11:11 PM Windows Defender 1126 Nene
Lz4 Subscriptions

Event 1126, Windows Defender

General  Details

Your IT administrator has caused Windows Defender Exploit Guard te block a potentially
dangerous network connection,

Detection time: 2020-01-15T23:11:11.829Z

User: 5-1-12-1-1946909153-1287319270-1964062388-327020191

Destination:

Process Mame: C\Program Files (x86)\Google\Chrome\Application\chrome.exe

Figure 6.11 - Windows Defender Exploit Guard Network Protection logs in Event Viewer

For information about how to create a custom view using XML for Network Protection,
visit this link:

https://docs.microsoft.com/en-us/windows/security/threat-
protection/microsoft-defender-atp/event-views.

To enable Network Protection through Group Policy, you will need the Exploit Guard
ADMX and ADML files. For information about managing a central store and the

latest downloads for administrative templates, visit this link: https: //support.
microsoft.com/en-us/help/3087759/how-to-create-and-manage-the-
central-store-for-group-policy-administra.


https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/event-views
https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/event-views
https://support.microsoft.com/en-us/help/3087759/how-to-create-and-manage-the-central-store-for-group-policy-administra
https://support.microsoft.com/en-us/help/3087759/how-to-create-and-manage-the-central-store-for-group-policy-administra
https://support.microsoft.com/en-us/help/3087759/how-to-create-and-manage-the-central-store-for-group-policy-administra

Windows Defender Firewall and Advanced Security 209

Configuring Windows Defender Exploit Guard Network Protection
using Group Policy

In this section, we will configure Network Protection so that we can block connections
and customize the toast notifications presented to users when they visit a low-reputation
IP or URL. To complete this exercise, the Exploit Guard ADMX and ADML files must be
imported into C: \Windows\PolicyDefinitions or to your Group Policy central
store. Follow these steps to enable Network Protection using Group Policy:

1.

10.

Open the Group Policy Management snap-in console from a management
workstation and create a new GPO linked to an OU that contains the computer
systems you wish to target.

Give it a friendly name such as Windows Defender Exploit Guard -
Network Protection, right-clickit, and choose Edit.

Navigate to Computer Configuration > Policies > Administrative Templates >
Windows Components > Windows Defender Antivirus > Windows Defender
Exploit Guard > Network Protection.

Open the Prevent users and apps from accessing dangerous websites policy
setting and set it to Enabled.

To set the customized toast notifications, go to Computer Configuration > Policies
> Administrative Templates > Windows Components > Windows Security >
Enterprise Customization.

Choose Configure Customized Notifications and set it to Enabled.
Choose Configure customized contact information and set it to Enabled.

Open Specify contact company name and set it to Enabled and enter a
company name.

Choose Specify contact phone number or Skype ID and set it to Enabled. Enter
the phone number of your support line.

Choose Specify contact website and set it to Enabled. Enter your IT or
support website.
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As shown in the following screenshot, the Windows toast notification displays a blocked
connection warning with the customized branding, as specified in the GPO:

¥ Windows Security

From your organization

Connection blocked
Wind .'1:'_:‘._:

Help portal

Figure 6.12 - Windows Security notification for a blocked connection

Tip
If a user suppresses notifications, they will not receive any notice that a

connection has been blocked. Network Protection can be deployed in Audit
mode if you wish to evaluate this behavior before enabling the feature.

In the previous sections, we covered Windows Defender Firewall with Advanced Security,
including how to create custom inbound/outbound rules using Group Policy. We looked
at the device configuration profile in Intune, as well setting Defender Firewall for MDM
enrolled devices. Next, we enabled a feature of Windows Defender Exploit Guard known
as Network Protection, which is used to help protect end users from low-reputation IPs
and URLSs. In the next few sections, we'll shift focus and discuss Azure cloud solutions
that can be used to provide network security to your Windows virtual machine endpoints
in Azure.
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Introducing Azure network security

When protecting your Windows resources in Azure, there are a few types of cloud
offerings that can be used to filter activity and ensure only trusted and legitimate traffic
can reach your virtual machines. Foundationally speaking, Azure networking consists of
a virtual network containing an address space. Just like traditional networking concepts,
the virtual network or "VNET" can then further be divided into segments called subnets,
where resources such as Windows virtual machines are assigned to a designated space.
Azure resources inside the same VNET are typically allowed to communicate with each
other. Resources are also to able communicate with other Paa$S services outside of the
VNET, such as Azure App Service or Azure Cosmos DB, using service endpoints. With a
feature known as VNET peering, other VNETs can be connected and allow cross-VNET
communication. Using a combination of user-defined routing (UDR), network security
groups (NSG), Azure firewalls, and network virtual appliances (NVA) allows you to
ensure that communications are locked down to allow only the necessary traffic to reach
resources in your VNET.

Tip
When creating a new VNET, outbound connectivity to the internet is allowed
by default.

In this section, we are going to focus on network security access control using a feature
known as Network Security Groups (NSGs).

Network Security Groups (NSGs)

An NSG is an Azure resource that acts as a stateful firewall for evaluating inbound and
outbound traffic. It is used to allow or deny traffic through a set of weighted security rules
that are evaluated based on a priority integer value. A stateful firewall in Azure uses a five-
tuple hash value to determine whether the traffic is based on source, destination, IP, ports,
or protocols and then evaluates it against the inbound/outbound NSG security rules. NSG
resources can be associated with subnets or virtual network interfaces. As a best practice,
it is recommended that NSGs are applied at the subnet level over direct assignment to a
network interface. This helps minimize the amount of NSGs for simplification purposes.
A security rule inside an NSG has the following properties:

« Name, which is used to identify it; for example, AllowRDP.
« Priority between 100 and 4,096, which is used as the weight during evaluation.

+ Source or Destination. This can be ANY; an individual IP, a range specified in
CIDR notation, or a service tag.
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« Protocol support for TCP, UDP, ICMP, or Any.
o Direction (inbound or outbound).
o Port range.

o Action, such as allow or deny.

Tip
When assigning a priority, it is recommended to assign them in intervals
of 50 or 100 to ensure there is plenty of space to insert rules in the future.

Service tags

The destination value for a security rule can also be an Azure service tag. Service tags
are available to help simplify the creation and maintenance of security rules instead of
manually specifying and maintaining IP ranges for common connection points such as
the internet. This is helpful when defining rules for connections to the internet or to an
Azure service such as an Azure load balancer. Microsoft will maintain the connection
information for these services. Examples of service tags in Azure include values such
as VirtualNetwork, Storage, SQL, or Internet. The full list of available virtual network
service tags can be found at this link:

https://docs.microsoft.com/en-us/azure/virtual -network/
service-tags-overview.

Tip
Security rules can also be augmented security rules that contain a comma-

separated list of IP ranges in CIDR notation instead of you having to create
separate rules for each IP block.



https://docs.microsoft.com/en-us/azure/virtual-network/service-tags-overview
https://docs.microsoft.com/en-us/azure/virtual-network/service-tags-overview
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The following screenshot shows the NSG inbound security rules. You can see the service
tags depicted as Internet and VirtualNetwork in the Source and Destination sections:

Home > Network security groups > NSG-ldentity-Prod
;’ NSG-Identity-Prod

Network security group

— Move [ii] Delete () Refresh

Resource group (change) : RG-Identity-Prod

Location : East US 2

Subscription (change) : Windows Security and Hardening
Subscription ID : 8c24c8a a30
Tags (change) : Click here to add tags

Inbound security rules

Priority Name Port
1001 A 1BA_RDP_3389 3389
1050 IBA_RDP_65001 65001
65000 AllowVnetInBound Any
65001 AllowAzureLoadBalancerinBound Any
65500 DenyAllinBound Any

Custom security rules :

Associated with

Protocol
TCP
TCP
Any
Any

Any

Source

Internet

Internet
VirtualNetwork
AzurelLoadBalancer

Any

Figure 6.13 - NSG inbound security rules in Azure

Application Security Groups (ASGs)

2 inbound, 0 outbound

Destination
VirtualNetwork
VirtualNetwork
VirtualNetwork
Any

Any

: 1 subnets, 0 network interfaces

Action

@ Allow
@ Allow
@ Allow
@ Allow

@ Deny

ASGs are an additional enhancement for simplifying NSG rules as they allow you to create
your own groups or 'service tags' of applications that can be specified inside a security
rule, similar to a service tag. For example, let's say you have a few shared backend app
servers and DB servers. As the business requirements evolve, there may be a need to
leverage these resources to service other business functions that are housed in different
subnets. By grouping these resources together and creating an ASG, you can specify the
source as this grouping in the NSG rule and you don't have to granularly define each

component moving forward.
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Creating a network security group in Azure

One common method when deploying new infrastructure to Azure is to leverage a jump
box server as a part of the management plane over other resources. Although we strongly
recommend against using a jump box for an extended period, we want to demonstrate
how to create an NSG rule on the jump box subnet to allow RDP traffic over the internet
using a non-common port. Using a non-common port will help deter malicious actors
actively looking for connections listening on 3389 (RDP) over the internet.

This demo assumes the following has already been configured:

+ A resource group, Azure VNET, and a subnet

« A Windows virtual machine with a public IP

We are going to create a new NSG and define two new inbound security rules. One will
use 3389 to allow modifications to be made to the VM resources using the default RDP
port, while the other will allow port TCP 65001 over the internet to accommodate
connections after the port change. We will then create an inbound firewall rule for TCP
port 65001 in Defender Firewall on the virtual machine host and change the listening
port for RDP through the registry. Let's get started:

Log into the Azure portal at https://portal.azure.com.
Search for Network Security Groups and select it.

1
2
3. Click Add or Create network security group if none have been created.
4

Choose the subscription and then select the resource group that contains your
Windows virtual machine. Give it a friendly name such as NSG-Identity-
Prod. In our example, we are creating an NSG for a subnet that contains domain
controllers.

5. Select the region that your subnet resides in and choose Review + Create. Then,
select Create after the validation passes. Go to the resource after the deployment
completes.


https://portal.azure.com
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NSGs have predefined security rules out of the box and cannot be deleted. Their priority is
specifically set high and they allow plenty of space for custom security rules to be defined
with lower integer values. The maximum integer for a custom defined security rule

is 4096.

1.
2.

Click on Inbound security rules under Settings.

Click Add to create a new inbound rule with the following settings:

Source: Service Tag

Source service tag: Internet
Source port ranges: *
Destination: VirtualNetwork
Destination port ranges: 3389
Protocol: TCP

Action: Allow

Priority: 1001

Name: IBA RDP 3389

Click Add to create the rule.

Repeat these steps to create the inbound allow rule for the custom TCP port 65001,
but with the following changes:

Destination port ranges: 65001.
Priority: 1050.

Name: IBA RDP_65001. This is short for inbound allow, remote desktop protocol,
and port number 65001.

Click Add to create the second rule.
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Notice the warning symbol in the following screenshot next to the inbound allow rule for
3389. Azure does a good job of warning you that a common port is open to the internet:

Inbound security rules

Priority Name Port Protocol Source Destination Action

1001 IBA_RDP_3389 3389 TCP Internet VirtualNetwork @ Allow
1050 IBA_RDP_65001 65001 TCP Internet VirtualNetwork @ Allow
65000 AllowVnetIinBound Any Any VirtualNetwork VirtualNetwork @ Allow
65001 AllowAzureLoadBalancerinBound Any Any AzureLoadBalancer  Any @ Allow
65500 DenyAllinBound Any Any Any Any @ Deny

Figure 6.14 — Inbound security rules inside an NSG in Azure

Now, let's associate the NSG with a subnet:

1. Click on Subnets in Settings.
2. Choose Associate, select a Virtual network from the dropdown, and select the
subnet that contains your Windows VMs. Click OK.

Now that we have created the NSG rules and associated them with a subnet, we can
remote into the Windows VM and modify the settings to change the RDP listening ports
to 65001. Follow these steps to do so:

1. Find the VM by searching for it by name in the Azure portal. On the Overview tab,
click Connect to download the RDP file and connect over public IP with the default
RDP port of 3389.

2. Log into the VM using the administrative account you used when creating the
virtual machine to load the desktop.

3. Once at the desktop, search for Windows Defender Firewall with
Advanced Security to open the advanced menu. Click on Inbound Rules.

4. Click New Rule and create a new inbound rule.

5. Select Port as the rule type to create and click Next. Select TCP and enter 65001 in
the box to specify Specific local ports and click Next.

6. Keep the default of Allow the connection selected and click Next.
7. Keep all three profiles selected and click Next.

8. Give the rule a friendly name such as Remote Desktop - IBA 65001 and
click Finish.



Introducing Azure network security 217

9. Open the registry editor (regedit), go to the HKEY_LOCAL_MACHINE\
System\CurrentControlSet\Control\ Terminal Server\ WinStations\RDP-Tcp registry
subkey, and look for the DWORD PortNumber.

10. Open the DWORD PortNumber, choose Decimal, and modify the port number so
that it states 65001. Click OK.

11. Restart the virtual machine.

12. Validate that the port number change worked by connecting to the VM with RDP
by specitying the IP and port; for example, 40.70.223.4:65001.

When clicking Connect from the virtual machine Overview page, be sure to change
the port number to 65001 to reference the custom port we configured. The following
screenshot shows the Connect to virtual machine menu that appears after clicking
Connect:

Connect to virtual machine X

To improve security, enable just-in-time access on this VM.

RDP  55H  BASTION

To connect to your virtual machine via RDP, select an IP address,
opticnally change the port number, and download the RDP file,

IP address *
| Public 1P address (40.70.223.4) v

Port number *
[ 65001| ]

Download RDP File

Figure 6.15 — Connect to virtual machine menu

To recap, we just created a new NSG with two inbound rules to allow TCP ports 3389
and 65001 to accommodate RDP traffic. Then, we modified the default RDP listening
port on the virtual machine host to TCP 65001 and created a new inbound allow firewall
rule in Windows Defender Firewall to allow TCP 65001.
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Summary

In this chapter, we started by looking at network security fundamentals and covered

the OSI and TCP/IP models, reviewed common ports and protocols, and looked at the
important technologies needed to help with network security. Next, we covered Windows
network security, which started with network baselining for your Windows devices. This
section then covered the Windows 10 network management pane before moving on to
securing WLAN/Wi-Fi, Bluetooth, and VPN, including Microsoft's Always On VPN. The
following section covered the Windows Server network management pane, including
LAN and Ethernet best practices for your servers, and provided an overview of the server
roles and features. The final sections overviewed Hyper-V networking and security before
finishing off with network troubleshooting tools.

Following Windows network security, we covered Windows Defender Firewall and
Advanced Security, which provided steps you can follow to configure your firewalls

with Group Policy; a detailed overview of Windows Defender Exploit Guard Network
Protection; and how to configure Windows Defender Exploit Guard Network Protection.
The final topic of this chapter was Azure network security solutions for Windows VMs.
Here, we covered NSGs, ASGs, and steps on how to create a network security group

in Azure.

In the next chapter, we will review identity and access management and its importance in
Windows management. We will look at account and access management and review many
of the components involved in the life cycle of accounts and the types of access needed.
Then, we will review authentication technologies and provide recommendations on how
you should be using these authentication protocols in today's world. We will finish with a
review of conditional access and identity protection.
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Identity and Access
Management

In this chapter, we will be reviewing identity and access management in depth, as well

as their importance within an enterprise today. With the shift to a decentralized user
environment and everything moving to the cloud, identity has become extremely critical
and the need to protect our user identities has never been more important. Since users can
now access their corporate information from anywhere over the internet, a simple breach
of their identity could allow an intruder to log in and access the user's information and
any data they have access to within the environment. Because of this, we need to revisit
the traditional method of using a username and password and add enhanced protection
to our identity and access model, which will be covered in more detail in this chapter.

In today's world, the use of passwords is becoming obsolete. Because of ongoing major
breaches and the advancement of technology, our passwords have most likely already
been breached and are sitting on the dark web for sale. In addition, there is a chance that
the password you use has either been re-used on other accounts or there is some small
variation in the re-used password. What does this mean? Essentially, someone with

your password will be able to start accessing all your accounts if there is no additional
security added. We are already seeing user accounts within services that haven't been
breached being hacked because hackers are reusing usernames and passwords from other
services to try and gain access. This type of attack is known as credential stuffing and,
unfortunately, it is working!
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In this chapter, we will provide an overview of identity and access management and all the
components required to build a robust program. We will then cover account and access
management, followed by authentication and Multi-Factor Authentication (MFA), and
discuss what is next with authentication by considering a passwordless world. The end
goal of your authentication strategy? To get to a passwordless world! We will finish off the
chapter with some extremely powerful Microsoft cloud technologies to better protect your
identities—Conditional Access and Identity Protection.

This chapter will include the following topics:

o Identity and access management overview
« Implementing account and access management
« Understanding authentication, MFA, and going passwordless

» Using Conditional Access and Identity Protection

Technical requirements

In this chapter, we will refer to identity management solutions, such as Microsoft
Identity Manager (MIM). We will also provide overviews of different access and identity
management services within Azure, and they require varying levels of licenses and
requirements. It is encouraged that you research the specific licensing requirements for
each solution independently if they fit your needs. At a minimum, you can follow along
with the referenced solutions using the following:

o An Azure Active Directory (AD) tenant with subscription owner and global
administrator rights: https://portal.azure.com/

e Azure AD Premium P2: https://azure.microsoft.com/en-us/
pricing/details/active-directory/

o An Azure Security Center standard subscription: https://azure.microsoft.
com/en-us/pricing/details/security-center/

Now, let's look at an overview of identity and access management.


https://portal.azure.com/
https://azure.microsoft.com/en-us/pricing/details/active-directory/
https://azure.microsoft.com/en-us/pricing/details/active-directory/
https://azure.microsoft.com/en-us/pricing/details/security-center/
https://azure.microsoft.com/en-us/pricing/details/security-center/
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Identity and access management overview

Identity and access management has never been as important as it is today. Identity

can be somewhat considered as the foundation for security within your organization.
Although there are other methods of compromising data, simply gaining access to a user
or administrative account can be destructive. If an intruder compromises an account,
they now acquire the same account level of access across all systems and data. All this
can take place without anyone being alerted. It is very important that you are rigid with
your identity and access policies. The role of least-privilege is a must! This is a role
where no access is added to your account until needed based on your job function. We
cover this in more detail in the Authorization section of this chapter. Essentially, if you
don't need access, you don't get it. In addition, ensuring that you separate user accounts
from administrative accounts is critical. There should never be elevated or privileged
permissions added to your regular user accounts where general day-to-day tasks are
performed. As already stated, passwords have become obsolete and do not provide the
level of security needed today. You need to start implementing MFA as soon as possible,
along with more modern technologies to protect your users and your organization's data.

Let's look at the foundation or framework of what comprises a solid identity and access
management program. If you have studied for your CISSP certification, or some other
security-related exam, you will be familiar with the term Identification, Authentication,
Authorization, and Accountability (IAAA) or just Authentication, Authorization,
and Accountability (AAA). (Here, we will use IAAA to emphasize identity as the first
component of the process because, without an identity, the proceeding components
cannot exist.)

Identity

The identity portion for your access relates to something that identifies who you are. In
simple terms, it is a unique identifier that you enter to let the system know it is you who
is trying to access it. A simple example could be a username, an email address, or an
employee ID number. Traditionally, within a Windows environment, you may be familiar
with sAMAccountName, which was essentially a username that only worked within your
corporate network. Using this outside your corporate network was not possible as there
was no unique identifying factor that accompanied the username on places such as the
internet. Today, you will need to adopt the userPrincipalName (UPN) method for your
identity in order to support internet- and cloud-based technologies. The UPN appends

a domain that you own to the end of your username to provide a unique identity no
matter where you are and how you access it. An example of a UPN identity could be
user@windowssecurityandhardening. com.
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Authentication

After you have entered your identity, you will typically be presented with some form of
authentication to validate that you are the person who should be gaining access to the
system. The most common form of this is entering a password. As part of authentication,
there are four different methods to authenticate your identity that are worth mentioning:

o Type 1 is something you know. This is currently the most common and widely
adopted method of authentication. Some examples include a password, PIN, or
passphrase.

Tip
An example of a password could be W! ndOws10, while a similar passphrase

could be WIndOws S$ecure 10. Typically, passphrases can contain spaces,
are longer, and are easier to remember than a password.

« Type 2 is something you have. This authentication method consists of something
you have with you in order to confirm it is you. Some examples include a
hard token, a soft token on your phone, or a smart card. With Microsoft, the
Authenticator app is an example of this.

o Type 3 is something that you are. This authentication method is commonly known
as biometrics or something physical that is used to authenticate you. Some examples
of something that you are include your fingerprints and facial or iris scans. On
Microsoft, Windows Hello falls under this category of authentication.

o Type 4 is location-based. This authentication method may not be as commonly
used but can be extremely powerful with the advancement of cloud compute and
AT technologies. Authenticating based on location allows you to authenticate users
based on a defined geolocation. Think of a company that only conducts business
within the United States. Why would they expect anyone to access their servers
from outside the United States? Anyone accessing them from outside the United
States can be expected to be an intruder and should be blocked. On Microsoft,
Conditional Access can provide this level of authentication.

Next, let's look at authorizing your identity against the system to gain access to data.
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Authorization

Once you have been authenticated into your environment or system, you will need

to access the data or systems you have been authorized to access. Authorization is

a method in which permissions have been added to your identity to allow access to some
information or a system. Just because you have been authenticated, it doesn't mean you
are authorized to access data or a system. This is where the principle of least-privilege
comes into play and as a best practice, there should be no authorization added to a new
identity by default. Authorization isn't an easy task, especially as an organization grows.
Ensuring that someone only has access to what they are authorized to do can be a full-
time role, especially ensuring that the authorization is updated and removed as roles
change. To better help with authorization, you need to ensure you have a well-defined
access model in place and tools such as identity management, AD for centralized user and
group management, and most importantly, Role-Based Access Control (RBAC) to define
your users' authorization based on their job functions.

Now that the identity has been authenticated and authorized to your system, let's look at
what accountability is in terms of the actions and data accessed inside an environment.

Accountability

The last function is known as accountability, also referred to as accounting. This is the
function that allows us to ensure that an identity or user is not abusing their rights or the
authorization provided. Here, we need to ensure that we track all the activities of our users
and ensure auditing is in place to hold anyone accountable for any misuse of their identity
and access. This is also a critical process as part of any investigative and forensic work that
is carried out for attempted breaches or compromised accounts. Knowing exactly where
an account has been authenticated and what data it has accessed must be captured and
audited for historical purposes.

As you can see, the full scope of an identity and access management program will take
great effort and time to implement correctly. With the identity of your users being at the
forefront and essentially serving as the key to your data and systems, organizations must
implement a well-rounded and robust identity and access management program. As we
discussed earlier in this book, ensure your policies and standards have leadership support
to ensure your program is effective.
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Tip

As a start, to assist with password management practices, it is highly
recommended that you provide a form of a password manager to your users.
It is also recommended that you educate your users about identity protection
services. There are many services available and you can view the service as
insurance coverage for your identity. It is worth the investment!

To finish off this section, we wanted to remind you of the importance of physical access
security. We also touched on this in Chapter 3, Server Infrastructure Management, in

the Physical and user access security section. Ensuring that an intruder can't easily walk
into your site is not only critical to your data, but also to the safety of your employees.
Nothing is more important than human safety! Referring back to the NIST cybersecurity
framework, there is a specific category and subcategory to ensure you implement the
minimum recommended guidelines for physical security, as shown:

Category Subcategory Informative Reference

Protect (PR) Identity Management, PR.AC-2: Physical access to COBIT 5 DS501.04, DSS05.05
Authentication and Access assets is managed and ISA 62443-2-1:2009 4.3.3.3.2,
Control (PR.AC): Access to protected 4.3.3.3.8
physical and logical assets ISO/IEC 27001:2013 A.11.1.1,
and associated facilities is A11.1.2,A11.1.3,A.11.1.4,
limited to authorized users, A.11.1.5, A.11.1.6, A.11.2.1,
processes, and devices, and is A11.2.3,A.11.2.5,A.11.2.6,
managed consistent with the A11.2.7,A11.2.8
assessed risk of unauthorized NIST SP 800-53 Rev, 4 PE-2,
access to authorized activities PE-3, PE-4, PE-5, PE-6, PE-8

and transactions.

Figure 7.1 — The NIST cybersecurity framework's physical access to assets guidelines
The following link gives you access to NIST Special Publication 800-53 (Rev. 4), referenced
in the preceding figure:

https://nvd.nist.gov/800-53/Rev4/family/Physical%20and%20
Environmental%20Protection

Next, we will review account and access management and what is involved in the identity
management life cycle.


https://nvd.nist.gov/800-53/Rev4/family/Physical%20and%20Environmental%20Protection
https://nvd.nist.gov/800-53/Rev4/family/Physical%20and%20Environmental%20Protection
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Implementing account and access
management

One of the most important tasks with your identity and access management program is
the management of accounts and the access they have. There is a whole life cycle process
that relates to account and access management and may involve multiple teams to make
the process a success. There's also a chance that multiple systems and tools are involved
in the life cycle, including manual human processes that have room for error and increase
vulnerability due to poor housekeeping. The account and access management life cycle

is a complex process and has only become more challenging with the ongoing expansion
of more apps, as well as the shift to the cloud. A typical account and access management
program may involve resources from HR, the identity and security teams, technical
operations teams, hiring managers, and potentially others.

To ensure success with your account and management program, it is critical that you
have well-defined policies in place that enforce the correct standards and procedures that
must be followed. This process is critical as part of this life cycle. Any mismanagement of
this process could result in significant damage to your organization. Some examples of
this include applying incorrect permissions to a user account, not disabling a disgruntled
employee's account who was dismissed, or not managing and auditing your privileged
accounts, to name a few. One item to help with any mismanagement or even manual
errors is to implement automation. The more you can automate, the fewer errors will
occur. There will always be a need for manual processes, whether it be the initial input of
user data, physical validation that the information is correct, or applying an end date to a
user, but the more you can reduce any manual intervention, the less error-prone it will be.

Every organization is structured differently, but for the most part, you will likely have
accounts categorized by Full-Time Employee (FTE), contractor, vendor, guest, or service
accounts. For each of these categories, you will need separate policies and procedures

for their management. Your FTE accounts will most likely be managed differently to

your contractor accounts, as well as your vendor and guest accounts. Ensuring all these
accounts are managed correctly will require the ongoing management and auditing of
your accounts and their access. This will require close collaboration between HR, the
identity and security teams, and the hiring or reporting managers of these accounts. In the
next few subsections, we will cover the following topics:

« HR and identity management
« Integrating directory services
« Using local administrative accounts

« Managing Azure external user access (Business-to-Business (B2B))
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« Understanding the Azure cloud administrative roles
o Implementing privileged access management security tools

o Using Azure RBAC

Tip
Never use shared accounts within your environment. All users who access your

environment should have an account assigned that identifies them. Without an
assigned identity, you have no accountability.

Let's look at a typical account and access life cycle scenario that starts with HR as the
source of authority for the identity.

HR and identity management

Your identity management life cycle needs to start somewhere, and that is most likely
with your HR department. This is where your employees start their journey within your
organization. Once an employee has accepted a position, their digital profile is created.
HR software is very specialized and is typically independent of the core IT identity
services. Within an HR system, you can expect to manage your personal information,
time off, payroll, performance, employees you manage, and learning, as well as view
internal job opportunities, and much more. The big challenge with your HR system is
efficiently integrating the application into your core identity services.

Tip

There are many HR platforms available on the market today. Microsoft
also has a product for an HR management suite known as Dynamics 365
Human Resources. Other products you may be familiar with include SAP
SuccessFactors, Workday, and Oracle PeopleSoft.

When you look at your core identity services, you are most likely going to have an AD
deployment in your on-premise environment that's even synchronized to Azure AD if you
have already begun your cloud journey. One of the challenges of AD within a traditional
deployment is the limitation on delivering a well-rounded identity service beyond the
basics. Having the ability for employees to request contractor accounts, manage their

own AD groups, update members and profile information, use a self-service portal,

and provide advanced ID management and full life cycle management of identities and
automation are not native features of AD. Because of this, there is a need for an identity
management solution to sit between your HR source and AD to provide the required
efficiency.
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From a Microsoft standpoint, this solution is known as MIM, which is the latest edition
of Forefront Identity Manager (FIM). MIM is an extremely powerful management
tool and serves as a critical component of the overall identity life cycle and supports
your organization's identity and access processes. MIM deployments can be highly
complex depending on the level of customizations needed. To learn more about MIM
and its capabilities, visit https: //docs.microsoft.com/en-us/microsoft-
identity-manager/microsoft-identity-manager-2016.

Tip

Ensure you have set up secure automated integration from your HR system
into your identity management system. In addition, your HR system will
contain Personal Identifiable Information (PII), so it is critical that you work
closely with the HR team to ensure the data is correctly secured and encrypted
any time it leaves the HR system.

As cloud adoption strengthens, an ideal scenario would be to directly integrate

your HR system with a cloud identity provider, such as Azure AD. Unfortunately,

many organizations have compliance requirements to keep identities and passwords
on-premises and many applications still rely on AD for authentication and as the
identity provider. Because of this, a hybrid deployment from on-premises to the cloud is
commonly seen within your identity architecture.

Next, we will review the available Microsoft directory service technology to support your
identity life cycle.

Integrating directory services

Beyond an HR system with integration into your identity management solution or MIM is
AD. AD is an on-premise hierarchical directory that stores objects, such as user accounts,
passwords, user information, computer objects, security groups, and much more. This is
where the identity of your users will be active and enabled for accessing the IT systems
within your environment.


https://docs.microsoft.com/en-us/microsoft-identity-manager/microsoft-identity-manager-2016
https://docs.microsoft.com/en-us/microsoft-identity-manager/microsoft-identity-manager-2016
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Referring back to the overall identity life cycle, once an object has been established

in MIM, based on the HR feed, it will then provision an account in AD for the user.
The MIM object isn't the account that the user will use but is typically set up as the
authoritative source to the AD object. What this means is if the MIM object is set to be
termed because the HR system sent a term instruction, the AD object will be disabled.
Depending on your configuration, re-enabling the account directly within AD will
eventually revert it to a disabled state since MIM is authoritative. This is extremely
powerful and exactly how the process should work. It also helps prevent anyone with
access to AD from creating and enabling accounts that they shouldn't. All requests
should filter through MIM, or other identity management tools, for better control and
accountability as they serve as the centralized place for all identity and access requests.

Tip

Protecting your active identities is critical and AD needs to be at the core of
this protection. The following is Microsoft's best practices for securing AD:
https://docs.microsoft.com/en-us/windows-server/
identity/ad-ds/plan/security-best-practices/best-
practices-for-securing-active-directory

With a shift to the cloud, a copy of these identities needs to be synchronized to Azure AD
to support the identity and authentication requirements of the modern world. To support
this, a synchronization tool is needed between your on-premises AD environment

and the cloud identity provider or Azure AD. This will enable the hybrid identity of

your organization. Microsoft has a tool known as Azure AD Connect that provides
synchronization for all or any selected objects or Organizational Units (OUs) from your
AD into Azure AD. With Azure AD Connect, you can provide a single identity for your
user to access both on-premises resources as well as cloud-based resources.

One important decision to make around Azure AD Connect is the method of
authentication for your users to sign in. Since Azure AD only syncs a copy of your
identity, you need to determine how to manage your passwords within the cloud. Azure
AD Connect provides the option to sync the hash (known as password hash sync),
pass-through authentication back to on-premises to authenticate, or leverage federated
authentication, such as Active Directory Federation Services (AD FS) or a supported
third-party system. In order to take advantage of Microsoft's advanced cloud security
identity features, you will need to enable password hash sync.


https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/plan/security-best-practices/best-practices-for-securing-active-directory
https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/plan/security-best-practices/best-practices-for-securing-active-directory
https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/plan/security-best-practices/best-practices-for-securing-active-directory
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Tip
Microsoft does not sync the actual passwords of your user accounts. For

optimal security of your user passwords, a hash of the password with a per-user
salt is synced to Azure AD.

Azure AD is Microsoft's enterprise cloud identity provider, providing the next generation
of identity management and security for your users. Some examples of services that a user
will log into using their Azure AD account are Exchange Online, OneDrive for Business,
and so on. The user will not know the difference between the traditional AD account
versus the Azure AD account. This is optimal for the user experience.

In its simplest form, this completes the life cycle of a user's identity from the system of
record up to the cloud. The life cycle provided can be applied using any identity service or
vendor and the following workflow should be referenced for the life cycle and process of
your identities:

HR > Identity management system > Traditional directory service > Identity synchronization
> Modern directory services

It's also critical to ensure the off-boarding process works correctly throughout this life
cycle. If properly configured, when HR initiates a termination, the account should be
disabled throughout all directories. Any failures in this process could allow a user

to access resources after they have left the organization, which is a serious security
concern.

Tip

Make sure you are fully aware of synchronization times within each of your
identity systems. Terminating a user within HR can take time to synchronize
downstream through your systems. For immediate action, you may need

to manually intervene to ensure identities are correctly disabled in a timely
fashion.
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In addition to your identity life cycle is your group management strategy. Ensure you
constantly audit group memberships and understand what services, applications, and data
your users have access to. Ensure users don't have access to groups that they shouldn't
and as users change roles, it is critical they are removed from groups that they no longer
need access to. Group management must be part of your identity life cycle and the correct
processes and procedures are critical to ensure they are managed correctly.

The following diagram illustrates a high-level architecture of what your identity life cycle

may look like:

User aguthentication depending on
service or application being accessed

LB R-e

HR System Identity Management Directory Server (AD) Synchronization Cloud Identity Provider
System (MIM) Server (AD Connect) (Azure AD)

Future Identity Flow

Figure 7.2 - The identity life cycle architecture example

The account life cycle can be very complex, and mismanagement of this process can easily
open up opportunities for vulnerabilities with your Windows devices. Some best practices
with this architecture include working closely with your HR team, ensuring all traffic,
feeds, and integrations are encrypted, minimizing the number of privileged identities, and
enforcing MFA on all accounts. Be sure to enable auditing to hold accountability and add
safeguards to ensure the identity portal is secure and not accessible over the internet if
possible.

Next, let's look at local administrative accounts and how to reduce the vulnerabilities
associated with them.
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Using local administrative accounts

There are a few different schools of thought when it comes to local administrator accounts
on devices. One is simply not to allow them and is the obvious, more secure choice. Any
means of elevated access should be managed by either AD group membership or through
Azure AD roles. These accounts should also have strict password requirements, managed
with a Privileged Access Management (PAM) solution, and should not be local to the
device. On the other hand, there may be legitimate reasons as to why these local accounts
exist. Perhaps the help desk leverages these accounts to remotely install an application.
They may exist as a failsafe if systems don't frequently connect to a domain controller

and are prone to trust relationship errors. They can even be useful in a scenario where an
Azure AD-joined device is un-joined and there is no account available to log in locally.

Another common scenario where local administrators exist is when users claim they need
this access to perform their job functions. While this may prove true in some scenarios,
this is not generally the case. Many times, the user just doesn't want to be inconvenienced
if they need to install an app or run some process that requires a call to the support desk.
To combat this, many organizations incorporate a form of approval for temporary admin
access. This can be accomplished either through temporary security group membership
in AD or through a software center package with a scheduled task to remove them after

a specified amount of time. In our experience, unless the user absolutely must have
administrative rights and is willing to get documented approval from their supervisor,

we advise against doing this. In addition, we recommend that if a user must have a local
administrative account, it should be a separate account to their regular identity, have
stricter password requirements, and be managed by IT, where access can be revoked or the
password changed at any time. Imagine two common attack scenarios.

In scenario one, the user unknowingly downloads a macro-enabled Excel spreadsheet that
invokes a PowerShell command. The command enumerates all local users and mapped
drives, can now run processes in the user's context, and attempts to install a keylogging
application. If the user's normal identity has local administrative access, then the
malicious macro inherits these permissions and can complete the installation. Now, the
keylogging application sends keystrokes and all harvested data back to a remote server in
another country.
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In scenario two, the user requests a unique local admin account but sets an identical
password. A malicious actor has infiltrated the network and uses a technique known as
Link-Local Multicast Name Resolution Poisoning (LLMNRP) with NetBIOS name
service spoofing to trick a response to the computer. As a result, the user's system is
redirected to fake services that wait for mistyped network shares or system addresses
that do not resolve in the local host's file or DNS. The credentials and the user's hash are
then harvested by displaying a fake password prompt to what looks to be a legitimate
login page. Now, using the recovered credentials, the actor can enumerate other accounts
on the system and, through trial and error, attempt to crack the local admin account or
gain other access using credential stuffing. Even worse, if this system is connected to the
domain, they can further query the domain controller and enumerate users, systems, and
groups and continue to further move laterally.

These are just two common examples. The following are a few recommendations to better
manage local admin accounts:

« For domain-joined systems, implement a system known as a Local Admin
Password Solution (LAPS) to rotate local administrative account passwords if they
must exist. For more information, including a link to download the LAPS solution,
visit https://www.microsoft.com/en-us/download/details.
aspx?id=46899.

« Use a PAM solution from reviewed vendors, such as Thycotic or BeyondTrust, to
manage the local administrative accounts on your workstations. These vendors
offer robust solutions, can manage multiple account types, and have reporting and
auditing functionalities built into them.

« If you are using Windows Autopilot, set the user account type to standard in the
Autopilot profile. This will allow the user to enroll a device onto Azure AD and
Intune but remain a standard user.

o For Azure AD-joined devices, leverage the additional local administrators on the
Azure AD-joined devices setting in Device Settings, also known as the Device
Administrators Azure AD role.


https://www.microsoft.com/en-us/download/details.aspx?id=46899
https://www.microsoft.com/en-us/download/details.aspx?id=46899
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Tip
Using the Device Administrators Azure AD role is a convenient way to add

accounts as local administrators, but be mindful that this will make them an
administrator for all Azure AD-joined devices.

Next, let's look at external or guest accounts, which are commonly referred to as B2B.

Managing Azure external user access (B2B)

Azure AD B2B is a game-changer within the enterprise identity space. When looking
back at the traditional model with AD and on-premises applications, providing access to
external partners was far from an easy task. For most, setting up an identity within their
local directory server was probably standard practice. This meant needing to create and
manage the life cycle of external accounts within your environment, far from a secure
model. Others may have set up AD FS or third-party federation applications to support
the ability to allow the external party to use their own ID. The issue with this is the
involvement, complexity, and effort to set up the federation between external vendors. The
more external vendors you work with, the more integrations you will need to set up and
systems to manage.

Azure AD B2B allows you to simply invite an external or guest user into your Azure
environment and provide them access to your applications and services. Once invited into
your organization, the external user then authenticates with their current work identity
and password to access approved applications. There is no need to provision new accounts
or add any additional infrastructure to support collaboration with your external users. The
best part of this process is the user's identity is managed and maintained by their hosting
organization, which is a significant improvement over past models. Once the external user
is termed within their hosting environment, they can no longer access your environment.
From a security and auditing perspective, this is a major advantage.

You can learn more about Azure AD B2B from https://docs.microsoft.com/
en-us/azure/active-directory/b2b/what-is-b2b.


https://docs.microsoft.com/en-us/azure/active-directory/b2b/what-is-b2b
https://docs.microsoft.com/en-us/azure/active-directory/b2b/what-is-b2b
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To view and access the external user settings, log into https://portal.azure.com,
click on the portal menu at the top left, and choose Azure Active Directory. Select User
Settings and click on Manage external collaboration settings. Here, you can configure
the external collaboration settings. The settings in the following screenshot are a good
place to start to secure your external collaboration settings:

Microsoft Azure 2 Search resources, services, and docs (G+/)

Home > Windows Security and Hardening - User settings > External collaboration settings

X External collaboration settings
Save >< Discard
Guest users permissions are limited (1)

Yes No

Admins and users in the guest inviter role can invite @

No

=
H
w

=
o
3
o
1]
w
o
o
-]
5
' :
o
m
S]

Yes No

Guests can invite (1)

Yes No

Enable Email One-Time Passcode for guests (Preview) @O
Learn more
Yes No

Collaboration restrictions

o Allow invitations to be sent to any domain (most inclusive)
o Deny invitations to the specified domains

@ Allow invitations only to the specified domains (most restrictive)

Delete

[:I Target domains

D l approveddomain.com

| example.com or *.example.com or example.*

Figure 7.3 - The Azure AD external user settings


https://portal.azure.com
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To invite a new external user into your organization, go back to the Azure AD
management screen and click on Users, then click on New Guest User. You will be asked
to provide information, such as Name, Email address, First name, Last name, Personal
message, Groups, Roles, Usage location, Job title, and Department. By default, the user
will not have access to anything other than the Office 365 portal. Once this information is
entered, click on Invite.

The external user will receive a welcome email, as in the following screenshot, to accept
the invitation and gain access to your environment using their business email:

You're invited to the Windows Security and Hardening organization - Message (HTML)

File Message  Help O Tell me what you want to do

lm] T EV‘ 6) «') 4) BProtectV ‘ &MarkUnread HEV FV“ ,oFind ‘ O\Zoom ‘ sise

You're invited to the Windows Security and Hardening organization

. ) ] . - . Repl & Reply Al —> Forward
Mark Dunkerley from Windows Security and Hardening (via Microsoft) <invites@micros <9 Reply S Reply i
To  Mark Dunkerley Tue 1/28/2020 1:00 PM

(@ If there are problems with how this message is displayed, click here to view it in a web browser.

Windows Security
& Hardening

You've been invited to access applications in the

Windows Security and Hardening organization
by

Mark Dunkerley

Hi, Welcome to the Windows Security and Hardening
environment. This is your invititation to access our
primary application to access services. Please contact
support if you have any issues accessing.

Figure 7.4 — An invitation example for B2B access

Microsoft has both B2B and B2C as part of its guest access services. You can visit
https://docs.microsoft.com/en-us/azure/active-directory/b2b/
compare-with-b2c to view the differences.


https://docs.microsoft.com/en-us/azure/active-directory/b2b/compare-with-b2c
https://docs.microsoft.com/en-us/azure/active-directory/b2b/compare-with-b2c
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The Azure AD B2B model is extremely powerful and allows you to move away from old
methods of needing to provision accounts within your environment. The model is very
simple and, from a security and auditing perspective, is a step in the right direction.

Tip
To enforce additional security on your external and guest users, use a
conditional access policy to enforce MFA.

Next, let's discuss the different types of administrative roles available on the Azure cloud.
It's important to cover these roles as they directly relate to your Windows systems due to
their control over the management plane in which Windows is administered.

Understanding the Azure cloud administrative roles

Administrative role permissions are worth discussing as they can have a direct impact on
your Windows workstations and servers that run in the cloud. An example of this is that
an Office administrative role may have permission to add or remove licenses. If an Intune
license is removed, then the user will be kicked out of Intune management. Another
example could be an Intune administrator that can perform actions such as adding or
removing apps and configurations, as well as accidentally initiating remote actions, such
as wiping or deleting a device. It is important that these permissions are only assigned as
needed and limited. There are many types of cloud-based administrative roles that serve
different purposes, and although they are named similarly, they can perform different
types of actions. Let's break them down into a few categories, which include the following:

o The Office 365 admin and Azure AD roles
o Intune roles

 Security and compliance admins

Let's look at these different types of admin roles.
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The Office 365 admin and Azure AD roles

These administrative roles are mainly available to be assigned in the Microsoft 365
(M365) admin center and are commonly used to assign permissions that administer many
of the SaaS offerings from Microsoft, such as SharePoint or Teams. Most of the M365
admin roles will overlap with the Azure AD roles and an assignment in either portal will
be honored. Some examples of Office 365 admin roles include the following:

o SharePoint admin
« Exchange admin
o Teams admin

o PowerBI admin

Tip
The M365 admin center has a useful feature called Compare Roles. Select up
to three roles to compare their permissions.

The following screenshot shows the Compare roles page:

Roles > Compare roles

Compare permissions for up to 3 roles at a time so you can find the least permissive role to assign.

¥ Export P search
Teams admin Teams communication support
specialist
Full access to Teams & Skype admin
center, manages Office 365 groups and Reads user call details only for a spe
service requests, and monitors service user to troubleshoot communication
Permissions health. issues.
Read basic properties on all resources in Microsoft 365 admin center L] *
Manage all aspects of Skype for Business Online L] L 4
Read and configure Service Health L] *
Read and configure Azure Service Health L] L 4
Read Office 365 usage reports L]
Create and manage Office 365 service requests L]

Figure 7.5 - The M365 admin center Compare roles page



238 Identity and Access Management

Like Office 365 admin roles, the Azure AD roles are used to grant access to Azure AD and
other Microsoft services. They also contain additional roles specific to managing Azure
AD directories and B2C identities.

Next, let's look at the roles that are specific to managing aspects of the Intune service.

Using Intune roles

You can use Intune roles to limit access to specific functions inside Intune and to create
custom roles. Intune administrator is the only built-in role available to M365 and Azure
AD roles and grants full administrative access. Use the Microsoft Endpoint Manager
admin center to granularly assign permissions using the built-in roles. The following
screenshot shows some of the built-in roles available for assignment:

Home > Tenantadmin > Intune roles - All roles

Intune roles - All roles

Microsoft Intune

| O Search (Ctrl+/) | « -+ Create O Refresh
@ Overview Intune’s roles help you to assign permissions to administrators.
Manage | O Search for a role name
= Allroles D Name Tv Type
@ Scope (Tags) \:\ Policy and Profile manager Built-in Role
\:\ School Administrator Built-in Role
Monitor
D Help Desk Operator Built-in Role
& My permissions o o
\:\ Application Manager Built-in Role
Help and support D Endpoint Security Manager Built-in Role
2 Help and suppor \:\ Read Only Operator Built-in Role
\:\ Intune Role Administrator Built-in Role
\:\ Intune Device Delete Custom Role

Figure 7.6 — Intune roles within the Microsoft Endpoint Manager admin center

Next, let's look at the Security & Compliance administrative roles.
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Security and compliance admins

The security and compliance admin roles contain permissions that are specific to
compliance and document forensic tasks, such as data loss prevention, litigation holds,
and eDiscovery. While they don't have a direct impact on Windows systems and
subsystems, admins with these assigned roles can view classified documents, OneDrive
files, email content, and where these files move to. These types of permissions are often
exploited for corporate espionage. The following screenshot shows the security and
compliance roles:

Office 365 Security & Compliance

:qq Home > Permissions

Assign permissions to people in your organization so they can perform tasks in the Security & Compliance
here, you'll need to use the Exchange admin center and SharePoint to set permissions for others. Learn

To assign permissions for archiving, auditing, and retention policies, go to the Exchange admin center.

L_'ﬁ To assign permissions for document deletion policies, go to the Document Deletion Policy Center.

|:| Name Last modified ™

<
|:| Reviewer January 28, 2020
& |:| Records Management January 28, 2020
[~ |:| Content Explaorer List Viewer January 28, 2020
EI |:| Insider Risk Management January 28, 2020
O |:| Compliance Data Administrator January 28, 2020

Figure 7.7 — The Office 365 security and compliance roles

Now that we have identified different types of privileged roles, including Office 365 and
Azure AD admin roles, let's look at how you can protect access to your Windows systems
using PAM and other identity management tools.



240 Identity and Access Management

Implementing PAM security tools (PAM, PIM, and JIT)

When referencing the topic of privileged access security in terms of securing access to a
Windows server, we can think of it as the action of accessing a server with an account or
service with elevated rights. This account can be used interactively with remote desktops
with tools such as PowerShell, or as a service account leveraged to run an underlying
system service or scheduled task. We would not want anybody to have access to use these
accounts or even apply elevated permissions to a user account granting rights to perform
highly privileged actions on systems in the environment. Let's look at three ways to secure
access using PAM, Privileged Identity Management (PIM), and Just-In-Time (JIT)
solutions.

Using PAM

A PAM solution can be critical in helping organizations secure access to systems, meet
compliance, and monitor the privileged accounts used in their environment. Privileged
access can be defined when an administrator or account accesses a sensitive system

and, therefore, directly exposes it to a higher risk of attack due to the ability to perform
privileged actions. With an ever-growing threat landscape and a seemingly unlimited
amount of attack vectors, implementing a PAM solution can provide a huge benefit in
strengthening your company's security posture. PAM also helps organizations maintain
compliance and avoid penalties from compliance violations if access is regularly audited.
By implementing a PAM solution coupled with a JIT request approval process, the risk of
compromise is greatly reduced. The core principle of JIT access uses a workflow approval
process that provides temporary access or grants escalated permissions when needed. It
helps eliminate the need for free-standing privileged accounts. A free-standing account
always exists in the environment, whether it is actively in use or not, and can make great
attack targets for malicious actors.

When choosing a PAM solution, look for the following core sets of features:

o Account discovery for all systems, devices, and applications, which includes, but
is not limited to, Windows, Linux, Unix, Cisco devices, and other networking
equipment

o The ability to manage local accounts and service accounts and restart services when
needed to minimize the impact

 Credential management capabilities, including password rotation, a workflow
approval process, and auditing trails

« Password rotation for stale passwords of free-standing (always-existing) privileged
accounts
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« The ability to provide access to systems using tools, such as web password fillers and
Remote Desktop Protocol (RDP) Secure Shell (SSH) launchers, that never expose
credentials

« Discovery alert rules to notify the security team if new backdoor accounts were
created without approval

 Automation workflows for privileged execution using scripted tasks

« Monitoring and auditing capabilities through remote session recording, command
logging, and analytics

 The capability to link to an IT Service Management (ITSM) tool or change
management process

« SIEM integration for leveraging Security Operations Center (SOC) services

o Third-party access leveraging Single Sign-On (SSO) and MFA

Saa$ solutions are becoming a popular option in the PAM space. Depending on your
use case for PAM, a Saa$ solution can offer a lighter footprint and eliminate the need to
deploy extensive infrastructure

Next, let's enhance the PAM solution and look at JIT access.

Connecting with JIT access

JIT access is used to provide an account with the permissions needed to perform its
operations for a limited time and then remove unnecessary access after the time expires.
While PAM is a means to control access to accounts, JIT adds an additional layer to help
mitigate any risks from "free-standing” or always-available accounts. Typically, access is
granted through an approval process with a set of policies that defines who can request
the defined role. With this, JIT helps enforce the principle of least-privilege. Many PAM
vendors have a JIT solution built into their product, these days. Azure offers two solutions
that have a similar feature set, as described previously, called Azure PIM and Azure
Security Center JIT access. Azure JIT is available through Azure Security. Azure JIT
provides JIT access by policing the inbound traffic ports used for the remote management
of your virtual machines by a set of rules enforced through network security groups. By
using an approval workflow through Azure Security Center, when access is granted, the
locked-down ports are opened.
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Tip

Chapter 6, Network Fundamentals for Hardening Windows, includes a
walkthrough to configure Azure Security Center JIT access, but further reading
can also be found at https://docs.microsoft.com/en-us/
azure/security-center/security-center-just-in-
time.

While Azure Security Center JIT access protects access through network rules, let's look at
Azure PIM to provide temporary access to admin roles through eligibility.

Enabling admins with Azure AD PIM

Azure PIM is a service that allows you to control access to resources and services in Azure
at the identity level. Let's consider an example of the VP of sales for a company to explain
"privileged" identity. This VP may be considered high profile, but in the context of PIM,
it's unlikely that they have any elevated access permissions to IT services and resources. A
service desk employee, on the other hand, who may be an offshore resource or an hourly
based employee, may have been over-provisioned and assigned a contributor role to your
subscription at some point to perform a function. They may also have local administrator
rights to Azure devices and/or server operator group membership in AD.

This service desk employee's account would be considered a privileged identity. Not

only is the principle of least-privilege thrown out the window in this example, waiting
for regular auditing of account permissions to flag this account as a high risk to remove
privileges could occur too late, and your organization might be at risk if this account is
compromised. Implementing Azure PIM helps balance these security risks while still
allowing your employees to perform their duties safely. In fact, a key benefit of PIM is
detecting which users are assigned privileged roles as a built-in auditing capability. PIM
is built around the concept of eligibility by leveraging "eligible" admins as opposed to
permanent admins. A permanent admin is a user who always has the privileges needed to
perform their required actions. An eligible admin is a role that requires a user to activate
their eligibility when they need to perform an elevated function. As far as permissions
are concerned, both a permanent and an eligible admin can have the same rights, but the
eligible admin doesn't need these permissions all the time.

For more information on the Azure PIM service, go to https://docs.microsoft.
com/en-us/azure/active-directory/privileged-identity-
management /pim-configure.


https://docs.microsoft.com/en-us/azure/security-center/security-center-just-in-time
https://docs.microsoft.com/en-us/azure/security-center/security-center-just-in-time
https://docs.microsoft.com/en-us/azure/security-center/security-center-just-in-time
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-configure
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-configure
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-configure
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In the following example, we are going to set up an eligible admin in Azure PIM for the
Intune administrator Azure AD role. We will require justification and a ticket number
reference and we will need to specify a maximum time that the role can be active for.
Then, we need approval to activate it.

Azure AD Premium P2 is required to use and manage Azure PIM:

https://docs.microsoft.com/en-us/azure/active-directory/
privileged-identity-management/pim-getting-started

Take the following steps to enable Azure PIM:

A A e

10.
11.
12.
13.

Log in to the Azure portal at https://portal.azure.com.
Search for Azure AD Privileged Identity Management and select it.
Select Azure AD Roles from the Manage section.

Select Settings under Manage.

First, we will modify the Intune service administrator role. Select Roles, and then
find and select Intune Service Administrator.

Change the maximum activation duration (in hours) to 2. Enable Notifications,
Incident/Request ticket, and Require Approval.

Scroll down and click on Select approvers and choose your account or an approver.
Choosing at least two approvers is recommended.

Click Save.

Tip
Enable Multi-Factor authentication is grayed out for this role, but some roles

require it to be enabled. Make sure you check the other role settings and enable
MFA when requesting activation.

Now, let's make a user an eligible admin for this role. Click on Azure AD
Roles - Settings in the breadcrumb navigation to go backward. Select Members
under Manage.

Click on Add Member.

Choose Select a role, select Intune Service Administrator, and click on Select.
Choose Select members and find an eligible user, then click on Select.

Click on OK.


https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-getting-started
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-getting-started
https://portal.azure.com
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By default, it will add the user as an eligible activation to the Azure AD role. When the

user logs in to the Azure portal, they can search for Azure AD PIM and choose the Azure
AD roles. It will display a list of eligible and current active roles. The following screenshot
shows the activation screen:

My roles - Azure AD roles » Intune Service Administrator » Activation

X

Intune Service Administra... & X

Role activation details

[ ] Deactivate

[> Activate

NAME
George Mann

EMAIL
gmann@windowssecurityandhardening.com

ACTIVATION
Eligible

EXPIRATION

Activation 0 X

Role activation details

Custom activation start time

Activation start time

l 01/22/2020 EIH 5:26:08 PM l

[ (UTC-05:00) Eastern Time (US & Can... v |

Activation duration (hours)

0 [o5 ]

The end time of activation would be
1/22/2020, 5:56:08 PM.

Ticket number * ()

| REQ5546213 v

Ticket system

| ccsN v|

Activation reason (max 500 characters) *

| Add an application to Intune.| \/l

Figure 7.8 — Activate a user as an Intune service administrator

This is a very basic example of how Azure PIM can be used to protect your Windows
systems. PIM also extends beyond Azure AD roles to Azure RBAC for managing

resources. Discovery is also useful for finding and auditing all permanent and eligible
privileged roles in your subscription.

Tip

Azure PIM also supports external users to collaborate on Azure resources
using B2B. For more information about B2B, visit ht tps: //docs.
microsoft.com/en-us/azure/active-directory/
privileged-identity-management/pim-resource-roles-

external-users.



https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-resource-roles-external-users
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-resource-roles-external-users
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-resource-roles-external-users
https://docs.microsoft.com/en-us/azure/active-directory/privileged-identity-management/pim-resource-roles-external-users
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Next, let's look at Azure RBAC and provide an overview of how it's used for authorization

Using Azure RBAC

Once the account is set up and active, authorization will need to be added, depending
on how many systems, services, applications, or access to third-party environments are
needed. RBAC is the best solution to solve this challenge, but in most cases, you are not
able to implement it 100% because of the constant growth and change. RBAC in Azure
is used for the authorization of access to Azure resources by using role assignments.
An example of an Azure resource could be anything from a virtual machine, a virtual
network interface, Azure Firewall, or a load balancer, to name a few. RBAC roles are
assigned actions based on resource providers and are typically assigned to a scope for
granularity. Azure already has many built-in roles, and custom roles can be built using
them as a template. To read the official documentation on RBAC for Azure resources,
visit https://docs.microsoft.com/en-us/azure/role-based-access-
control/.

Tip
We covered creating a custom RBAC role in Chapter 3, Server Infrastructure
Management.

In this section, we covered various topics regarding identity and access management.

To recap, we covered the account life cycle, beginning with the source of authority from
HR to ensuring proper controls are in place to disable accounts when employees leave

the company. Next, we discussed local administrator accounts and accounts that allow
collaboration from external vendors, known as B2B. Finally, we discussed cloud-based
administrative roles in Azure and Office 365 and finished discussing access management
solutions, such as PAM, PIM, and JIT, before ending with RBAC. Next, let's look at the
methods used for authentication, as well as how best to protect these methods and provide
a good and secure experience for your end users.


https://docs.microsoft.com/en-us/azure/role-based-access-control/
https://docs.microsoft.com/en-us/azure/role-based-access-control/
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Understanding authentication, MFA, and
going passwordless

In this section, we will review authentication as you are familiar with it today. We will also
look at MFA and its importance in today's technical world. We will finish with a review

of what we can expect the next generation of authentication to look like with no more
passwords. As already stated, a compromise of credentials is one of the most common
methods of a breach today. Our current authentication models are outdated and need
updating. The traditional method of entering a username and password is simply not
acceptable and you need to make changes to improve. If you don't have a strategy in place
to improve your authentication posture, add it to your top three security priorities. We
need to assume that our account information and passwords have already been breached.
If they haven't, it's only a matter of time before they are!

Looking at a traditional on-premises deployment, authentication methods consist

of Kerberos, Integrated Windows Authentication, Digest Authentication, NTLM
authentication, or TLS/SSL, depending on what you are accessing from your device and
how you are accessing it. Modern authentication within Azure AD uses an access security
token with claims, OAuth 2.0, and SAML, depending on what you are accessing and how
it's been configured. Using a hybrid model will include all of these protocols as part of
your authentication process, depending on what is being accessed and where the service is
being provided.

Tip
For your on-premises deployment of AD, it is highly recommended that you

enforce secure LDAP. By default, LDAP traffic is not encrypted and could easily
be viewed by an attacker within your network.

Let's look at password management and recommendations for how to manage passwords.
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Securing your passwords

Since passwords are still relevant and will be for a while, it is important to review

your current policies and it could be time to make some changes based on newer
recommendations. Your current password policies may consist of what has always been
recommended as standard. This includes changing them every 90 days, using 8 characters
as a minimum, and ensuring complexity. Now, security research has suggested new
recommendations based on advances in cracking tools, password leaks on the dark web,
predictable passwords as a result of frequent change, and users writing them down due

to complexity. The following current recommendations are now widely recommended to
counter these challenges:

+ Consider using passphrases over passwords.
« Use a minimum of 12 characters. The more the better.

« Remove the periodic requirements to change passwords and only change them in
the event of account compromise.

o Don't use common passwords.

» Reduce complexity rules to allow passphrases to be easier to remember.

In your Windows AD environment, you can configure your password policy natively
using Group Policy if you only require one policy for your domain. If there is a
requirement to deploy additional password polices, then a fine-grained password policy
can be configured and allows multiple password policies per domain. An example of this
would be to enable a stronger password requirement for privileged accounts.

Tip
You can only apply a fine-grained password policy against global security

groups or user objects. In addition, to use fine-grained password policies, the
domain functional level must use Windows Server 2008 or newer.
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Take the following steps to implement a password policy using Group Policy:

1. To change the password policy using Group Policy, open the Group Policy
Management snap-in from your management workstation.

2. Right-click on Default Domain Policy, select Edit, then browse to Computer
Configuration | Policies | Windows Settings | Security Settings | Account Policies
| Password Policy. In the following screenshot, you can see where to configure your
domain password policy:

1= Group Policy Management Editor - m] x
File Action View Help
e nm XE

=] Default Domain Policy A || policy Policy Setting
~ & Computer Configuration

53 5 24 Enforce password history 1 password remembered
e P.?h:lt: Setti ) Maximum password age 0 days
: J Wind:::s Sett:'lgss 2 Minimum password age 0 days
j B Name lefnion Policy [ Minimum password length 12 characters
) Scripts (Startup/Shutdown) \iie| Password must meet complexity requirements: Enabled
5 ; Deployed Printers lilg| Store passwords using reversible encryption Disabled

v i Security Settings
v jﬂ Account Policies
> _f Password Policy
> [ Account Lockout Policy
5 [ Kerberos Policy
&l Local Policies
& Eventlog
Restricted Groups
& System Services
A Registry
» [ File System
> B4 Wired Network (IEEE 802.3)
» [] Windows Firewall with Advan
] Network List Manager Policies
> ’-d Wireless Network (IEEE 802.11)
» [] Public Key Policies v
< >

B .

>
>
>
>
?

Figure 7.9 - Default AD domain password policy
Use the following steps to implement more than one password policy using a fine-grained
password policy:
1. To use fine-grained password policies, log in to your domain controller (Windows
2012 or newer) with the appropriate permissions.

2. Search for Active Directory Administrative Center and click on domain (local),
then double-click on System and double-click on Password Settings Container.

3. Right-click on the main screen and select New, then click on Password Settings.
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4. Fill out the requirements for your password policy and select the groups of users
that the policy will apply against, then click OK. The following screenshot shows the
new policy screen:

Create Password Settings: User Password Policy Tasks v | [secrions v |
Password Settings | Pasoword Settings @& @
Directly Applies To

SR Mame: #  User Password Policy Password age options:

Frecedence: * 1 Enforce minimum password age

¥ Enforce minimum password length User cannot change the password within (da... * 1
Minimum password length (characters): * 12 Enforce maximum password age

[¥f] Enfarce password history User must change the password after (days): 3¢ 365
Number of passwords remembered: * 10 [¥] Enforce account lockout policy;

7] Password must mest complesity requirements MNumber of failed logon attempts allowed: * 10

Reset failed logon attempts count after (mins): 7 30

] Store password using reversible encryption Account will be locked out

® For a duration of {minsk; 2 30
[+/] Protect from accidental deletion () Until an administrator manually unlocks the account
Descriptian:
Password Policy for All Standard User Accounts
Directly Applies To @DE@

-
MName Mail

Figure 7.10 - Fine-grained password policy

For your Azure password policy, your options to modify are limited. By default, any
account created in Azure can use a password between 8 to 256 characters, requires
complexity, expires every 90 days, receives a notification after 14 days of setting it, doesn't
allow the last used password to be used again, and locks a user out after 10 incorrect
attempts. There are two sections to configure your Azure passwords. The first section is
for setting the password expiration and the number of days that the user will be notified
before expiration. To modify these settings, follow these steps:

1. Logintohttps://portal.office.comwith the correct permissions.

2. Click on the menu at the top left. Click on Admin | Show All | Settings. Click on
the Settings sub-menu, then on Security & Privacy | Password expiration policy.

3. Select Set user passwords to expire after a number of days to configure the two
options. These policies apply to any accounts created directly in Azure AD.


https://portal.office.com
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The second section is the Password Protection section to prevent users from using easily
guessed passwords and to customize the lockout settings for your tenant. To modify these
settings, follow these steps:

1. Logintohttps://portal.azure.com/ with the correct permissions.

2. Click on the menu at the top left. Click on Azure Active Directory | Security |
Authentication Methods | Password Protection.

3. Here, you can modify the lockout threshold and the lockout duration in seconds,
enable a custom banned list, enable password protection on a Windows Server AD,
and change the password protection mode to Enforced or Audit.

The following article provides instructions to deploy Azure AD password protection
on-premises:

https://docs.microsoft.com/en-us/azure/active-directory/
authentication/howto-password-ban-bad-on-premises-deploy

Next, let's look at configuring Self-Service Password Reset (SSPR) as a self-help tool for
your users.

Introducing SSPR

SSPR is a feature of Azure AD that allows users to self-set, reset/change, or unlock their
passwords. This feature is only free for cloud identities looking for password change
functionality. If syncing from an on-premises AD, then M365 Business or Azure AD
Premium P1 or greater is required. For this discussion, let's assume we have hybrid users
that have an on-premises AD identity synchronized to Azure AD.

In this section, we are going to cover how to enable SSPR, as well as how to configure

a link on the Windows login page in the event that a user cannot get into their device.
This can considerably minimize support calls and save the worker's time if they forget
their password or device PIN. To do this themself from the end user's perspective, all
that is required is an internet connection and an alternative method of authentication,
depending on the SSPR configuration. To enable SSPR and set up the authentication and
registration methods, follow these steps:

1. Login to the Azure portal at https://portal.azure.com.

2. Go to Azure Active Directory | Users | Password Reset and choose All (or
Selected to test), then click Save.


https://portal.azure.com/
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-password-ban-bad-on-premises-deploy
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-password-ban-bad-on-premises-deploy
https://portal.azure.com
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Tip
You only can choose one security group if you are using the Selected option to
enable SSPR. Keep this in mind if you're thinking about rolling this out.

Choose Authentication methods under the Manage menu. Select 1 for the number
of methods required to reset and select Mobile app code and Mobile phone as the
methods available to users. Click Save.

Choose Registration under the Manage menu. Leave Yes selected to require
users to register when signing in and leave the default value of 180 days to require
re-confirmation of their authentication information.

Tip

This is an important setting worth noting if you're using regular user identities
as service accounts. If SSPR is scoped to All users, then any service account
will be required to re-confirm their verification methods every 180 days

and can cause a process to stop as a result. The best practice is to use service
principals as service accounts in Azure.

Choose Customization under the Manage menu. Choose Yes to customize the help
desk link and enter an email or URL to your service desk.

Choose On-Premises integration under the Manage menu. In order to configure
password writeback, Azure AD Connect must be set up with the password
writeback configuration. Choose Yes and select No for the option to allow users to
unlock accounts without resetting their password.

The following screenshot shows the password writeback to on-premises AD setup
option on the self-service password reset page:

Password reset - On-premises integration

- Azure Active Directory

o4
X Diagnose and solve problems

Manage o

" Properties
¥ Authentication methods Write back passwords to your on-premises directory? (O
. . [ ves No )
Registration _—

Allow users to unlock accounts without resetting their password? (o)

N~ )

Bl Notifications
T customization

37 On-premises integration

Activity

Figure 7.11 — On-premises AD integration
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For more information about how to configure password writeback with Azure AD
Connect, visit https://docs.microsoft.com/en-us/azure/active-
directory/authentication/howto-sspr-writeback.

Once the self-service password reset has been configured, users can go directly to
https://aka.ms/sspr to reset their passwords.

After they enter their user ID and enter the characters for the CAPTCHA, they will be
asked to verify their identity with an alternative method, as shown:

Windows Security
& Hardening

Get back into your account

verification step 1 > choose a new password

Please choose the contact method we should use for verification:

OText my mobile phone Enter the code displayed in your authenticator app.

Enter your verification code

O call my mobile phone

@® Enter a code from my
authenticator app

Figure 7.12 - The self-service password reset portal asking for additional security verification

Now that we have enabled SSPR, we will show you how to implement the Reset password
link on the Windows 10 login screen.

Implementing SSPR for Windows 10 login

There are a few prerequisites and limitations to keep in mind before enabling the Reset
password link on the Windows 10 login screen. This next walkthrough is going to assume
that your workstations are all Windows 10 Azure AD-joined and Intune-managed. We
will be using a custom OMA-URI setting on Intune device restriction profiles to deploy
the configuration service provider (CSP).


https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-sspr-writeback
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-sspr-writeback
https://aka.ms/sspr
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For more information around the limitations and restrictions of using the Reset password
link for Windows 10 clients, visit https://docs .microsoft.com/en-us/azure/
active-directory/authentication/howto-sspr-windows.

To enable the Password Reset link on the Windows 10 login page, follow these steps:
1. Login to the Microsoft Endpoint Manager admin center at
https://devicemanagement .microsoft.com.

2. Click on Devices and choose Configuration profiles under Policy. Create
a new profile.

3. Giveita friendly name, such as Device Restriction - Windows 10 SSPR,
and a description. Select Windows 10 and later for Platform and choose Custom
for Profile type.

4. Click on Add to add a new OMA-URI setting with the following configurations:
Name: Self-Service Password Reset
Description: Windows 10 Reset Password link

OMA-URI: . /Vendor/MSFT/Policy/Config/Authentication/
AllowAadPasswordReset

Data Type: Integer
Value: 1

5. Click on OK and select Create. Click on Assignments and choose a security group
or specific users or devices.


https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-sspr-windows
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-sspr-windows
https://devicemanagement.microsoft.com
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The following screenshot shows the Reset password link that takes the user to
the Azure AD SSPR web page:

Reset password
Sign-in options

Figure 7.13 — The Windows 10 Reset password link

We just covered passwords and the best practices for password management. Next, let's
look at one way to eliminate the need for users to enter passwords multiple times, creating
a better and more secure user experience with Azure AD Seamless SSO.

Using Azure AD Seamless SSO

Organizations whose devices are not fully Azure AD-joined can still leverage Azure AD
authentication for domain-joined systems using Azure AD Seamless SSO. With Azure
AD Seamless SSO, users' passwords are validated using either Azure AD pass-through
authentication or Azure AD password hash synchronization. Both can provide a seamless
SSO experience for users to access apps, such as Office 365, Saa$, and other line-of-
business apps, without requiring additional login. First, let's clarify the difference between
pass-through authentication and password hash synchronization.
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Azure AD pass-through authentication allows a synchronized password between
on-premises and the cloud. Passwords are validated directly against a Windows Server
AD. Choose pass-through authentication if you wish to enforce on-premises security
and password policies and do not want passwords to be stored with the Azure AD
authentication service.

Azure AD password hash synchronization synchronizes the stored on-premises password
hash to the Azure AD authentication service using Azure AD Connect. Authentication
takes place against Azure AD, not against on-premises AD. Whenever a password

is changed on-premises, the password is synced (within 2 minutes) to Azure AD. If
password writeback is configured, then a user can change the password from the cloud
and sync it back on-premises. If using password hash synchronization, any on-premises
password complexity policy will override any policies configured in the cloud. Any
on-premises expiration policy will not be honored in the cloud and if a user's password
expires on-premises, cloud services will not be interrupted.

Tip

Currently, a policy called
EnforceCloudPasswordPolicyForPasswordSyncedUsers is
in public preview, as well as a feature to synchronize temporary passwords with
the ability to force a password reset on the next login.

Next, let's consider seamless sign-on. Not only can the user use the same password to

log in to cloud applications, but with a few additional configurations, they can now also
silently sign in to apps, such as the Office 365 web portal, without having to re-enter their
credentials. In the Azure AD pass-through authentication architecture, the Azure AD
Connect agent allows the passing of Kerberos tickets to and from the domain up to the
cloud to provide an authentication mechanism. To view the status of Azure AD Connect,
as well as the agent status, follow these steps:

1. Login to the Azure portal at https://portal.azure.com.

2. Choose Azure Active Directory and select Azure AD Connect from the
Manage section.

3. Under the User Sign-In section, Pass-through authentication status should be
set to Enabled. You can click on it to view its status, IP address, and any warnings
issued for the authentication agent.


https://portal.azure.com
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If you are leveraging Azure AD pass-through authentication, there is one additional step
that is needed for your endpoint to leverage the feature using Group Policy. There are two
Azure AD URLs that need to be added to your computer's intranet zone that will allow
successful Kerberos pass-through. Take a look at these steps:

1. Add the URLs to User Configuration > Administrative Templates > Windows
Components > Internet Explorer > Internet Control Panel > Security Page > Site
to Zone Assignment List.

2. Set this policy to enabled and add the following URLs with a value of 1. Anything
with a value of 1 is placed into the intranet zone:

https://autologon.microsoftazuread-sso.com
https://aadg.windows.net.nsatc.net

The following screenshot shows the added URLSs with a value of 1:

8 Site to Zone Assignment List O
[} Site to Zone Assignment List ]
Show Contents O X
(O Neot Configured
Enter the zone assignments here.

(@ Enabled
O Disabled Value name Value

» https://autologon microsoftazuread-sso .com

https://aadg windows net nsatc net 1

-

Options:
Enter the zone assign e

Figure 7.14 - The site-to-zone assignment list for trusted sites
The Microsoft documentation has a full write-up on SSO deployments and can
be reviewed at https://docs.microsoft.com/en-us/azure/active-
directory/manage-apps/plan-sso-deployment.
Next, let's look at how we can configure Azure SSO for other applications to leverage an
Azure AD identity and authentication.


https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/plan-sso-deployment
https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/plan-sso-deployment
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Configuring Azure SSO

You are probably already aware of SSO and most likely have it deployed within your
environment today. Having SSO in your environment provides significant improvement
and security over your account management. Without SSO, users would need usernames
and passwords for every application and service they need access to. Not only is this a bad
experience for the user but from an administration and operations perspective, it becomes
unmanageable. The downside is that one account now has access to many applications and
services with SSO, which is why it is important to ensure you provide strong access and
management policies with your user accounts. Applying technologies such as MFA and
location-based access will help with these scenarios.

The modern version of SSO from Microsoft is currently known as Azure AD SSO. Azure
SSO allows you to integrate your Azure identity into any SaaS, on-premises, or custom-
developed app that supports standard SSO protocols, such as the Security Assertion
Markup Language (SAML). The on-premises version of Azure SSO that you may be
familiar with is AD FS. AD FS has served a great purpose in the traditional world for
federation and SSO, but the infrastructure needed to support and maintain deployment
can become very complex. Shifting this service to Azure requires no infrastructure to
support SSO and integrating SSO has become very simple, with minimum configuration
and clicks needed. In addition to the standard SSO integration, Azure SSO builds on
Azure AD with the ability to use all the advanced and security features for your enterprise
app deployments.

A simple SSO setup with an external enterprise app using SAML can be configured by
taking the following steps:

1. Logintohttps://portal.azure.com.

2. Search for Enterprise Applications and navigate to the management console.
3. Click on All applications on the left, then click on New Application.
4

For the purposes of this demonstration, we will select Non-gallery application
(there are also many featured applications that you can select to set up SSO with
those apps).

5. Enter a name for the app and click on Add. Once you click on Add, you will be
directed to the new app.

6. Click on Single sign-on from the left-side menu, then click on SAML.

7. Next, you will be prompted to enter your SAML information. If you are using a
third-party SaaS app, it will need to provide you with the basic SAML configuration
and you will need to provide it with the SAML signing certificates.


https://portal.azure.com
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The following screenshot is of the SAML SSO configuration page:

Windows Security and Hardening App - SAML-based Sign-on

Enterprise Application

« $ Upload metadata file ) Change single sign-on mode

I overview

Deployment Plan Set up Single Sign-On with SAML

K Diagnose and solve problems . . .
Read the configuration guide ' for help integrating Windows Security and Hardening App.

Manage
o Basic SAML Configuration &
‘1T Properties
Identifier (Entity ID) Required
4k Owners Reply URL (Assertion Consumer Required
Service URL)
& Users and groups Sign on URL Optional
3 Single sign-on Relay State Optional
Logout Url Optional
D Provisioning
*  Application proxy
9 User Attributes & Claims V
C  self-service
givenname user.givenname
Security surname user.surname
emailaddress user.mail
% Conditional Access name user.userprincipalname

Figure 7.15 - The Azure Enterprise app with the Azure SSO SAML configuration screen

If you look at the left-side menu in the preceding screenshot, you will see that you have
the ability to configure who can access the app with the Users and groups option and you
can apply Conditional Access policies, audit logs, and much more to ensure access to your
Enterprise applications are hardened and secured.

Next, let's look at how to enable MFA.

Configuring MFA

One of the more important technologies in this book that we would recommend you
deploy immediately if not already enabled is MFA. Passwords have become obsolete,
especially used as the only factor for authentication. If you aren't using MFA with your
Azure subscription, then make doing so a priority now. The benefit of using MFA in
Azure is that you can complement it with Conditional Access policies or Azure AD
Identity Protection. Complementing MFA with these technologies means you don't have
to force the user to use MFA all the time, but instead, you can apply rules or risk-based
conditions that would enforce the need for MFA to be prompted. This provides a very
powerful, secure deployment and, at the same time, eases the technology onto your users
without causing too much disruption.
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Tip

Azure MFA is included in the free Azure AD license, but in order to take
advantage of the advanced features of MFA, you will need to increase your
license. The following link provides an overview of the different license types:

https://azure.microsoft.com/en-us/pricing/details/
active-directory/

To access the Azure MFA settings, follow these steps:

1. Logintohttps://portal.azure.com/.

2. Click on the portal menu at the top left and choose Azure Active Directory.

3. Select Security and choose MFA. You will see the following screen:

Home > Windows Security and Hardening > Security > Multi-Factor Authentication - Getting started

&’

«

#" Getting started

X Diagnose and solve problems

Settings

2 Account lockout

l"@ Block/unblock users
A Fraud alert
Notifications

ﬁ OATH tokens

£+ Phone call settings

v Providers

<7 Multi-Factor Authentication - Getting started

Azure Multi-Factor Authentication

Use MFA to protect your users and data. There are many ways of deploying MFA with Azure AD.
The best way is to use Azure MFA in the cloud and to apply it to your users using conditional
access.

Configure
Additional cloud-based MFA settings

Learn more

Deploy cloud-based Azure Multi-Factor Authentication
Configure Azure Multi-Factor Authentication

What is conditional access in Azure Active Directory?

Best practices for conditional access in Azure Active Directory

Figure 7.16 — The Azure MFA settings

Tip

users to use.

From the Getting started screen, click on Additional cloud-based MFA
settings to add/remove the specific verification options you would like your

You can find additional details on the configurations shown in the preceding screenshot
athttps://docs.microsoft.com/en-us/azure/active-directory/
authentication/howto-mfa-mfasettings.


https://azure.microsoft.com/en-us/pricing/details/active-directory/
https://azure.microsoft.com/en-us/pricing/details/active-directory/
https://portal.azure.com/
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings
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There are several authentication methods currently available on Azure AD. They include
the following:

Using the Microsoft Authenticator app on your Apple or Android device:
--Verification code provided on the app (renews every 30 seconds)

--A push notification where you click on Approve when prompted

A verification code provided to a hardware token

A call to your cell phone where you will need to press #

A text message to your phone with a verification code

There are three supported methods in which MFA can be required for your users:

Enabled at the user level, which will require MFA every time the user authenticates.
This option takes precedence over the other two methods, so it may not be the most
practical one to use. This option is more fitting for privileged accounts.

Enabled using Conditional Access policies, allowing the use of advanced criteria
such as the location, device state, device compliance, approved applications,
assigned roles, and so on. This requires the Azure AD Premium license to be
enabled on the user's device.

Enabled using Identity Protection, applied when any detected sign-in attempt or
user risk occurs. This also requires the Azure AD Premium license to be enabled on
the user's device.

You can enable user-level MFA by using the following steps:

Loginto https://portal.azure.com
Click on the portal menu at the top left, then click on Azure Active Directory.

Click on Users, then put a checkmark next to the user you would like to enable
MEFA for.

Click on Multi-Factor Authentication and a new window will open.


https://portal.azure.com
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5. Puta checkmark next to the user you would like to enable, then click on Enable, as
in the following screenshot:

mdunkerley@windowssecurityandhardeningcom | P
multi-factor authentication
users service settings

Mote: only users licensed to use Microsoft Online Services are eligible for Multi-Factor Authentication. Learn more about how to license other users,
Before you begin, take a look at the multi-factor auth deployment guide,

Wiew:  Sign-in allowed users T p hdulti-Factor Auth status: | Any A bulk update

MULTI-FACTOR AUTH
[  DISPLAY NAME =~ USER NAME

STATUS
O  George Mann gmann@windowssecurityandhardening.com Disabled
Mark Dunkerley
¥ Mark Dunkerley mdunkerley @windawssecurityandhardening.com Disabled
mdunkerley@windowssecurity
[0 Matthew Tumbarello miumbarello@windowssecurityandhardening.com Enforced

quick steps
Enable
Manage user settings
Figure 7.17 — Enabling MFA for a user
6. Click on enable multi-factor auth on the pop-up window, then click close.
When the user you enabled accesses the portal for the first time, they will be required to

set up MFA for their account. If the user is using the free version of an MFA license, they
will only see the mobile app option:

Windows Security
& Hardening

Additional security verification

Secure your account by adding phone verification to your password. View video to know how to secure your account

Authentication phone act you?
Office phone
Mobile app

How do you want to use the mobile app?

O  Receive notifications for verification

O Use verification code

To use these verification methods, you must set up the Microsoft Authenticator app.

Please configure the mobile app.

Figure 7.18 - Setting up MFA for the first time
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Tip

Microsoft no longer supports the MFA server as of July 1st, 2019. In order to
protect your on-premises infrastructure with MFA, you will need to review the
third-party options or ensure you have PAM in place for the best protection.

Next, let's look at using a form of biometric authentication to log in to your Windows
devices, known as Windows Hello.

Introducing Windows Hello

Windows Hello is Microsoft's biometric or PIN authentication feature for your Windows
10 devices. This technology replaces the traditional password authentication methods
that have always been used on Windows devices. Windows Hello works with a Microsoft
account, an AD account, or an Azure AD account. Support is also in progress to support
an identity provider service or a reliable party service that supports Fast ID Online
(FIDO) v2.0. Windows Hello provides two options for biometric authentication on
supported hardware, and the biometric data and PIN are only stored on the local device
and are not available externally. This is a significant security enhancement that helps
ensure an attacker isn't able to get a copy of your biometric data. The two options for
Windows Hello biometrics are as follows:

o Facial recognition
o Fingerprint recognition

Next, let's look at what it means to go passwordless.

Understanding going passwordless

Passwordless is the future and Microsoft's making a big push in this direction as an
authentication strategy. The technology is already available, and you can go passwordless
today. Unfortunately, it may not be easy to get to a passwordless world straight away,

but you do need to understand and begin this journey sooner rather than later. The
methods that are used to provide a passwordless world are currently much more secure
for your users.

With the elimination of passwords, authentication is improved by using something you
already have, such as a phone or a security key, in addition to something you are or
know, such as biometrics or a PIN. Microsoft supports passwordless authentications with
Windows Hello for Business, the Microsoft Authenticator app, or a FIDO2 security key.
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Tip

FIDO is an alliance that works toward improving today's authentication
challenges with passwords. They are looking to provide simpler and secure
authentication methods using open standards. You can view additional
information about thisat https://fidoalliance.org/.

To enable passwordless in Azure, follow these steps:

Loginto https://portal.azure.com

Click on the portal menu at the top left and choose Azure Active Directory.

1.
2.
3. Click on Security, then choose Authentication methods.
4.

Click on Authentication methods - Authentication method policy. Here, you can

configure FIDO?2 or the Microsoft Authenticator app for passwordless sign-in.

The following screenshot shows the configuration screen for passwordless:

Home > Windows Security and Hardening > Security > Authentication methods - Authentication method policy (Preview)

). Authentication methods - Authentication method policy (Preview)
#"" Windows Security and Hardening - Azure AD Security

[ search (ctrl+/)

‘<<

Manage
»  Authentication method policy (...

Password protection

IE Reset

o Click here to enable users for the enhanced registration preview. —

Configure your users in the authentication methods policy to enable passwordless authentication. Once configured, you will
need to enable your users for the enhanced registration preview so they can register these authentication methods and use

them to sign in.

Method Target Enabled
FIDO2 Security Key No
Microsoft Authenticator passwordl... No

Microsoft Authenticator passwordless sign-in settings

ENABLE TARGET
Yes Select users
No
Name Type Registration
USE FOR: P 9
* Signin All users Group
* Strong

authentication

Figure 7.19 — Enabling passwordless in Azure portal

As you can see from the screenshot, passwordless is in preview at the time of writing, and
is not generally available with full support.


https://fidoalliance.org/
https://portal.azure.com

264 Identity and Access Management

The final section we will cover in this chapter is Conditional Access and Identity
Protection, leveraging the power of the cloud for much more advanced identity
technology.

Using Conditional Access and Identity
Protection

Conditional Access is an Azure cloud policy tool that enforces compliance based on
conditions for your users. The Conditional Access policies allow you to specify criteria
against your users that will trigger specific requirements or exceptions based on the
location, device platform or type, application, group membership, and much more.
For example, if a user is not on a trusted device and is trying to access their email via
Exchange Online, they will be required to use MFA. This is a simple example, but the
possibilities of this scenario are extensive and allow increased security. Conditional
Access is a necessity within the cloud world, and you need to use it. If not, prioritize
and enable it immediately.

You can learn more about Conditional Access at https://docs.microsoft.com/
en-us/azure/active-directory/conditional -access/overview.

The following is a list of several use cases to get you started today with Conditional Access:

« Require MFA for your admins (privileged roles).

« Require compliant mobile devices before allowing access to company resources.
o Enable MFA for all guest users.

« Block all legacy authentication protocols.

« Allow users on trusted company devices to access resources without MFA.

« Block any access outside a specific region—for example, a United States-based
company could block any connection from everywhere outside the United States.

« Enforce MFA on any app that contains PII, whether on a trusted device or not.

 Only allow specific applications to be accessed from trusted devices.


https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/overview
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To set up a Conditional Access policy, follow these steps:

1. Logintohttps://portal.azure.com.

2. Click on the portal menu at the top left and choose Azure Active Directory. Click
on Security, then Conditional Access, then click on New Policy.

Tip

By default, Microsoft enables security defaults, which are a set of standard
security features that Microsoft enforces. To set up your own Conditional
Access policies, you will need to disable this by going to the portal menu at
the top left. Click on Azure Active Directory | Properties | Manage Security
Defaults . Change this setting to No, then click Save.

The following screenshot shows where you will need to set up your new Conditional
Access policy:

L Search resources, services, and docs (G+/)

Home > Windows Security and Hardening > Security > Conditional Access - Policies > New > Conditions

New X Conditions O X
@ Info @ Info
*
Name Sign-in risk O
‘ New Conditional Access Policy \/| X >
Not configured

Assignments Device platforms (O 5
Not configured
Users and groups (O S
0 users and groups selected Locations © S
Not configured
Cloud apps or actions (O S
No cloud apps or actions selected Client apps (Preview) © S
Not configured
Conditions (D S
0 conditions selected Device state (Preview) (D S

Not configured

Access controls

Grant ()

0 controls selected

Session ()

0 controls selected

Enable policy

(Report—only m Off )

Figure 7.20 - New Conditional Access policy


https://portal.azure.com

266 Identity and Access Management

Within the new policy, configure your assignments and the following
configurations:

Users and groups is where you can include and/or exclude users and groups.

Cloud apps or actions is where you can include or exclude apps as part of the
policy, as well as any user-specific actions.

Conditions is where you configure specific conditions for the policy. These include
Sign-in risk, Device platforms, Locations (using IP ranges or countries/regions),
Client apps, and Device state.

3. Next, you will configure your access controls:

Grant is where you can grant or block access. If you grant access, you can select
multiple requirements to comply with—for example, requiring MFA and devices to
be marked as compliant.

Session applies session limits to cloud apps.

4. Finally, select Report-only to review the policy or select On to enable, then click on
Done to complete the policy setup.

Tip
Ensure you thoroughly test the Conditional Access policy before enabling it

for the organization. There are scenarios where you could lock yourself out or
cause major disruption to your users if you don't test and validate.

To add an additional layer of security, you could also add a location condition to block
anyone from accessing the organization outside of a specific country. To do this, you can
build locations within the Named locations option within the Conditional Access policy
and add a new location based on IP ranges or country/region.

Tip

MFA does not work with legacy protocols, so it is highly recommended and
important that you block legacy authentication to prevent a breach with any
apps still using any legacy protocol. Some examples include POP, IMAP, and
SMTP. The following guide provides the steps to block authentication:

https://docs.microsoft.com/en-us/azure/active-
directory/conditional-access/block-legacy-
authentication
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Azure Identity Protection, like Conditional Access, is an Azure cloud-based security

tool. With the advancement of the cloud and its collective customers, Microsoft currently
analyzes 6.5 trillion signals per day to help better protect its customers and support
services like Identity Protection. Identity Protection provides security for your users

with any identity-based risks. Detection and remediation of these risks can be automated
for quick protection. There are two types of identity-based risks used. User risks try to
determine whether an account has been compromised and sign-in risks try to determine
whether the authentication request is from the real owner. Risk is identified by atypical
travel, anonymous IP addresses, unfamiliar sign-in properties, malware-linked IP address,
leaked credentials, and Azure AD threat intelligence.

Tip

To learn more about the risks, visit ht tps: //docs.microsoft.com/
en-us/azure/active-directory/identity-protection/
concept-identity-protection-risks.

To access Identity Protection and enable the policies, go to the portal menu at the top left.
Click on Azure Active Directory, choose Security, and click on Identity Protection to
access the Identity Protection features. Within this management console, you can enable
User risk policy, Sign-in risk policy, and MFA registration policy (required to protect
against sign-in risks unless you block access). To enable the user risk policy, select User
risk policy from the left and configure each of the following options:

« Users: Decides who will be included or excluded from the policy

+ Conditions: Where you select the user risk level (Low and above, Medium and
above, or High)

o Access: To block or allow access and require password change if allowed

« Estimated impact: To provide an overview of the percentage that the user's policy
will apply to
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Once configured, change the policy to On and click Save. The following screenshot shows
the User risk policy configuration screen:

= Microsoft Azure L Search resources, services, and docs (G+/)

Home > Windows Security and Hardening > Security > Identity Protection - User risk policy

Identity Protection - User risk policy

|/O Search (Ctrl+/)

‘((

@ Qverview

Protect
& User risk policy
Sign-in risk policy

© MFA registration policy

Report
N Risky users
;';}, Risky sign-ins

A\ Risk detections

Notify
Bl Users at risk detected alerts

E1 Weekly digest

Troubleshooting + Support

K Troubleshoot

&£ New support request

Policy name
User risk remediation policy

Assignments

&2 Ysers D
All users

1 Conditions ®

User risk

Controls

I' Access (0]

Require password change

Review

4l Estimated impact @O

Number of users impacted

Enforce Policy

( on  JECH

Save

Figure 7.21 - Enabling the user risk policy
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Complete the preceding steps again for the sign-in risk policy and ensure you enable the
MFA registration policy as well.

Tip
The recommendation from Microsoft is to set the user risk policy to high and
the sign-in risk policy to medium and above.

Summary

In this chapter, we extensively covered identity and access management and its importance
to ensure you provide the best protection for your users and Windows devices. We started
with an overview, covering the foundation of IAAA and what each component of it is. We
then reviewed account and access management, which covered the life cycle of identity
management, as well as external access and privileged access.

Next, we covered authentication methods, including password management, SSPR, and
different SSO methods. The remainder of this section included a review of MFA and
Windows Hello and an overview of the future of a passwordless world. We finished this
chapter by covering some new advanced cloud authentication tools, known as Conditional
Access and Identity Protection.

In the next chapter, we will be looking at the administration and remote management
of your Windows environment. In this chapter, we will review device administration,
modern device management, security baseline enforcement, and remote management.






8

Administration
and Remote
Management

In this chapter, we will be covering the administration and remote management of
Windows devices within an organization. The administration of your devices is a very
important task and one that needs ongoing interaction and support to stay current. The
foundation of your Windows administration will be developed from your established
framework and baselines, as discussed in Chapter 2, Building a Baseline. However, just
as important are your policies, standards, and procedures, which should have already
been built to direct how you administer your Windows environment. With that, the
administration of your devices should become a much simpler task of execution to meet
the defined requirements that have been created and agreed upon.
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When it comes to remote management, ensuring a secure and locked down model is

a must. Support staff who have remote access to your Windows devices are privileged
users that have elevated rights to administer your servers and workstations. Because

of this, ensuring a rigid structure for your remote management is essential. Any
misconfiguration or open back door could allow an attacker to gain easy access to your
environment and data. One simple example is if you exposed your server's Remote
Desktop Protocol (RDP) access directly to the open internet. This configuration can be
highly prone to attacks.

Both your administrative and remote management strategies need to be well defined and
implemented based on your standards, policies, and baselines. In order to enforce these
baselines, let's look at ways to accomplish this by reviewing the following topics:

« Understanding device administration

« Enforcing policies with Mobile Device Management (MDM)
« Building security baselines

« Connecting securely to servers remotely

« Introducing PowerShell and security

Technical requirements

This chapter will cover a range of technologies including several step-by-step instructions.
To follow along, you will need the following technical requirements as a minimum:

« Configuration Manager

« An Intune subscription

o Permissions to modify Group Policy

« The Microsoft Security Compliance Toolkit

o The Convert-GPOtoCI PowerShell script: https://github.com/
SamMRoberts/Convert-GPOtoCI

 Azure Security Center standard

e Azure Bastion

Check out the following video to see the Code in Action: https://bit.1ly/2D7BJFB


https://github.com/SamMRoberts/Convert-GPOtoCI
https://github.com/SamMRoberts/Convert-GPOtoCI
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Understanding device administration

Without device administration, the task of ensuring your devices are secured and
hardened is unrealistic. Unless you manage a very small number of devices, you are going
to need some form of device administration to ensure your devices are set up to meet
compliance policies and are secured when they are handed over to your employees. Even
after the devices have been handed over, you are going to need to continuously push
changes to these devices. Without effective administration, your organization will be
putting itself in an extremely vulnerable situation.

We covered the concepts and Microsoft tools used to manage both your end user devices
and Windows servers in detail in Chapter 3, Server Infrastructure Management, and
Chapter 4, End User Device Management. This chapter will expand on those tools, and you
will learn how to administer your devices along with enforcing the predefined baselines
your company has agreed upon to ensure your devices are within compliance. First,

let's look at how your devices are joined to your environment, as each provides different
methods of administration, especially as we move into a cloud-first world.

The following section will provide an overview of what domain join, hybrid, and Azure
AD joined are and the differences between them.

Differences between domain join, hybrid, and Azure
AD joined devices

Domain join is the traditional model and allows the central administration of your
corporate end user devices and Windows servers in an on-premises scenario. When
joining your device to a Domain, you are joining that device or server to your Active
Directory Domain. Once joined, you can use Group Policy Objects (GPOs)

to configure and enforce your policies based on your defined baselines. For your end
user devices, you will most likely supplement Group Policy with an additional
management tool such as Configuration Manager. This method has served as a very
mature and reliable model.

If you want to take the approach of moving to a cloud-only world to administer your
devices, then you will need to Azure Active Directory (Azure AD) or (AAD) join your
devices. This method directly joins your device to the cloud environment and Azure

AD, where you can manage and administer your devices using Intune. This model also
supports the ability to use co-management with Microsoft Endpoint Configuration
Manager. Moving to the cloud model provides a far more powerful and robust
deployment, allowing the improved provisioning of your devices and increased flexibility
for your users. Azure AD joined devices will require you to log in with your Azure AD
cloud credentials, which can be synced from an on-premises AD.
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Tip

There is also the concept of Azure AD registered devices, which supports the
use case of Bring Your Own Device (BYOD). This allows Windows 10, iOS,
Android, and macOS devices access to your corporate resources without being
required to sign in to your device with your work account.

Many organizations may face a dependency that still exists with on-premises
infrastructure. To provide the ability to take a step into the Azure cloud there's the option
of hybrid Azure AD join devices. With this method, your devices will still be joined

to your on-premises AD but will also register in Azure AD. This allows management
using Group Policy, Configuration Manager, or the option to use co-management with
Microsoft Intune. Windows 7, 8.1, and 10 and Windows Server 2008/R2, 2012/R2, 2016,
and 2019 all support this method.

The following diagram shows these three different options for your devices:

B¢

Active Directory (AD) AD Connect Azure AD
Domain Joined Hybrid Azure AD Joined Azure AD Joined

Figure 8.1 - Domain, Hybrid, and Azure AD joined examples

In the next section, we will provide details on how to enforce policies with MDM using
Configuration Manager and Intune.
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Enforcing policies with MDM

When a device becomes fully Azure AD joined, it opens new opportunities to layer and
enforce security policies. Unlike domain-joined or hybrid-joined devices, a fully Azure
AD joined device is not part of an on-premises domain, it never connects to a domain
controller, and it does not receive Group Policy. Many organizations have years worth of
GPOs that they rely on to harden their Windows systems and the question now becomes
how to move and enforce these policies with MDM. The answer is to use Configuration
Manager, Intune, or a combination of the two with co-management. Unfortunately, there
is no clear lift-and-shift path, and part of the challenge is the auditing and evaluation of
what currently exists.

In this section, we are going to learn about creating and enforcing policies with MDM.
We will walk through how to build, assign, and enforce compliance settings such as
configuration items and configuration baselines in Configuration Manager and how
to report on them. Then, we will take a similar approach with Intune to create device
configuration profiles and assign compliance policies to be used for device compliance
evaluation.

Creating compliance settings with Configuration
Manager

To view all of the compliance settings inside of Configuration Manager, navigate to Assets
and Compliance > Overview > Compliance Settings. These settings are used to enforce
your Windows baselines to ensure they are securely hardened and in compliance with
your policies. Some of the available compliance settings include the following:

« Configuration Items that contain settings for computers or mobile devices. You
can create your own custom Configuration Items or download and import them
from a vendor.

« Configuration Baselines contain the Configuration Items that you want to deploy
to a collection in order to evaluate compliance. Deployments can be put into
a monitor or remediate mode.

 User Data and Profiles manage the user's settings for folder redirection, offline
files, and roaming profiles.

« OneDrive for Business Profiles is used to configure the OneDrive for Business
settings for Windows clients such as known folder redirection.
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« Compliance Policies are where you create policies that can be used in conjunction
with conditional access. Compliance policies can be created for devices without the
Configuration Manager client.

« Conditional Access settings manage conditional access to company resources.

Tip

Most conditional access settings will be moving to the Microsoft Endpoint
Manager Admin Center at https: //devicemanagement .
microsoft.com. Later versions of the Configuration Manager current
branch now direct you to use this portal.

« Company Resource Access allows you to create VPN, Wi-Fi, and certificate profiles
to deploy to your devices.

« Microsoft Edge Browser Profiles contain custom settings to create an Edge
Browser policy in Windows 10.

Let's look at what Configuration Items are and how they are used to evaluate settings on
Windows 10 devices and servers.

Introduction to Configuration Items

A Configuration Item contains a list of settings and compliance rules that are used

for evaluation. When creating a new Configuration Item, you can specify whether the
targeted devices are with or without the Configuration Manager client, and then select the
supported platforms to choose between different versions of the operating system (OS).
Depending on the platform that is selected, different options will be available to choose
from. Selecting Windows Desktops and Servers (custom) will provide the greatest flexibility
when creating your settings. Each setting is given a name, description, and a setting type
to determine the detection method for where this setting exists on the PC.

Some of the available setting types in a Configuration Item include the following:

o An Active Directory query

o Anassembly

o A filesystem

o IIS Metabase

o A registry key and registry value

o Using a custom script


https://devicemanagement.microsoft.com
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« A SQL query
« An XPath query

The following screenshot shows a Configuration Item using an integer registry value as
the setting type for the detection method. The specific hive, key path, and value name are

all specified:

B Client - AllowBasic Properties x

General  Compliance Rules

Specify details about this setting that represents a business or technical condition to assess for compliance on client

devices.

Mame: Client - AllowBasic|
Description: Client - AllowBasic
Setting type: Registry value
Data type: Integer

Specify the registry value to assess for compliance on computers.

Hive Name: HKEY _LOCAL_MACHINE ~ Browse...
Key Mame: Software\Policies \Microsoft W Windows \Win M \Client
Value Name: |.Pd|owBasic

[] This registry value is associated with a 64-bit application

Create the reqgistry value as a REG_DWORD data type f remediated for noncompliant nules

Figure 8.2 - Configuration Item for Windows desktop and servers using a registry value

Tip

The checkbox for Create the registry value as a REG_DWORD data type if
remediated for noncompliant rules is selected. This allows the REG_DWORD
data type to be created if the Configuration Baseline is set to remediate
noncompliant rules.
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The Compliance Rules tab in the Configuration Item setting is where you can specify the
conditions that determine whether the device is compliant. Each setting can have more
than one compliance rule.

The following screenshot shows a compliance rule with the condition that says the value
name must be set to zero to be compliant. Choose the Remediate noncompliant rules
when supported checkbox to force this setting onto the PC if found to be noncompliant:

Specify rules to define compliance conditions for this setting

Name: ‘Allow Basic - 0 - DWord

Description:

Selected setting: Windows 10 - 1909 Computer . Client - AllowB

Rule type: Value

The setting must comply with the following rule:

Client - AllowBasic ‘ Equals bt

the following values: ‘ 0

Remediate noncompliant rules when supported

Report noncompliance if this setting instance is not found

Figure 8.3 - Compliance rule options for a Configuration Item

Creating Configuration Items can be compared to creating and organizing GPOs. One
example is a Configuration Item for Google Chrome policy settings. You can specity the
different policies and set their values using registry keys with a Configuration Item and
then assign that Configuration Item to a Configuration Baseline to report on compliance
and take any remediation actions. Later in this chapter, in the Creating a Configuration
Baseline from a GPO section, we will walk through exporting a prebuilt GPO and creating
a Configuration Item from its settings.

Let's walk through how you create a Configuration Item in Configuration Manager.
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Creating a Configuration Item

Follow these steps to create a new Configuration Item. We will be building a
Configuration Item to apply a Google Chrome policy to disable the password manager:

1.

9.

In the Configuration Manager console, go to Assets and Compliance, choose
Compliance Settings, and select Configuration Items. Click on the Create
Configuration Item button in the toolbar.

Give it a friendly name, for example, Google Chrome - Computer. Enter
a description and choose Windows Desktops and Servers (custom) under the
settings for devices managed with the Configuration Manager client.

Keep all versions selected in the Supported Platforms section as they are.

Choose New in Specify settings for this operating system and set the
following options:

Name: Chrome - PasswordManagerEnabled

Description: Disable the Google Chrome password manager
Setting type: Registry Value

Data type: Integer

Hive Name: HKEY LOCAL MACHINE

Key Name: Software\Policies\Google\Chrome

Value Name: PasswordManagerEnabled

Select the Create the registry value as a REG_DWORD data type if remediated
for noncompliant rules option.

Click on the Compliance Rules tab and choose New. Set the following options in
the Specify rules to define compliance conditions for this setting menu:

Name: PasswordManagerEnabled - 0 - Dword

In the Setting must comply with the following rule section, choose Equals from
the drop-down list and enter the value of 0.

Select both options to Remediate noncompliant rules when supported and
Report noncompliance if this setting instance is not found.

Choose Information for Noncompliance severity for reports.

10. Choose OK and then OK again. Click on Next to see your compliance rule.

11. Click on Next to view the summary and create the Configuration Item.
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The following screenshot shows the Google Chrome - Computer Configuration Item we
created among many other Configuration Items. You can double-click on it to open the
properties to add new settings or edits made:

- Home Folder

i ; - T . ~
4 i['l' :‘* ) (l— _| 1= View Xml Definition {3 Refr
u “’E * /¥ Export 75 Dele
Create Import Saved Create Child Revision
Configuration ltem Configuration Data Searches = Configuration Item  History 2/ Copy
Create Search Configuration tem
=y —
6 -1 |:Eﬂ_', % » Assets and Compliance » Owerview » Compliance Settings ¢ Configuration ltems  »
* Configuration ltems 57 items
Search
lcan MName Type Device Type Rewision
(e Google Chrome - Computer Operating System  Windows 3
i Google Chrome - Home Page Operating System  Windows 7
(el Internet Explorer 11 - Compatibility View Mode Operating System  Windows 4
(el Internet Explorer 11 - Computer Operating System  Windows 13
(el Internet Explorer 11 - Homepage Operating System  Windows 5
(el Internet Explorer 11 - User Operating System  Windows &
(%l Internet Settings - Trusted Sites Operating System  Windows 41

Figure 8.4 — Configuration Items in Configuration Manager

Now that we have covered how to create a Configuration Item, let's look at building a
Configuration Baseline using this Configuration Item to remediate any noncompliant
configurations.

Building a Configuration Baseline

A Configuration Baseline can contain single or multiple Configuration Items, other
baselines, or software updates that are used for evaluation. A Configuration Baseline is
assigned to collections where each device downloads it and assesses it against its current
configuration. The following screenshot is the Configuration Manager applet from

the control panel on a workstation. It shows all of the Configuration Baselines and the
Compliance status for each baseline:
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anl.. Configuration Manager Properties *
General Components ] Actions ] Site ]
Cache Configurations ] Network ]
Assigned configuration baselines:
Name Revision | Last Eval... | Complian... |
Windows Security Baseline ... Compliant
Windows Defender AV 1 2/1/2020 ... Compliant
Cffice 365 ProPlus 1908-... 3 2372020 ... Compliant
Microsoft Edge - Computer 1 2/1/2020 ... Compliant
Intemet Explorer 11 1 2/3/2020 ... Compliant
IE11 Trusted Sites 1 2/4/2020 ... Compliant
Google Chrome 1 2/1/2020 ... Compliant
CoMgmt SettingsProd 14 204/2020 .. N/A
< >
Evaluate | View Report | Refresh |

Figure 8.5 - Configuration Baselines in the Configuration Manager control panel applet

To create a Configuration Baseline using the Configuration Item we created for the
Google Chrome password manager in Create a Configuration Item, follow these steps:

1.

In the Configuration Manager console, go to Assets and Compliance, Compliance
Settings and choose Configuration Baselines. Click on Create Configuration
Baseline from the top toolbar.

In the Create Configuration Baseline dialog box, enter the following settings:
Name: Google Chrome

Description: Google Chrome computer policies

Click on Add and choose Configuration Item.

In the Add Configuration Items dialog box, find the Google Chrome - Computer
Configuration Item that we created earlier. Select it and then click on Add.
Select OK.

Click on OK to commit the changes.
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Tip

The Always apply this baseline even for co-managed clients checkbox is
important to note. Selecting this option will force the baseline to evaluate the
device, even if the device configuration workload is configured to Intune in the
co-management settings.

Next, let's look at deploying this policy to a collection of devices. Follow these steps to
deploy the baseline:

1. Select Google Chrome Configuration Baseline, and click on Deploy in the toolbar
to open the Deployment menu.

2. Select the checkboxes for Remediate noncompliant rules when supported and
Allow remediation outside the maintenance window.

3. Click on Browse next to Select the collection for this Configuration Baseline
deployment.

4. Click on the drop down and choose Device collections. Then, select the collection
you wish to target. In this example, we have a device collection called A11
Workstations that targets all Windows workstations. Click on OK. We strongly
encourage you to test a smaller collection first before scheduling a larger rollout.

5. Under Schedule, keep Simple schedule selected and change the Run every option
to 3 days. Click on OK.

Tip

For non-mission critical baselines, we find that between 1 and 3 days is a good
middle ground for policy evaluations. Keep in mind that the shorter the time
interval, the more network traffic and strain is placed on the site server and

its services.

In the following screenshot, you can see the menu options for Deploy Configuration
Baselines:
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Now that we have deployed a Configuration Baseline, let's look at how to run reports to

[=] Deploy Configuration Baselines

Select the configuration baselines that you want to deploy to a collection

Available configuration baselines: Selected configuration baselines:
| Filter I Fitter
Google Chrome Windows 10 Activation Status

Windows 10 Security Baseline
Security Remediation
Office 365 Security Baseline - User

Remediate noncompliant rules when supported
Allow remediation outside the maintenance window

[[] Generate an alert:

When compliance is below:

Date and time:

Select the collection for this configuration baseline deployment.
Collection: All Desktop and Server Clients Browse...

Schedule
Specify the compliance evaluation schedule for this configuration baseline:

(® Simple schedule
Run every: / 5 Days ~
(O) Custom schedule

Figure 8.6 — The Deploy Configuration Baselines menu in Configuration Manager

view device compliance.

Reporting on a Configuration Baseline

Configuration Manager is filled with built-in or "canned" reports. Let's look at a high-level

view of the overall compliance of the Configuration Baseline we just deployed. Follow

these steps to run the Summary compliance of a Configuration Baseline for a collection
report:

1.

In the Configuration Manager console, go to Monitoring, click on Reporting, and
choose Reports. Expand the Reports folder in the left-hand navigation to view the

expanded tree view.

Select the Compliance and Settings Management folder and choose the Summary
compliance of a Configuration Baseline for a collection report to open the menu.
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Click on Values next to the Configuration Baseline name and select the Google
Chrome baseline that we created earlier.

Click on Values next to Collection, and choose a collection that you wish to report
on. In this case, we will choose the collection we deployed earlier.

5. Click on View Report to open the report.

The following screenshot shows the compliance status of the Google Chrome baseline.
Click on the disk icon in the toolbar to view the export options, such as export to CSV:

& Summary compliance of a configuration baseline for a collection

- m} *
1 To view the report, provide values for the parameters below, then click View Report.
Report Category
Compliance and Settings Management
Report Name
Summary compliance of a configuration baseline for a collection
Report Description
Displays a summary of the overall compliance of a specified configuration baseline deployed to a specified collection. "
Corfiguration Baseline Name: |Google Chrome | Values... View Report
Collection: |A|| | Values...
< Back "y
1 of 1 @ & E A E- | 100% - Find | Mext
~
Compliance % *  Collection > Com pliant - Non-Compliant *  Unknown r
Q7.45 All 183 o 25 6

Figure 8.7 - Compliance report for a Configuration Baseline

We just learned how to create a Configuration Item, building and deploying
a Configuration Baseline, and how to report on compliance. Next, let's take a look
at assigning Endpoint Protection policies with Configuration Manager.
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Assigning Endpoint Protection

Configuration Manager can manage Endpoint Protection policies for Windows Defender
ATP and Windows Firewall. If you are using co-management, check where your workload
settings are set in the co-management settings to determine whether you are using

Intune or Configuration Manager to configure Endpoint Protection. With Assets and
Compliance > Endpoint Protection, you can create the following types of policies:

« Antimalware policies are used to determine the actions taken by Endpoint
Protection and include setting actions for the following:

--Scheduled scans.

--Scan settings.

--Default actions for how Endpoint Protection responds to detected threats.
--Real-time protection settings.

--Exclusion settings.

--Advanced settings such as notifications and when to delete quarantined files.
--Threat overrides for custom remediation actions.

--Cloud protection services allow the collection and sending of information
regarding detected malware to Microsoft for analysis.

--Security intelligence updates.

« Windows Defender Firewall policies are used to enable Windows Defender
Firewall for domain, private, and/or public profiles. You can choose to block all
incoming connections on each and notify the user when Windows Defender
Firewall blocks a new program.

« A Windows Defender ATP policy is used to onboard or oftboard devices to the
Microsoft Defender Advanced Threat Protection (ATP) service. You will need to
generate a configuration file from the Microsoft Defender ATP portal to deploy to
your devices.

« Windows Defender Exploit Guard policies allow you to manage the settings
around attack surface reduction, controlled folder access, exploit protection,
and network protection.

« Windows Defender Application Guard policies set the protection used by
Hyper-V virtualization, which protects your end users by opening untrusted
sites in an isolated container with Microsoft Edge.
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« Windows Defender Application Control is a set of policies that dictates
which trusted executable files, system files, file paths, and drivers can run
on Windows 10 devices.

If you are using the Windows Defender ATP service, machines will need to be onboarded
with an onboarding package. We will cover onboarding Windows devices to the Defender
ATP service in Chapter 9, Keeping Your Windows Client Secure. Next, let's dive into Intune
and learn how to create and enforce policies with Mobile Device Management (MDM).

Creating Policies with Intune

A great benefit of managed devices is the ability to set compliance requirements that
must be met to ensure security settings are in place and the device is compliant. When
a Windows device is evaluated, Intune leverages Azure AD to keep a compliance status.
This status, coupled with conditional access, allows administrators to block or apply
restrictions on devices until they meet the rule requirements set by the policies.

The following screenshot is the device compliance overview of a managed Intune device.
There are six separate compliance policies assigned to this device used in the compliance
evaluation:

Microsoft Endpoint Manager admin center

» Home > Devices > Windows - Windows devices > WINDOWS-PR3’ - Device compliance
. 1 WINDOWS-PR3 - Device compliance
. ‘/’_‘ Search (Ctrl+/) E « ] + Export
I © Overview lp Filter by name
Policy TJ  User Principal Name ™. State

q Manage
u=z ) Windows 10 - System Security mbs @ Compliant
ana ‘1! Properties
N Windows 10 Compliance Policy mbs @ Compliant
Monitor Built-in Device Compliance Policy mbs @ Compliant
& B Hardware Windows 10 - Minimum Version mbs © Compliant
—_— A
- M Discovered apps Windows 10 - Defender and Firewall  mbs ©@ Compliant
b
B B Device compliance Windows 10 - Bitlocker mbs @ Compliant

B Device configuration

B App configuration

® Security baselines

&> Recovery keys

Figure 8.8 — Device compliance state of an Intune managed device
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There are three actions that can be configured for devices that are noncompliant, and they
are as follows:

o Mark a device noncompliant.
« Send an email to the end user.

« Remotely lock the noncompliant device.
The Device compliance evaluation status can then be used as an access condition for a
conditional access policy; for example, a conditional access policy to all users that says
access to SharePoint Online requires multi-factor authentication or a compliant device. If

the user's device falls out of compliance, then they must use multi-factor authentication to
access SharePoint Online even if on a company-issued device.

We recommend configuring Windows 10 compliance policies for the following
evaluations:

 Device Health Attestation evaluation rules requiring BitLocker, Secure Boot, and
Code Integrity

e Minimum OS version
 Block simple passwords
« Require a Trusted Platform Module (TPM) to be present

« Require the Microsoft Defender AV solution to be enabled and require real-time
protection

 Require a machine risk score to be medium or lower from the Microsoft Defender
ATP service

Tip
Co-management customers can also leverage Configuration Manager
compliance as an evaluation condition for devices.

Let's look at how to create and assign a device compliance policy that checks for a
minimum Windows 10 OS version.
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Configuring a device compliance policy

To create a device compliance policy that checks for a minimum OS version, follow
these steps. We will set Windows 10, version 1909 (OS build 18363.628), as the required
minimum to meet compliance:

1. Logintohttps://devicemanagement .microsoft.com.
2. Choose Devices and select Compliance Policies from the Policy section.
3. Click on Create Policy from the toolbar and provide these inputs:

Name: Windows 10 - Minimum Version

Description: Windows 10 Version compliance

Platform: Windows 10 and later

4. Click on Settings and choose Device Properties. In the Minimum OS version,
enter 10.0.18363.628 and click on OK.

5. Click on OK again and select Actions for noncompliance.

6. Let's leave Mark device noncompliant as the action, but note that this is where you
can add Send email to user as an additional action.

7. Click on Create to build the policy.

8. Select your policy from the list of compliance policies. In the Manage section,
choose Assignments, and select the Azure AD user security group you wish to
target.

The assignment status on your compliance policy can be viewed directly in the overview
of the policy itself. The following diagram shows the assignment status of devices assigned
the policy:

Policy assignment status — Windows 10 and later devices

Succeeded
20
Emor

1

Conflict
21 )
Pending
0

Not Applicable
‘ °

Figure 8.9 - Policy assignment status overview of an Intune compliance policy
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Next, let's look at device configuration profiles in Intune and some of the settings that can
be applied to Intune managed devices.

Configuring a device configuration profile

Device configuration profiles are where the majority of settings are configured for device
security and personalization settings. Examples of the profile types that can be configured
include the following:

Administrative Templates for ADMX-backed policies such as Group Policy
preferences that exist today

Device restriction profiles that contain security features such as password settings,
privacy, and personalizations

Delivery optimization to control the bandwidth and caching for Windows Update
for Business

Device firmware settings for vendors that support the Device Firmware
Configuration Interface (DFCI) in UEFI

Endpoint Protection to configure features of Microsoft Defender such as Firewall,
SmartScreen, Exploit Guard, and Encryption

Trusted, SCEP, and PKCS certificate deployments
VPN configurations

Custom profiles for deploying OMA-URIs that have yet to be implemented
in the UI

These are only a few of the available options for Windows 10 and later device platforms,
and Microsoft is doing a great job of constantly exposing new features to the UL
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Like compliance profiles, device profiles are assigned directly to Azure AD user or device
groups. Profiles that use the Windows 10 and later platforms option also allow the use

of applicability rules. Here, they can define a criterion that a device must meet for the
settings to apply. Currently, these rules support the property values of the OS version or
edition. The following screenshot demonstrates an applicability rule to only assign the
profile if the device version is between Windows 10, version 1809 and 1909:

Microsoft Endpoint Manager admin center

» {  Home > Devices - Configuration profiles > Create profile > Applicability Rules

A& Applicability Rules

Microsoft Intune

E

Specify how to apply this profile within an assigned group. Intune will only apply the profile to devices that meet the «

these rules.
*
q Rule Property Min Max

to

EEE | Assign profile if ~ | ‘ OS version N ‘ | 1{].0.1]".‘.\/| | 10.0.18363 v
‘} Rule Property Value
Assign profile if OS version 10.0.17134 to 10.0.18363
-
an
ak

Figure 8.10 — Applicability Rules in Intune device configuration profile settings

Tip
For co-management customers, device configuration profiles will not apply to

your devices unless the device configuration workload is configured for Intune.
This setting can be found in Configuration Manager co-management settings.

Co-management workload settings can be found in Configuration Manager by
going to Administration > Cloud Services and selecting Co-management. The
CoMgmt SettingsProd Configuration Item has a Workloads tab with sliders for
different workloads.
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For more information about how to switch Configuration Manager workloads to Intune,
refer to https://docs.microsoft.com/en-us/configmgr/comanage/
how-to-switch-workloads.

Next, let's look at where to deploy custom PowerShell scripts to your devices.

Deploying PowerShell scripts

The PowerShell scripts node can be found under the Devices > Policy section. In order
to use PowerShell scripts, devices must be enrolled in Intune and joined to Azure AD.
On the local device, the PowerShell scripts function relies on the Intune Management
Extension service to check for and run scripts. It can be found in the Services app.
For devices that are under co-management, be sure to set the app-specific workload

to Intune. For more information about PowerShell scripts in Intune, refer to
https://docs.microsoft.com/en-us/mem/intune/apps/intune-
management -extension.

Next, let's take a look at how to use the Administrative Templates device configuration
profile type and security baselines.

Using Administrative Templates

Included in device configurations for Windows 10 and later platforms is the
Administrative Templates profile type. These Windows settings are familiar to the
GPO settings available in Active Directory, but they are delivered through Intune.
Administrative Templates include policies for Windows, Office, and Microsoft Edge.

Assignments are applied to both user and device groups depending on whether the policy
is scoped to user-specific or computer-specific settings. Currently, not all the Group
Policy Administrative Templates are available yet, and legacy settings for older versions of
Windows have purposely been omitted.


https://docs.microsoft.com/en-us/configmgr/comanage/how-to-switch-workloads
https://docs.microsoft.com/en-us/configmgr/comanage/how-to-switch-workloads
https://docs.microsoft.com/en-us/mem/intune/apps/intune-management-extension
https://docs.microsoft.com/en-us/mem/intune/apps/intune-management-extension
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When browsing through Administrative Templates, use the familiar path of a group policy
setting to find the appropriate path in Intune. For example, in the following screenshot,
polices found traditionally in Computer Configuration \ Administrative
Templates \ Windows Components \ Windows Remote Management can
be found by using the same path starting with Windows Components:

Home > Devices - Configuration profiles > Windows 10 - ADMX - Settings
{|* Windows 10 - ADMX - Settings

Administrative template profile

| £ search (Ctri+/) | « OO Refresh
@ overview | Windows ' | |p \Windows Components\Windows Remote Management

Setting Name T State T Setting ty..
Manage

Allow Basic authentication Not configured Device '
Y Properties

Allow Basic authentication Not configured Device '
! Settings

Allow CredSSP authentication Mot configured Device '
pR Assignments

Allow CredSSP authentication Not configured Device '
Mornitor Allow remote server management through WinRM Mot configured Device '
& Device status Allow unencrypted traffic Not configured Device '
& Userstatus Allow unencrypted traffic Not configured Device '
E Per-setting status Disallow Digest authentication Not configured Device '

Disallow Negotiate authentication Not configured Device '

Disallow Megotiate authentication Not configured Device '

Disallow WinRM from storing RunAs credentials Not configured Device '

Specify channel binding token hardening level Not configured Device '

Figure 8.11 — Administrative Templates device configuration profile in Intune

Administrative Templates are great as they provide a match to commonly used GPO
policies. Like Group Policy, manually configuring each setting to meet your baselines
can be a tedious task. In order to help alleviate some of the administrative overhead
of manually setting policies there are security baselines in Intune. Next, let's look at
enforcing Intune security baselines.



Enforcing policies with MDM 293

Enforcing Intune security baselines

Available in Intune are preconfigured groups of Microsoft's recommended Windows

10 security settings known as security baselines. They can be thought of as the cloud
equivalent to the recommended security baselines available in the Windows Security
Compliance Toolkit. Security baselines can be targeted at both groups of users and devices
for Windows 10 and later platforms. Whenever an updated version of a recommended
baseline is released by Microsoft, you can compare the new release to your current
baseline. When you are ready to append your baselines to the newly released policies,

a new profile is not needed. All you need to do is change the instance version to deploy
the updated policies.

Intune security baselines provide recommendations for Windows 10 MDM, Microsoft
Defender ATP, and Microsoft Edge. With built-in monitoring, you can get insights
about how compliant your devices are to the security configurations you set for them.
The security baseline posture overview shows how many devices match the baseline, do
not match, are misconfigured, or are not applicable compared to the scope of the policy
assignment.

In this example, we are going to create a Microsoft Defender ATP baseline using Intune.
Follow these steps:

1. Go to the Microsoft Endpoint Manager at https: //devicemanagement.
microsoft.com.

Log in with an account that has Intune administrative rights.

Go to Endpoint Security.

Choose Security baselines.

Select the Microsoft Defender ATP baseline.

Select Create Profile.

Give it a friendly name such as Windows 10 MDATP Baseline.

® N ok w D

Microsoft already preconfigures its recommended settings based on its security
analysis. Click on Next to accept the defaults or make any modifications to fit your
custom baseline policies.


https://devicemanagement.microsoft.com
https://devicemanagement.microsoft.com
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The following screenshot shows the Microsoft Defender ATP configuration settings
that are available when creating a security baseline policy in Intune:

Microsoft Endpoint Manager admin center e

Home > Endpoint security - Security baselines > Microsoft Defender ATP baseline - Overview > Create profile

Create profile

5>

~/ Basics 2 Configuration settings 3 | Assignments 4) Review + create

SETTINGS

|/O Search for a setting |

‘ ~ Application Guard ‘

v Application Reputation
~ Attack Surface Reduction Rules
~ BitLocker

~ Device Control

o Re Be Be 5] @ HE M +

~ Endpoint Detection and Response
~ Exploit Protection
~ Firewall

v Microsoft Defender Antivirus

Figure 8.12 — Example of Intune security baseline configuration
9. On the Assignments page, decide which selected groups to include or exclude.

10. Review + Create.

To recap, we just covered creating compliance policies and applying configurations to
your devices both with Configuration Manager and Intune. We learned about creating
Configuration Items and assigning them to Configuration Baselines for evaluation and
how to report on them. Then, we looked at applying device configuration profiles in
Intune including Administrative Templates and Microsoft-recommended Intune security
baselines. Next, let's look at using the Microsoft Security Compliance Toolkit to build your
baseline policies and analyze them with the Policy Analyzer tool.
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Building security baselines

Security baselining is the practice of implementing a minimum set of standards and
configurations within your environment. More specifically, it involves capturing

a minimum configuration for your Windows devices. Building a baseline provides

a minimum defined standard that will help ensure a more secure environment as you
deploy systems and devices within an organization. We covered building standards for
security baselines in Chapter 2, Building a Baseline. However, here, we want to focus
specifically on Windows using the Microsoft Security Compliance Toolkit to create,
apply, and analyze your Windows baselines.

Using the Microsoft Security Compliance Toolkit

We will be using the recommended baselines from the Microsoft Security Compliance
Toolkit to build our policies. When downloading the toolkit, the following options are
available for selection from the Microsoft download site:

« Windows 10 security baselines

« Windows Server security baselines
» Microsoft Office security baselines
» Microsoft Edge security baselines

« Policy Analyzer and Local Group Policy Object (LGPO) tools

For more information about the tools that are included, refer to https://docs.
microsoft.com/en-us/windows/security/threat-protection/
security-compliance-toolkit-10.

A direct download to the toolkit can be found at https://www.microsoft.com/
en-us/download/details.aspx?1d=553109.

The following describes what's included in the security baselines ZIP file(s):

+ The documentation folder includes an Announcement . xml file that summarizes
recommendations along with a What's New section. It also includes PolicyRules
files that are useful when running the Policy Analyzer tool and Excel files that list
the configurations and settings in spreadsheets.

» The GP Reports folder lists the outputs of each GPO in HTML format.

+ The GPOs folder contains the globally unique identifiers (GUID) for each
GPO setting.


https://docs.microsoft.com/en-us/windows/security/threat-protection/security-compliance-toolkit-10
https://docs.microsoft.com/en-us/windows/security/threat-protection/security-compliance-toolkit-10
https://docs.microsoft.com/en-us/windows/security/threat-protection/security-compliance-toolkit-10
https://www.microsoft.com/en-us/download/details.aspx?id=55319
https://www.microsoft.com/en-us/download/details.aspx?id=55319
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o The Scripts folder contains helpful scripts that can be used to map the GPO
GUID:s to friendly names or to import baselines into Active Directory.

o The Templates folder includes ADMX and ADML files for group policies that are
referenced in the new baselines and might not be included in the latest available
download of Administrative Templates.

Let's look at the Policy Analyzer tool and explore how we can use it to compare the GPOs
from the toolkit to the current local registry and policy settings.

Comparing policies with Policy Analyzer

The Policy Analyzer tool is useful for comparing GPOs against other GPOs, the
local policy settings on the computer, and the local registry. If you have downloaded
the Microsoft Security Compliance Toolkit already, ensure you have selected
PolicyAnalyzer.zipand Windows 10 Version 1909 and Windows
Server version 1909 Security Baseline.zip ata minimum. Extract
them if you wish to follow along.

Let's compare the out-of-box Windows 10 settings to the Windows 10 1909 computer
security baseline by following these steps:

1. Open PolicyAnalyzer.exe as an Administrator.

2. Click on Add, choose File, and select Add files from GPO(s)....

3. Open the directory where you extracted the Windows 10 security baselines, and
select the folder with the GUID for the MSFT Windows 10 1909 - computer policy.

Tip
There are many GUIDs inside the GPO folder of the extracted baseline.
Clicking on the gpreport . xml file will display the friendly name.

4. In the Policy File Import menu, click on Import. Give it a friendly name such as
MSFT Windows 10 1909 - Computer, and click on Save.

5. This will bring you back to the main menu of Policy Analyzer. Ensure the policy
you imported is selected and select the Compare Local Registry option. Click on
the View/Compare button to bring up the Policy Viewer.
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The column headings are straightforward and provide an overview of the policy group or
registry key as well as the policy setting. If you click on a row, detailed information will be
presented about the policy in a Details pane. Here are a few notes to keep in mind about
the menu options:

o Selecting View > Show only Differences will display all of the differences between
the recommended baseline and what's currently set in the local registry.

« Selecting View > Show only Conflicts will display settings that differ from the
recommended baseline to the current setting. These will be highlighted in yellow.

 Selecting Export > Export table to Excel will export only the table with differences
or conflicts.

o Selecting Export > Export all data to Excel will include the Details pane
explanation.

The following screenshot shows the Policy Viewer output after clicking on the View/
Compare option. Anything highlighted in yellow is a conflict between the GPO and the
current setting in the local registry:

| Software \Policies\Microsoft \Windows \Windows Search
Software \Policies\Microsoft \Windows \WinRM\Client

| Software'\Policies\Microsoft\Windows \WinRM\Client

| Allow Digest

B Policy Viewer - 164 items - a X
Clipboard » View » “v Export ~ Options ~
MSFT A
Paicy Type Policy Group ar Ragalry Kay Policy Setting Local :""E;Sg‘f""s 10
Computer
HKLM | Software'\Policies \Microsoft \Windows \Personalization | NoLock Screen Slideshow
HKLM | Software\Policies \Microsoft\Windows \PowerShel\ScriptB... | Enable ScriptBlock nvocation...
HKLM | Software'\Policies'\Microsoft\Windows \PowerShel\ScriptB... | Enable ScriptBlock Logaing
HKLM | Software'\Policies \Microsoft \Windows \System | Allow DomainPINLogon
HKLM | Software'\Policies \Microsoft\Windows\System | EnableSmart Screen
HKLM | Software\Policies \Microsoft \Windows \System | EnumerateLocalUsers
HKLM | Software'\Policies\Microsoft \Windows\System ShellSmart ScreenLevel
| Software'\Policies \Microsoft \Windows \WemSvc\GroupPo... |fBlockNonDomain

Allow IndexinaEncrypted Store...
AllowBasic

Windows Components‘\Windows Remote Management (WinBM)\WinRM Client*.
Allow Basic authentication

HKLM | Software\Policies \Microsoft \Windows \WinRM\Client | Allow Unencrypted Traffic

HKLM | Software'\Policies \Microsoft\Windows \WinRM"\Service | Allow Basic

HKLM | Software'\Policies\Microsoft \Windows\WinRM\Service | Allow UnencryptedTraffic

HKLM | Software'\Policies\Microsoft \Windows \WinRM\Service | DisableRunAs o

< >

Policy Path: "
Computer Configuration

Figure 8.13 - Policy Viewer in Policy Analyzer

Next, let's demonstrate how to take the Windows 10 Computer recommended baseline
and create and assign a GPO to an Organizational Unit (OU) in Active Directory.
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Creating a GPO from the baseline recommendation

Let's create a GPO from the Windows 10 1909 Computer baseline. To do this, we will need
to connect to a workstation that can edit Group Policy and has access to the downloaded
Windows 10 baseline files from the toolkit. Open the Group Policy Management console,
and follow these steps:

1. Select an Organizational Unit (OU) that contains the systems you wish to target.
Right-click on it and choose Create a GPO in this domain, and Link it here....

2. Give it a friendly name such as Windows 10 - 1909 Computer.

3. Click on the Group Policy Objects folder and find the policy that you created
earlier. Right-click on it and choose Import Settings.

4. Click on Next a few times until you get to the Backup location where you can
choose a backup folder. Browse to the GPOs folder inside the downloaded and
extracted baseline: Windows 10 Version 1909 and Windows Server
Version 1909 Security Baseline.zip. Click on Next and then select
MSFT Windows 10 1909 - Computer from the list of backed-up GPOs.

5. Click on Next until you get to the Migrating References menu, and select Copying
them identically from the source. Click on Next and then Finish.

If the Group Policy imported successfully, it will show GPO: Windows 10 -1909
Computer...Succeeded. Now that the policy is imported, let's modify the default settings
to change the behavior of the elevation prompt for standard users and set to prompt for
credentials on elevation:

1. Right-click on the GPO and choose Edit. Navigate to Computer
Configuration >Window Settings > Security Settings > Local
Policies > Security Options. Find the User Account Control: Behavior
of the elevation prompt for standard users policy and double-click on it. Change
the drop down to Prompt for credentials on the secure desktop. Click on OK.

This setting will allow us to open the Command Prompt window as an administrator if
we are logged on as a standard user. If we left this policy, the user would receive a blocked
notice and would need to contact the IT administrator.
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Tip
Right-click on the GPO and choose Save Report to export a handy HTML of
all the settings that will be applied.

Let's connect to a workstation that is targeted by the new policy to validate it. Follow these
steps to run a Resultant Set of Policies (RSOP) and use Policy Analyzer to compare the
baseline GPO to the applied settings:

1.
2.

Open Command Prompt and run gpupdate /force to check for policy updates.

Next, open Command Prompt as an administrator and type in gpresult /r /
scope computer. If the GPO was applied, you should see the Windows 10

1909 - Computer policy listed like in the following screenshot of Applied Group
Policy Objects:

Figure 8.14 - RSOP of Applied Group Policy Objects

Now that we have confirmed the policy was applied, open PolicyAnalyzer.exe
as an administrator on the workstation.

Select the MSFT Windows 10 1909 - Computer policy definition we created
earlier, and then select Compare local registry. Click on View / Compare.

Click on View, then choose Show only Conflicts. Note the conflicts from the policy
that we modified before running the RSOP.
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The following screenshot shows a conflict between the recommended baseline policy and
the modification we made to allow a prompt for credentials using a standard account.

Also enabled on this PC is to allow a PIN to be used to log on to the domain:

B Policy Viewer - 2 items - O X

Clipboard ~ View - “- Export ~ Options ~
MSFT

T)'De! Policy Group or Registry Key Policy Setting Local registry :’gﬁg?ws 10

Computer

HKLM Software'\Policies\Microsoft \\Windows\System AllowDomainPINLogon 1 0

Policy Path:

Security Settings

Local Policies\Security Options
User Account Control: Behavior of the elevation prompt for standard users

Local registry:
Option:  Prompt for credentials on the secure desktop
Data: 1

Type: REG_DWORD
GPO: Local registry|

MSFT Windows 10 1909 - Computer:
Option:  Automatically deny elevation requests
Data: 0
Twpe:  REG_DWORD
GPO:- MSFT Windows 10 1509 - Computer

Figure 8.15 - Policy Analyzer showing the conflicts view

Tip

a policy definition file to use for comparison later.

If choosing the Local Policy option, Policy Analyzer will automatically create

We strongly recommend that you test these settings out before deploying them in
a production environment so that you can truly understand the effects they will have

on your systems and your end user's experience.

Next, let's take a look at how you can use Configuration Manager to report compliance on
your security baseline and even force remediation for noncompliance. This is extremely
useful in co-management scenarios when devices are Azure AD joined and do not use

Group Policy.
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Creating a Configuration Baseline from a GPO

To create a Configuration Baseline from the settings of a GPO, we need to export the
GPO and create a Configuration Item from the settings. For this task, we are going to

be using the Convert-GPOtoCI.psl PowerShell script from the SamMRoberts
GitHub repository. To download the PowerShell script, go to https://github.com/
SamMRoberts/Convert-GPOtoCI and click on Clone or Download to download the
ZIP file. It is recommended that you read the README . md file for full usage instructions,
including syntax. Follow these steps to import the GPO settings to a Configuration Item:

1.

Extract the downloaded ZIP file to a system that has access to manage Group Policy
Objects and connect to Configuration Manager PowerShell.

Open PowerShell as an administrator and go to the extracted directory by typing in
CD "PATH/TO/Extracted/Folder" and replacing the PATH in quotes with
the actual file path of the extracted script. Press Enter.

We are going to target the Windows 10 - 1909 Computer policy that we created
earlier. You will need the Fully Qualified Domain Name (FQDN) of your domain
and the three-letter site code in order to create the Configuration Item. We will
also be using the -Remediate option to allow the settings to be remediated if
noncompliance is found.

In PowerShell, type in the following code and replace the parameters to fit

your site and domain settings: . \Convert-GPOtoCI.psl -GpoTarget
"Windows 10-1909 Computer" -DomainTarget mydomain.prod.com
-siteCode ABC -Remediate.

If prompted, press R to run once.

Tip

Depending on the script execution policies, you may see a different security
warning. To learn more about execution policies, please refer to https: //
docs.microsoft.com/en-us/powershell/module/
microsoft.powershell.core/about/about execution
policies.
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The script will process the targeted GPO. As shown in the following screenshot, it found
86 keys and 100 values:

5.

1 cd "C:\Convert-GPOtoCI-master"”

2 -\Convert-GPOtoCI.psl -GpoTarget "Windows 10 - 1909 Computer"

3 -DomainTarget "prod.mtlab.com'
- -SiteCode "MTL" °

5 -Remediate

105 values found.

Creating Configuration Item...
Setting DCM Digest...
Complete

PS C:\Convert-GPOtoCI-master> |

Windows 10 - 1909 Computer Properties

General Supported Platforms ~ Settings

Compliance Rules

Relationships

Security

PS C:\Convert-GPOtoCI-master> cd "C:\Convert-GPOtoCI-master"
.\Convert-GPOtoCI.psl -GpoTarget "wWindows 10 - 1909 Computer™ °~
-DomainTarget "prod.mtlab.com™ ~
-SiteCode "MTL"
-Remediate
Querying for registry keys associated with Windows 10 - 1909 Computer...
87 keys found.

Figure 8.16 — Convert-GPOtoCIL.ps1 PowerShell script creating a Configuration Item

Open the Configuration Manager console and navigate to Assets and Compliance
> Compliance Settings > Configuration Items. You should see the Windows 10 -
1909 Computer Configuration Item that was created by running the script.

If you open the properties of the Configuration Item and click on the Settings tab,
you can see all of the registry values that were imported, as follows:

Use settings to represent business or technical conditions to assess for compliance on client devices. The

following settings are associated with this configuration item

Filter..

Name

Oe796bdb-100d-47d6-a2d547d2daa5...

AdmPwd - AdmPwdEnabled
Application - MaxSize

AppPrivacy - LetAppsActivateWithVoi...

Client - AllowBasic
Client - AllowDigest
Client - AllowUnencrypted Traffic

CloudContent - DisableWindowsCons...

config - AutoConnectAllowedOEM

Credentials Delegation - AllowProtecte ...

CredUl - Enumerate Administrators
DNSClient - EnableMutticast
DomainProfile - DefaultinboundAction

Setting Type

Reqgistry value
Registry value
Registry value
Registry value
Registry value
Registry value
Registry value
Registry value
Reqistry value
Registry value
Registry value
Registry value
Registry value

Inherted

No
No
No
No
No
No
No
No
No
No
No
No
No

User Setting ~

No
No
No
No
No
No
No
No
No
No
No
No
No

Figure 8.17 - The Settings tab of a Configuration Item
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10.

Click on the Compliance Rules tab and open a rule. You can see that Remediate
noncompliant rules when supported and Report noncompliance if this setting
instance is not found are both checked.

Tip

The severity of the noncompliant items can be changed by specifying
the severity setting in the PowerShell command. The default value is
Information.

Next, let's continue and assign this Configuration Item to a Configuration Baseline
and validate the settings against our workstation.

Navigate to Assets and Compliance > Compliance Settings > Configuration
Baselines, click on Create in the toolbar, and then select Create a Configuration
Baseline.

Give it a friendly name such as Windows 10 Security Baseline. Giveita
description.

Click on Add under the Configuration data and choose Configuration Items.
Select the Windows 10 - 1909 Computer Configuration Item that was just created
and click on Add. Choose Ok. Choose OK back in the Create Configuration
Baseline menu to build it.

Select the security baseline and click on Deploy in the toolbar. We will leave the
defaults as they are since the workstations being targeted are domain-joined,

and we don't want to enforce policies from two sources. Click on Browse to

select a collection to target. We clicked on the drop down to switch to Device
collections and chose our All Workstations collection, which contains Windows 10
workstations. Click on OK.

Change the Run every schedule to 1 day. We will want to ensure this policy is being
evaluated frequently. Click on Ok.

Let's head over to our workstation and check whether the baseline is being
evaluated.
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11. Open Control Panel, filter to small items, and choose the Configuration Manager
control panel applet.

12. Click on the Configurations tab and check for the Windows 10 Security Baseline.
Select it and click on Evaluate.

Tip
From the Configuration Manager control panel applet, choosing the Actions

tab and running the Machine Policy Retrieval & Evaluation Cycle will force
the PC to check Configuration Manager and download any new policies.

As shown in the following screenshot, the baseline policy is reporting as
Non-Compliant:

e Configuration Manager Properties X
General ] Components | Actions ] Stte ]
Cache Configurations | Network ]
Assigned configuration baselines:
Name ] Re... I Last ... I Compliance ... | Ev
Windows 10 Activation Status 1 2/10... Compliant Idl

Windows 10 Security Baseline 1 2/12...  NonLompliant Idl

Figure 8.18 - Non-Compliant evaluation of a security baseline
13. Click on the View Report button to look at an HTML view of the conflicts.

The following screenshot shows the HTML compliance report comparing the local

configured settings against the security baseline that was evaluated through Configuration
Manager:
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H 4 | 3 Compliance Report X \ BV _ o «
O M ® | file:///C:/Users/labuser1/AppData/Local/Temp/complian T = ﬂ\, =
BaseLoe Nasm: Windows 10 Security Baseline
Revision: 1
CoMPLIANCE STATE: Nen-Compliant
Non-Cosrpriance Severrry:  Information
Descrrprion: Windows 10 1909 Computer Security Baseline
Summary:
. . Non- .| Non-
Name Revision Type Base.h r{e Compliance Compliance Dlsc.o‘"" Compliant
Policy State | Failures
. Severity Rules
Windows 10 Securitv Baseline 1 Baseline Non-Compl Information 0 6
Windows 10 - 1909 Computer 2 C%pnef;;trn;gﬁi:f;teﬁ: Required | Non-Compliant| Information 0 6
Details:
NaME: Windows 10 Security Baseline
Tyee: Baseline
Revision: 1
CoMPLIANCE STATE: Non-Compliant

Nox-Comrriance Severmy:  Information
Descrrrmion: Windows 10 1909 Computer Security Baseline

Figure 8.19 - HTML Compliance Report on the local workstation

During the import of the GPO to the Configuration Item, some settings might have
anull value in the expression and may need to be manually updated for proper
compliance to be reported. In the HTML compliance report, the expression column
will display Equals, but there will be no value included. Typically, there are only

a few settings and they can quickly be remediated by cross-checking the actual GPO,
the registry key on the local device, and the compliance rule from the setting within the
Configuration Item.

We have just covered how to use the Microsoft Security Compliance Toolkit to build
security baselines. We learned how to use the Policy Analyzer tool to compare the
Microsoft-recommended baselines to the current configurations on a Windows
workstation. Next, we created a GPO from the baseline and deployed it to an OU in Active
Directory. Finally, we imported the GPO to a Configuration Manager Configuration Item
using the SamMRoberts GitHub PowerShell script that can be used in a security baseline
for mitigation of noncompliant settings or reporting purposes.

Next, we will cover the best practices for securely connecting to servers remotely and
provide an overview of two Azure services that ensure secure connectivity and Just-in-
Time (JIT) access.
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Connecting securely to servers remotely

There should be extra attention paid when setting up and configuring remote access to
your environment. Remote access should be very strategic and the footprint extremely
small. Access to your environment directly over the internet should be limited. This
exposure poses significant risks and could easily allow an attacker to gain access to your
servers. Ensure your standards cover a secure and locked-down remote management
strategy, and limit or eliminate internet access to your servers. This section will provide
more detail about several tools that you can use to enforce a secure remote access policy.

Remote management and support tools

Remote management is a critical task that is used to support both your end users and the
infrastructure within your environment. There are many methods available to remotely
manage and access your environment. Your support desk will have some form of remote
management tools in place to access end user devices. Ensure whatever remote support
tool is selected is thoroughly reviewed and provides a secure connection to your support
staff. Additionally, ensure that no one can connect to your user's device without the user
providing permission, as this could become a liability issue.

For your infrastructure, your support staft most likely leverages Remote Desktop
Protocol (RDP) or PowerShell to manage your Microsoft servers and services. Just like
support for your end users, there are many options available in which to access your
servers for remote management. It is important, as an organization, that you define

and enforce policies that specify exactly how your support staff handles these remote
management tasks. Consider the following recommendations when building your remote
access strategy:

« Never allow direct remote management from the internet:
--Use a jump server or use VPN at a minimum.
--Change the default RDP port from 3389.

« Enforce strong access policies:
--Ensure separate accounts are used to access servers.

--Enforce multi-factor authentication.

« Enforce encryption and secure access for remote management and limit where
connections can originate from.

o Minimize the number of support staff accessing your infrastructure and servers.

o Monitor and audit all access to your infrastructure and servers.
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Tip

To limit interactive logons to servers, you can deploy Remote Server
Administration Tools (RSAT) to administrative workstations: https://
docs.microsoft.com/en-us/windows-server/remote/
remote-server-administration-tools.

Next, we will review JIT access and Azure Bastion services to provide additional security
within your remote access management strategy.

Using Azure Security Center Just-in-Time access

As a feature of Azure Security Center (ASC) standard, JIT access works by creating or
modifying Network Security Group (NSG) and Firewall rules in Azure to protect access
at the network layer. The ports that you wish to be available are configured in the JIT
access configuration. When a user needs just-in-time access, they issue an access request
through ASC. Once approved, ASC automatically adds an inbound rule opening the
configured ports on the resources' NSG or firewall. The traffic is allowed for the duration
of time specified in the request and once the time allotment expires, the NSG rules are
returned to the previous deny state. For a user to use the request access functionality
through JIT, a custom role-based access control (RBAC) role might need to be created
and assigned directly to the user. It must contain these actions:

e Microsoft.Security/locations/jitNetworkAccessPolicies/
initiate/action

e Microsoft.Security/locations/jitNetworkAccessPolicies/*/
read

e Microsoft.Compute/virtualMachines/read

e Microsoft.Network/networkInterfaces/*/read

We covered creating a custom role in Chapter 3, Server Infrastructure Management,
implementing role-based access control. To read more information about the resource
policy providers specified earlier, visit ht tps: //docs .microsoft.com/en-us/
azure/role-based-access-control/resource-provider-operations.

Tip
These policies must be scoped to the subscription or resource group in which
the VM and network interface reside.
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Further information about Azure Security Center JIT access can be found at
https://docs.microsoft.com/en-us/azure/security-center/
security-center-just-in-time.

Let's look at creating a JIT access rule to allow RDP over port 65001. In Chapter 6,
Network Fundamentals for Hardening Windows, we covered modifying the default
listening port for RDP to 65001 on a Windows Server 2019 host, in the Creating a
network security group in Azure section. If you don't have Azure Security Center standard,
you can enable a free 30-day trial and deploy the agents directly from the Security Center
overview page in order to continue with the step-by-step instructions:

1. Open Security Center by searching for it in the Azure portal.

2. Click on Just in time VM access under Advanced Cloud Defense.

3. In the Virtual Machines section, click on Recommended to view VMs that are
recommended for JIT VM access to be applied.

Tip
The No Recommendation tab lists VMs that may either not be running or are
not part of an NSG.

4. Select the VM we previously modified when creating the custom RDP rule. Choose
Enable JIT on 1 VMs.

5. On the JIT VM access configuration page, the default port rules are already created.
Let's add a new rule to accommodate the custom port of 65001.

JIT VM access configuration already has default rules for the following ports:
--Port 22 is common for SSH.

--Port 3389 is the default RDP port.

--Port 5985 and 5896 are WinRM ports.

6. Click on Add and enter 65001 for the port number and choose TCP for the
protocol. Leave Max request time at 3 hours. Click on OK.

7. Click on Save.


https://docs.microsoft.com/en-us/azure/security-center/security-center-just-in-time
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Let's take a look at the new configuration. In the Azure portal, navigate to the

VM used to configure JIT and click on Networking under Settings. In the
following screenshot, notice a new inbound augmented security rule, called
SecurityCenter-JITRule, that has all the ports specified in the configuration.
By default, the action is set to Deny:

@ Network Interface: wshdc02643 Effective security rules Topology
Virtual network/subnet: VN-USE2-Prod/SN-Mgmt-USE2-Prod  NIC Public IP: 52.167.213.130  NIC Private IP: 10.240.192.37  Accelerated networking: Enabled

Inbound portrules  Outbound port rules  Application security groups  Load balancing

@ Network security group NSG-dentity-Prod (attached to subnet: SN-Mgmt-USE2-Prod) Add inbound port rule

Impacts 1 subnets, 0 network interfaces

Priority

900

65000
65001

65500

10.

11.

12.

Name Port Protocol Source Destination Action

A SecurityCenter-JITRule_-2046734702_C0... 22,3389,5985,5986,650... Any Any 10.240.192.37 © Deny
A 1BA_RDP_3389 3389 TP Internet VirtualNetwork @ Allow
1BA_RDP_65001 65001 hed Internet VirtualNetwork @ Allow
AllowVnetinBound Any Any VirtualNetwork VirtualNetwork @ Allow
AllowAzureLoadBalancerinBound Any Any Azurel.oadBalancer Any @ Allow
DenyAllinBound Any Any Any Any © Deny

Figure 8.20 — Networking settings for the network interface attached to a VM

Tip

Security Center JIT rules default to a priority of 4096, which is the highest
integer value that you can set in a custom security rule. If custom rules were
created to allow RDP previously, modify the priority of the new Security
Center rule to be a lower integer, or delete the previous rules in order to use
JIT effectively.

Once the JIT access rule has been configured, RDP will effectively be blocked. To
request access, follow these steps:

Navigate to Security Center in the Azure portal.
Choose Just in time VM access under Advanced Cloud Defense.

Under the Configured tab, select the VM to RDP into, and choose the Request
Access button.

Toggle the rule for port 65001 to On, and select My IP in the Allow Source IP
column. We can leave the time range as 3 hours.

Enter a request justification and choose Open Ports.



310 Administration and Remote Management

The following screenshot shows the custom port rule we created. During the access
request, you can specifically choose the ports you need for connectivity:

Home > Security Center - Just in time VM access > Request access

Request access
WSHDC02

Port Toggle Allowed Source IP IP Range Time range (hours)
~WSHDC02
22 P Range:jl No range e Se—
3389 ‘ 1P Rangeij‘ No range e
5985 ‘ IP Rahge:jI No range e ————
5986 P Range:jl No range e Se—
65001 1P Range:jI No range e

RDP access for 3 hours to perform maintenance on WSHDC02 v ‘ Open ports

Figure 8.21 — Azure JIT port request

If the appropriate RBAC is applied to request access to a VM, the access request will be
approved, as indicated in the Last access column of the following screenshot:

Home > Security Center - Just in time VM access

Security Center - Just in time VM access ba

Showing subscription "Windows Security and Hardening'

Virtual machines

Configured  Recommended  No recommendation

VMs for which the just in time VM access control is already in place. Presented data is for the last week.

1 v

|/O Search to filter items...

Virtual machine T Approved Last access Ty Connection details

Kl wsHDco2 1 Requests Active now @ Ports: 65001

Figure 8.22 - JIT access rule over port 65001 showing as active
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The RDP over port 65001 is now active. Browse back to the VM network interface
inbound port rules. A new Allow rule has been added, similar to the following screenshot,
using your public IP as the source:

Inbound port rules  Outbound port rules Application security groups Load balancing

@ Network security group WSHVMO1-nsg (attached to network interface: wshvm01118) Add inbound port rule

Impacts 0 subnets, 1 network interfaces

Priority Name Port Protocol  Source Destination Action

100 SecurityCenter-JITRule--20467347 65001 TCpP 24.199.206.56 10.0.0.4 9 Allow
1000 SecurityCenter-JITRule_-20467... 22,3389,59... Any Any 10.0.04 @ Deny
1010 IBA_RDP_3389 3389 Any Internet VirtualNetwork @ Allow
1020 IBA_RDP_65001 65001 TCP Internet VirtualNetwork @ Allow

Figure 8.23 - Network interface inbound port rules with an active ASC JIT rule

Following the approval of the ASC JIT rule, the source is configured from your public

IP address. Network address translation in Azure allows the destination to the VM to be
a private IP. In order to connect to this server with RDP, you may need to add the port
number at the end of the IP address. In this example, 52.167.213.130:65001 would
be used to create the connection and includes the custom port.

Next, let's look at using the Azure Bastion service to connect to a VM without having to
expose it directly to the internet.

Connecting with Azure Bastion

Available in Azure as a PaaS service, Azure Bastion allows SSL-secured RDP or SSH
connections into VMs directly from the Azure portal, eliminating the need for a jumpbox.

With Azure Bastion, you provision an isolated or bastion subnet directly inside your
virtual network. This keeps all of the RDP or SSH traffic inside of your virtual network,
so the protocols are not exposed over the internet. Now, VMs no longer require direct
exposure to the internet with public IPs, which helps to protect these endpoints from
threats such as port scanning. The Azure Bastion service always uses your resource's
private IP address to create secured connections and significantly reduces the attack
surface by minimizing what's exposed directly over the internet. Azure Bastion only
supports RDP or SSH with HTMLS5 currently, but development is in the works to support
other tools such as Remote Desktop Connection (MSTSC).



312 Administration and Remote Management

Let's look at configuring Azure Bastion. In order to enable the Azure Bastion
service, a bastion subnet must be created inside your virtual network, named
AzureBastionSubnet, with a minimum Classless Inter-Domain Routing
(CIDR) range of /27 before continuing. To create the Bastion resource and
connect to a VM, follow these steps:

Log in to the Azure portal at https://portal .azure.com.
Search for Bastions and select Bastions under Services.

Click on Create Bastion.

Ll

Select your Subscription, and choose a Resource group. We selected the resource
group our VNET was in.

Give it a friendly name and choose the region your resources are in.
Select your virtual network and choose AzureBastionSubnet.

Create a new IP address and give it a friendly name.

e N & w

Click on Review + Create. Then, select Create.

Tip

Azure Bastion does not support customized TCP ports. If you are using the
VM configured earlier, the RDP listening port must be changed back to 3389
or you will receive a bad connection error. Additionally, NSG rules will need
an allow rule to open access to the default 3389 RDP port, and any JIT access
rules need to be accounted for or connections may be blocked.

To connect to a VM with Azure Bastion, follow these steps:

1. Go to the Virtual Machines pane inside the Azure portal.
Search for your VM and select it in order to bring it up in the overview pane.

Click on Bastion under Operations.

Ll

Enter the VM's administrator username and password and click on Connect.


https://portal.azure.com
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You may have to allow popups if your pop-up blocker is enabled. The following screenshot
is the Connect to virtual machine menu. Select the BASTION tab to connect:

Connect to virtual machine X
WSHDC02

To improve security, enable just-in-time access on this VM.

RDP  SSH | BASTION |

To connect to your virtual machine over the web, enter login
credentials and click connect (opens a new browser window).

Open in new window

-
Username * (1)

Password * (1)

| |

Figure 8.24 — The Connect to virtual machine menu from the Overview pane

Now that we have covered how to connect remotely to Windows servers with RDP,

let's take a look at PowerShell. PowerShell has quickly become a standard for many
administrative tasks, and there are a few security steps that should be taken to help secure
its use.

Introducing PowerShell security

PowerShell has become one of the most popular tools in the sysadmin's toolbox in recent
years. Its uses range from the ability to batch processes and build tools to automating
repeatable tasks. There are many importable modules that allow interaction with a range
of services such as Azure AD and Exchange Online. As a result, PowerShell can be
exploited as an attack tool due to this flexibility. It has close interaction with various OS
system-level components, such as Windows Management Instrumentation (WMI),

and can avoid detection as it's a commonly used process. Out of the box, there are limited
security measures enabled for PowerShell, so let's discuss what we can do to help secure
its use.
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Configuring PowerShell logging

There are a few types of logging that can be enabled for PowerShell to start logging events
for auditing purposes. Some of the logging options include the following:

« PowerShell Transcription allows Windows to capture the input and output of
PowerShell commands in text-based transcripts. PowerShell Transcription can be
enabled through the following Group Policy and registry setting:

Computer Configuration / Policies / Administrative
Templates / Windows Components / Windows PowerShell / Turn
on PowerShell Transcription

Enable the policy and specify an output directory. Documents are the default output
directory if nothing else is specified:

HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\
PowerShell\Transcription

EnableTranscription DWORD equals 1.
OutputDirectory REG_SZ equals PATH TO DIRECTORY.

o PowerShell Script Block Logging enables the logging of all PowerShell script
blocks in the Event Viewer. PowerShell Script Block Logging can be enabled
through Group Policy, Intune Administrative Templates, or the registry:

Computer Configuration / Policies / Administrative
Templates / Windows Components / Windows PowerShell / Turn
on PowerShell Script Block Logging

Enable the policy and select Log script block invocation start/stop events for
additional logging:
HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\
PowerShell\ScriptBlockLogging

EnableScriptBlockLogging REG_DWORD equals 1.
EnableScriptBlockInvocationLogging REG_DWORD equals 1.

Additionally, there are Group Policy settings to enable module logging. If enabled, the
modules must be added to the list of module names in the policy setting, and anything
after the pipeline for events of the specified modules will be captured in the Event Viewer.
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If using Log Analytics in Azure, you can choose to collect events from the Microsoft-
Windows-PowerShell logs under Advanced settings > Data in your Log Analytics
workspace. This will allow you to configure alerts based on the events or forward them to
a Security Information and Event Management (SIEM) solution for monitoring.

Tip
Consider expanding the Windows Event log size if enabling script block
logging to avoid logs being overwritten too quickly.

Next, let's explore how to use the PowerShell constrained language mode for a restricted
set of commands.

Using PowerShell Constrained Language Mode

The PowerShell Constrained Language Mode is used to lock down which "types" can be
executed from within a PowerShell session. Some of the default restrictions of constrained
language mode include the usage of most COM objects, using Add-Type to load arbitrary
C# code or Win32 APIs, and .NET methods that are not of the allowed types. To view the
list of allowed types along with a detailed definition of the constrained language mode,
open PowerShell and run Get-Help about ConstrainedLanguage.

The constrained language mode is designed to support User Mode Code Integrity
(UMCI) policies though Windows Defender Application Control (WDAC) and Device
Guard for enforcement. Specific scripts or even your code-signing authority can be added
to the WDAC policy, which allows them to run in full language mode if constrained
language is too restrictive. Alternatively, constrained language mode can be set by creating
an environment variable via a GPO witha _ PSLockdownPolicy value of 4. However,
this can easily be circumvented if the user has the right to override these settings.

To check the current language mode of the execution context in PowerShell, run this
command:

$ExecutionContext.SessionState.LanguageMode

To read more about the different types of language modes in PowerShell, refer to
https://docs.microsoft.com/en-us/powershell /module/microsoft.
powershell.core/about/about language modes?view=powershell-5.1.


https://docs.microsoft.com/en-us/powershell/module/microsoft.powershell.core/about/about_language_modes?view=powershell-5.1
https://docs.microsoft.com/en-us/powershell/module/microsoft.powershell.core/about/about_language_modes?view=powershell-5.1
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Next, let's look at enabling script execution. For best practice, it's recommended that you
only allow RemoteSigned scripts to be executed or even use the default restricted mode.

Enabling script execution

PowerShell execution policies determine which types of scripts can run on the system.
While not directly used to deny users from running commands, execution policies
are designed to help prevent the unintentional execution of scripts, and they can be
circumvented by using the command line. A few examples of script execution policies
include the following:

o Restricted is the default for Windows workstations and allows individual
commands but prevents scripts from running.

« Bypass is where scripts and commands run freely without warning.

» RemoteSigned requires scripts to be signed by a trusted publisher to run if
downloaded from the internet.

« AllSigned requires all scripts to be signed by a trusted publisher, including ones
built locally. PowerShell will prompt you before allowing the script to run from
unknown publishers.

To learn more about script execution policies in PowerShell, type in Get -Help about
execution policies. Itis recommended that you keep the default of Restricted
enabled or use RemoteSigned. PowerShell script execution can be set using Group Policy,
Intune Administrative Templates, or the registry. Use the following location for Group
Policy or Intune:

« Navigate to Computer Configuration > Administrative Templates > Windows
Components > Windows PowerShell > Turn on Script Execution

o Choose Allow local scripts and remote signed scripts to set the MachinePolicy
scope to RemoteSigned.

You can list all of the execution policy modes for each scope by typing
get-executionpolicy -1list in PowerShell. The following screenshot shows five
different scopes. If all scopes are set to Undefined except for one, then that is the current
effective policy. If setting the script policy through a GPO, as in the following, that will
remain the more effective scope:
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-executionpolicy

Undef
CurrentUser Undefined
LocalMachine Undefined

C:\Windows\system32> _

Figure 8.25 - Execution policy of a PowerShell session

To recap, we just covered PowerShell and how to enable transcription logging for
monitoring events, discussed the constrained language mode, and covered the different
types of execution policies for protecting your systems.

Summary

In this chapter, we covered what administration and remote management are and their
importance for your Windows environment. We started with an overview of device
administration and the different ways in which Windows devices can connect and register
to your domain. We then learned how to enforce compliance and configured settings on
your devices using MDM with Configuration Manager and Intune.

Next, we walked through building a Windows 10 security baseline using the Microsoft
Security Compliance Toolkit. We discussed using the Policy Analyzer tool to compare
settings and created a GPO from the recommended baseline and assigned it to an Active
Directory OU. Then, we learned how to take existing GPOs and convert them into
Configuration Manager Configuration Items to both remediate noncompliant settings or
use monitor mode for reporting purposes. Finally, we reviewed remote management and
provided details on how to deploy Azure Security Center JIT access and Azure Bastion.
The chapter finished with several ways to secure and audit PowerShell events.

Moving on to Chapter 9, Keeping Your Windows Client Secure, we will cover Microsoft
Defender ATP, learn how to onboard machines, and discuss deploying and configuring
Windows Update for Business. Then, we will cover securing and hardening Windows with
various configurations before finishing the chapter with Windows 10 privacy settings and
the importance of data labeling and classification.
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Keeping Your
Windows Client
Secure

In this chapter, you will learn about the best practices and techniques that are used to keep
the Windows operating system (OS) secure. So far, we have covered many technologies
that make up a robust and well-rounded security program. This includes administration
and management tools, hardware security, network security, and an identity management
program. This chapter, along with Chapter 10, Keeping Your Windows Server Secure, will
cover the core of what this book is about, directly securing and hardening the OS that
your users use.

Securing your Windows client is a critical task, and it is one that requires ongoing
maintenance and operation in order to protect your devices as vulnerabilities continue to
evolve and grow. In this chapter, we will cover how to keep your Windows devices up to
date by deploying Windows Update for Business and securing your devices with advanced
hardening configurations. Then, we will finish the chapter by discussing configuring
Windows 10 privacy settings.
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This chapter will include the following topics:

+ Securing your Windows clients
« Introducing Windows Update for Business
o Advanced Windows hardening configurations

« Windows 10 privacy

Technical requirements

There are many walk-throughs throughout this chapter that will instruct you on how to
enable different types of settings. In order to follow along, you must have an Azure Active
Directory (Azure AD) tenant configured and administrative rights to manage resources
in Azure. You will also need Active Directory Domain Services configured to follow
along with the Group Policy guides. In addition, a few services that we cover will require
licenses and infrastructure in order to follow the references in this chapter. They include
the following:

o Microsoft Intune License

o Configuration Manager hierarchy

Let's start by learning how to secure your Windows clients.

Check out the following video to see the Code in Action: https://bit.1ly/2D7pVTJ

Securing your Windows clients

It's important to keep up to date with your workstation OS because once a product is
made end of life by Microsoft, they no longer invest time to release updates for these
products. Extended support is available in some instances. However, generally, outdated
OSes will only provide hackers more incentive to target these systems. If you aren't on
Windows 10 already, start planning an upgrade as soon as possible!

Currently, there are no plans to increment the major build number to version 11 or 12.
New builds (known as feature updates) are released at no charge to users if their license
is valid. Depending on the edition, updates are released on servicing channels and can
be configured through various means, including automatic updates through Windows
Updates, Windows Update for Business, and Windows Server Update Services (WSUS),
and they can be delivered and configured through tools such as Intune, Configuration
Manager, or Azure Automation Update Management.


https://bit.ly/2D7pVTJ
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Windows as a Service (WaaS$) is a concept that was first introduced with Windows 10.
While this idea is multi-faceted, it typically revolves around Microsoft's continued effort
to improve the deployment and servicing of Windows clients. Traditionally, a servicing
strategy involves extensive IT effort along with the coordination of end users to schedule
support time for tasks such as re-imaging, updating, and deploying PCs. This also limits
the speed of which new features become available and slows the security update process
that helps protect the organization and enable new technology for users. Key concepts to
understand with Windows as a Service include the types of updates delivered as well as
the servicing channels that determine "when" the updates will be available. This will be
covered in more detail in the Introducing Windows Update for Business section.

Tip
You can learn more about Windows as a Service at https://docs.

microsoft.com/en-us/windows/deployment /update/
waas-overview.

First, let's take a look at Windows Update for Business and provide you with the
information that is needed to configure Windows Updates with Intune.

Introducing Windows Update for Business

One of the major differences between Windows Server Update Services (WSUS)

and Windows Update for Business is a direct connection from the computer endpoint
to the Windows Update service when it's configured using the Windows Update for
Business policies. Updates are no longer approved and deployed granularly according
to "what" type or KB, as is the case with WSUS, but managed to the level of "when" they
are deployed. Windows Update for Business, also sometimes referred to as WufB,

can be configured by Intune or Group Policy. Let's take a look at a few key concepts to
understand the types of updates delivered and the servicing channels that determine
"when" updates will be available to devices:

« Feature Updates are released twice a year, usually around the end of Q1 and Q3.
These are the major build releases in Windows, and they offer the latest updates in
security features and Ul enhancements.

 Quality Updates can be scoped to security and non-security-related fixes. Quality
updates include critical updates, security patches, drivers, updates to the servicing
stack (windows update service), and Windows product updates. Typically, these are
the patches that are released on "Patch Tuesday."


https://docs.microsoft.com/en-us/windows/deployment/update/waas-overview
https://docs.microsoft.com/en-us/windows/deployment/update/waas-overview
https://docs.microsoft.com/en-us/windows/deployment/update/waas-overview
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 Driver Updates can be delivered through Windows Updates and toggled on or off.

o Microsoft Product Updates are updates targeted to Windows Apps and
Office products.

o There are two types of release schedules available when configuring update policies,
and they are as follows:

« Semi-Annual Channel is the "production” or regular servicing channel that
receives feature updates twice per year.

« Windows Insider Program is for the release available prior to general availability.
This allows organizations to test builds, validate compatibility, and send feedback
to Microsoft before they are released into production.

Microsoft recommends using deployment rings to deploy Windows features and quality
updates. This will allow you to specify groups of computers to deploy updates to and pilot
updates before rolling them out to all your systems. A common scenario would be to
separate your deployment rings by department. Depending on the number of devices, you
can create an early adopter or pilot user group for each department and a production or
general release ring. This will allow time for the pilot group to validate and report to the
IT team that there are no issues. It's important when deciding on test groups that there is
equal representation across the different business workloads and app personas that exist
in your organization. One example of this could be to create groups for Finance, HR,

and IT and choose 10-15 people who are willing to provide feedback and offer insights

to their update experience. These groups should receive the update well in advance of
others in their departments, and they should have a clear escalation point to IT so that it
can be determined whether an update has broken a critical business app. Luckily, Intune
Windows 10 Updates has a pause and rollback feature in case there are problems that need
to be mitigated from the pilot phase discovery.

The following screenshot demonstrates the use of deployment rings to target subsets of
user devices and incrementing the feature and quality update deferral periods:
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Home » Devices - Windows 10 update rings

=@ Devices - Windows 10 update rings
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Figure 9.1 - Windows 10 update rings in Intune
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For more information about building update deployment rings for Windows 10, visit
https://docs.microsoft.com/en-us/windows/deployment /update/
waas-deployment-rings-windows-10-updates.

Next, let's take a look at how to build and deploy Windows 10 update policies using Intune.

Configuring Windows updates in Intune

Follow these steps to configure Windows 10 update deferral periods, specify installation
maintenance times, and set update deadlines:

1. Login to the Microsoft Endpoint Manager Admin Center at

https://devicemanagement .microsoft.com.

2. Click on Devices and choose Windows 10 update rings. Click on + Create profile.

3. Give it a friendly name such as Procurement - Pilot Usersanda

description. Click on Next.


https://docs.microsoft.com/en-us/windows/deployment/update/waas-deployment-rings-windows-10-updates
https://docs.microsoft.com/en-us/windows/deployment/update/waas-deployment-rings-windows-10-updates
https://devicemanagement.microsoft.com
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4. Set the Update settings, as shown in the following screenshot:

Create Windows 10 update ring

Windows 10

w
r

v Basics 2 Update ring settings

Update settings

Servicing channel (O | Semi-Annual Channel ~
Microsoft product updates * () i::'

Windows drivers * (0 i Block .

Quality update deferral period (days) * (O ‘ 14 v ‘
Feature update deferral period (days) * @ ‘ 30 v ‘
Set feature update uninstall period (2 - 60 days) * @ | 10 |

Figure 9.2 - Update settings in the Windows 10 update policy in Intune

5. In User Experience Settings, set the following values:

Automatic Update Behavior: Auto install and restart at
maintenance time

Active hour start: 8 AM

Active Hours end: 5 PM

Restart checks: A1low

Option to pause Windows updates: Disable

Option to check for Windows updates: Enable

Require the user's approval to restart outside of work hours: Not Configured
Remind user prior to required auto-restart with dismissible reminder (hours): 4

Remind user prior to required auto-restart with permanent reminder
(minutes): 30
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The active hours start and end periods determine the time during which updates
will be suppressed. Using the Auto install and restart at maintenance time option
will allow the PC to reboot during the maintenance window outside of the device's
active hours setting.

For more information about managing device restarts and the different update
behaviors, visit ht tps: //docs.microsoft.com/en-us/windows/
deployment /update/waas-restart.

6. In the Use deadline settings, let's configure the number of days during which a user
must install feature and quality updates before they are automatically applied:

Deadline for feature updates: 7
Deadline for quality updates: 3
Grace period: 2

Auto reboot before deadline: yes

Tip
New update behavior settings are frequently being added to Intune. Some

of the settings are not available in all Windows 10 versions. Research which
settings are available before deploying them to your users.

7. Click on Next. Choose a group to assign the policy to and click Next.
8. Click Review + Create and choose Create to build the policy.

Windows update policies can be assigned to both user and device groups. If your
organization has many shared devices, then we recommend using device groups to avoid
assignment conflicts that can occur from multiple users logging in to the same shared
device. One strategy would be to use Azure Automation to dynamically populate device
groups based on the user's primary device. Then, you can assign the policy to the device
group but organize the deployment by users.

Managing update deployments

In the Microsoft Endpoint Manager admin center, go to Devices and choose Windows 10
update rings. Select the profile that was created earlier. In the Overview section, notice
the toolbar and its available actions. Here, you can decide to pause both feature updates
and quality updates. There is also an option to uninstall them if you need to roll back. If
you use the Pause feature, updates are paused for up to 35 days. If you need to extend this,
use the Extend feature.


https://docs.microsoft.com/en-us/windows/deployment/update/waas-restart
https://docs.microsoft.com/en-us/windows/deployment/update/waas-restart
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The following screenshot shows all of these actions from within the deployment ring:

Microsoft Endpoint Manager admin center

>

®

;

B A

-

Let's now take a look at the monitoring section.

Home > Devices - Windows 10 update rings > IT Users - All Users

b
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Windows 10 upda
@ Delete | |

Created:
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Pause
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Last modified:
08/06/19, 10:04:3

Groups assigned:
6
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A

~ z) Uninstall ~

Feature / Feature

Runnin

I? Quality

Quality
Running

Figure 9.3 - Windows 10 update rings in Intune

Monitoring update deployments

Under the monitoring section, there are three built-in reports for the Device status, User
status, and the End User update status to help monitor the profile settings. The Device
status and the User status will display the deployment status of the Windows Update
profile against the members of the groups to whom the profile was assigned. The end user
update status will give you details about the current device's Quality Update Version

and Feature Update Version. As you can see in the following screenshot, additional
information is provided, listing the name of the device, the user, the last scan time, and
the device's last check-in time:

? Filter O Refresh

i Export

Filters applied: Update Status

‘ 2 Search by Device, User or Quality Update Version.

Device

WINDOWS-1C4...

WINDOWS-57C...

WINDOWS-D9B...

WINDOWS-IFAA...

WINDOWS-EM...

WINDOWS-M76...

WINDOWS-JVO...

WINDOWS-29L...

User
jeal...
Syst...
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eva...
bej...

bco...

jgra...

Figure 9.4 - End user update status in Windows 10 Update profile
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While this provides a helpful overview of the current status of your quality and feature
updates, the end user update status doesn't provide much in-depth information about

the overall compliance of your updates, nor any troubleshooting information for failed
installations. We recommended deploying the Update Compliance solution in Log

Analytics.

The following diagram is from the WaaSUpdateInsights solution, which is available for
free in Log Analytics. The solution will break down the rollout of security updates, feature

updates, Defender AV signature updates, and Delivery Optimization (DO) settings:

LATEST SECURITY UPDATE DEPLOYMENT STATUS
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OS5 BUILD
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Figure 9.5 - Security update deployment status in Update Compliance
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Next, let's take a look at the advanced Windows hardening configurations to help protect

your ecosystem of devices.

Advanced Windows hardening configurations

Next, let's look at the advanced Windows hardening configurations to deploy to your
client workstations. These configurations will cover user authentication with biometrics
and PINg, risk prevention by setting up Defender AV scan settings and SmartScreen
filters, and the protection of user data with BitLocker Drive Encryption. We will also
discuss how to mitigate common attack vectors, such as name resolution poisoning and
Man-in-the-Middle (MITM) attacks, that can be overlooked in your default Windows

baseline policies and put your systems at risk from an inside attack.
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First, let's look at using Windows Hello for Business to replace passwords as an
authentication mechanism.

Enabling Windows Hello for Business

Windows Hello for Business is a great first step in a passwordless journey and enables

the use of biometric sensors or device PINs as an alternative way to log in to Windows.
Windows Hello for Business is backed by an asymmetric public/private key pair or
certificate-based authentication, which can be used to authenticate with Azure AD,
on-premises AD, and other identity providers that support Fast ID Online v2 (FIDO).
When a user registers for Windows Hello for Business through a new device enrollment,
or later on through the Windows settings app, the credentials are bound to the device, and
the public key is mapped to an identity provider such as Azure AD. The validation of this
pairing occurs through a two-step verification during the registration process. Keys can be
generated either by a device's hardware Trusted Platform Module (TPM) or by software,
and they can be configured in the deployment settings. Currently, Windows Hello for
Business supports the following types of authentication mechanisms:

o Device PIN
« Fingerprint or face biometric authentication
« Phone sign-in when using Windows Hello for Business PIN on an Azure AD joined

companion device

For more information about using Windows Hello biometrics in an enterprise, refer to
https://docs.microsoft.com/en-us/windows/security/identity-
protection/hello-for-business/hello-biometrics-in-enterprise.

For more information on Why a PIN is better than a password, visit https://docs.
microsoft.com/en-us/windows/security/identity-protection/
hello-for-business/hello-why-pin-is-better-than-password.

Let's use Intune to configure Windows Hello for Business and set PIN requirements using
these steps:
1. Logintohttps://devicemanagement .microsoft.com.

2. Choose Devices and select Windows under the By platform menu. Choose
Windows Enrollment to edit the enrollment settings.


https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/hello-biometrics-in-enterprise
https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/hello-biometrics-in-enterprise
https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/hello-why-pin-is-better-than-password
https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/hello-why-pin-is-better-than-password
https://docs.microsoft.com/en-us/windows/security/identity-protection/hello-for-business/hello-why-pin-is-better-than-password
https://devicemanagement.microsoft.com
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3. Select Windows Hello for Business under General. Change the dropdown, and
Configure Windows Hello for Business to Enabled.

4. Click on Save to apply and assign the policy to all users.
The Windows enrollment settings in Microsoft Endpoint Admin Center are where
you can configure options such as automatic enrollment to Intune with Azure AD join

and configure autopilot profiles. Select Windows Hello for Business to configure the
preceding settings:

= Microsoft Endpoint Manager admin center
Home > Devices > Windows - Windows enrollment

(=] Windows - Windows enrollment

General

ﬁ Automatic Enrollment
{} Configure Windows devices to enroll when they join or register with Azure Active

e o Windows Hello for Business
Replace passwords with strong two-factor authentication.
g pl p ds with g f henticati

‘- CNAME Validation

Test company domain CNAME registration for Windows enrollment.

Figure 9.6 - Windows enrollment settings in Intune

The default settings are a good starting point and offer a balance of both security
and usability for your users. Modify any settings as necessary to meet your baseline
requirements.
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When users enroll a new device or log in with their passwords after the settings have been
applied, Windows will prompt them to configure a Windows Hello for Business login
method. The available options will depend on whether the underlying hardware supports
it. Users can also modify or configure additional sign-in methods using Sign-in Options
from the Settings app, as shown in the following screenshot. If these settings have been set
with Intune or Group Policy, users will see the message *Some of these settings are hidden
or managed by your organization:

Settings
@ Home Sign-in options
Find a setting P *Some of these settings are hidden or managed by your organization.
e Manage how you sign in to your device
Select a sign-in option to add, change, or remove it.
A= Yourinfo « ¢ Windows Hello Face

Sign in with your camera (Recommended)

B Email & accounts

Z  Windows Hello Fingerprint

e 5 @ This option is currently unavailable—click to learn more
Sign-in options

aas  Windows Hello PIN

Access work or school "i"  Signin with a PIN (Recommended)
R, Other users EI Security Key
Sign in with a physical security key

&)

Sync your settings Password
C% Sign in with your account’s password

~R Picture Password
A Swipe and tap your favorite photo to unlock your device

Require sign-in

Secunty policies on this PC are preventing some options from being shown.

If you've been away, when should Windows require you to sign in again?

Every Time

Figure 9.7 - Windows Hello for Business Sign-in options in the Settings app

Next, let's look at how to configure BitLocker encryption using Intune and leverage Azure
AD to store recovery keys.
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Managing BitLocker encryption

BitLocker encryption is a common technology used to encrypt device data on disk
drives. Historically, BitLocker was deployed and managed using the Microsoft BitLocker
Administration and Monitoring (MBAM) tool, which is part of the Microsoft Desktop
Optimization Pack (MDOP), through Group Policy administrative templates. The
MBAM administrative interface is used to report compliance, manage configurations,
and store recovery key information for organizations. MBAM can also integrate with
Configuration Manager for native functionality directly from the Configuration Manager
console. Microsoft recently announced that MBAM development ended in 2019 and

its services will be deprecated in 2024: https://docs.microsoft.com/en-us/
windows/security/information-protection/bitlocker/bitlocker-
management - for-enterprises. It is strongly recommended that you start
leveraging Azure AD and Intune to deploy and manage BitLocker Drive Encryption
settings as soon as possible. For an in-depth overview of BitLocker Device Encryption

in Windows 10, we recommend visiting ht tps: //docs .microsoft.com/en-us/
windows/security/information-protection/bitlocker/bitlocker-
device-encryption-overview-windows-10.

Using Intune and Azure AD, BitLocker can be managed using device configuration
profiles, Intune security baselines, or by manually using the BitLocker Configuration
Service Provider (CSP). Follow these steps to enable BitLocker Device Encryption for
Windows 10 devices using a device configuration profile and save your recovery keys
to Azure AD:

1. Signintohttps://devicemanagement.microsoft.com.

2. Go to Devices and choose Configuration Profiles under Policy.

3. Create a profile and give it a friendly name, such as Windows 10 - Bitlocker. Enter
a description and choose Windows 10 and later from the Platform dropdown.

4. Choose Endpoint Protection as the profile type and click on Settings. Choose
Windows Encryption.

Tip
There are many available configurations for Windows encryption. By enabling

BitLocker, a recommended set of minimum requirements is configured. Each
organization may have its own unique encryption standards and policies.

5. Change Encrypt Devices to Require.

6. Change Configure encryption methods to Enable. Leave the default settings as
they are.


https://docs.microsoft.com/en-us/windows/security/information-protection/bitlocker/bitlocker-management-for-enterprises
https://docs.microsoft.com/en-us/windows/security/information-protection/bitlocker/bitlocker-management-for-enterprises
https://docs.microsoft.com/en-us/windows/security/information-protection/bitlocker/bitlocker-management-for-enterprises
https://docs.microsoft.com/en-us/windows/security/information-protection/bitlocker/bitlocker-device-encryption-overview-windows-10
https://docs.microsoft.com/en-us/windows/security/information-protection/bitlocker/bitlocker-device-encryption-overview-windows-10
https://docs.microsoft.com/en-us/windows/security/information-protection/bitlocker/bitlocker-device-encryption-overview-windows-10
https://devicemanagement.microsoft.com
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7. Under the BitLocker OS drive settings, change Additional authentication at
startup to Require.
8. Change OS drive recovery to Enable.
9. Change Recovery options in the BitLocker setup wizard to Block.
10. Change Save BitLocker recovery information to Azure Active Directory
to Enable.
Important note
Make sure that you enable this setting to store your BitLocker keys in Azure
AD.
11. Change Store recovery information in Azure Active Directory before enabling
BitLocker to Require.
12. Change Write access to fixed data drive not protected by BitLocker to Block.
13. Change Fixed drive recovery to Enable.
14. Change Recovery Options in the BitLocker setup wizard to Block.
15. Change Save BitLocker recovery Information to Azure Active Directory
to Enable.
16. Change Store recovery information in Azure Active Directory before enabling
BitLocker to Require.
17. To enable BitLocker on removable drives such as USB, change Write access
to removable data drive not protected by BitLocker to Block.
18. Choose OK, and then click on Create to build the profile. Click on Assignments

under Manage, and select a device security group to assign the profile to.

Once the profile makes its way to the device after the next policy sync, the user
is prompted via a toast notification to enable device encryption, which opens the
BitLocker Drive Encryption wizard.

Tip
Changing the Warning for other disk encryption setting to Block will
attempt to silently enable BitLocker; otherwise, the user will be asked.

WARNING: Turning on BitLocker with another device encryption solution
enabled can render the device unusable.
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The BitLocker recovery key will be stored in Azure AD and is recoverable by both the
end user and the Azure cloud device administrators. The following screenshot shows
the Recovery keys option under the Monitor menu when you view information about
a managed intune device:

Microsoft Endpoint Manager admin center

» | Home > WINDOWS-V23 - Recovery keys
) 8> WINDOWs-v23 - Recovery keys
[Ses)
. Search (Ctrl+/) «
= BITLOCKER KEY ID BITLOCKER RECOVERY K... DRIVE TYPE
* © overview
42e12b38-6ddb-4733-ac... 686345-470195-079464-... Operating system drive

“ Manage
HH
B I Properties

Monitor

& Hardware

Discovered apps

Device compliance

mom

Device configuration

A-YLCIN I RN

App configuration

Endpaint security configuration

v 5

Recovery keys

== Managed Apps

Figure 9.8 - Recovery keys in Microsoft Endpoint Manager admin center

End users can self-service their BitLocker recovery keys by logging in to https://
myapps .microsoft.comand choosing their name (located in the top-right corner).
Then, simply select Profile and then Get BitLocker keys next to your device name. A
popup will display the PC name and recovery key, as shown in the following screenshot:

BitLocker keys for DESKTOP- GH
OPERATING SYSTEM DRIVE
Key ID:

7bdbfe2a-5d76-4484-

Recovery key:
265529-108229-403073-294844

Figure 9.9 - Self-service recovery key from the apps Access Panel profile


https://myapps.microsoft.com
https://myapps.microsoft.com
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Next, let's look at real-time protection settings by configuring the Windows Defender
AV scan settings using Intune.

Configuring Windows Defender AV

Windows Defender is built into Windows 10 out of the box with a predefined set of
configurations. By default, protection is enabled, and virus definition updates are delivered
through the Windows Update service unless they are configured differently. Let's take a
look at configuring real-time protection scan settings in order to optimize your Windows
Defender protection. Follow these steps to create a device configuration profile in Intune
to manage Defender AV settings. For more information about configuring Windows
Defender AV scanning options, visit https: //docs.microsoft.com/en-us/
windows/security/threat-protection/windows-defender-antivirus/
configure-advanced-scan-types-windows-defender-antivirus:

1. Signintohttps://devicemanagement.microsoft.com

2. Click on Devices, choose Windows, and select Configuration Profiles
under Windows Policies. Click on Create Profile to build a new device
configuration profile.

3. Give it a friendly name, such as Windows 10 - Defender Antivirus,
and a description. Choose Windows 10 and later as the Platform type and
Device restrictions as the Profile type.

4. Choose Microsoft Defender Antivirus. The following table lists a
recommended configuration baseline for your consideration:


https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-antivirus/configure-advanced-scan-types-windows-defender-antivirus
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-antivirus/configure-advanced-scan-types-windows-defender-antivirus
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-antivirus/configure-advanced-scan-types-windows-defender-antivirus
https://devicemanagement.microsoft.com
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Baseline Microsoft Defender Antivirus Scan Settings

Real-time monitoring Enable
Behavior monitoring Enable
Network Inspection System (NIS) Enable
Scan all downloads Enable
Scan scripts loaded into Microsoft Web browsers Enable
Security intelligence update interval (in hours) 8

Monitor file and program activity

Meoniteor all files

Days before deleting quarantine malware 7

CPU usage limit during a scan 50

Scan archive file Enable

Scan incoming mail messages Enable

Scan removable drives during a full scan Enable

Scan mapped network drives during a full scan Mot Configured
Scan files opened from network folders Enable
Cloud-delivered protection Enable

File Blocking Level

Not configured

Time extension for file scanning by the cloud 0

Figure 9.10 - Defender AV scan recommendations for device configuration profiles

5. Click on OK and OK again, and choose Create to build the new profile.

6. Click on Assignments and select a device group to assign the profile to.

When configuring the profile, we skipped over a few configurations, one of which was
to configure actions on detected malware threats. Many settings are only applicable to

certain device platforms or when choosing Not configured, which will accept the default

out-of-the-box settings.

Next, let's learn how to add some additional protection for websites and downloaded

applications by configuring Microsoft Defender SmartScreen.
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Enabling Microsoft Defender SmartScreen

Microsoft Defender SmartScreen is a protection feature that is used to help deter or
block your users from visiting potentially malicious websites and running harmful files
downloaded from the internet. SmartScreen cross-checks the potential website or file
against a list of reported phishing sites and files downloaded by other Windows users. If
the site or file in question is found, a warning notification will be presented to the user.
SmartScreen for websites (previously known as SmartScreen filter) and downloaded
files can be configured by Group Policy or MDM. The following screenshot shows a
SmartScreen notification that is blocking the execution of a known malicious file:

Malicious file

This application may cause damage devi sitive personal data
may also be at risk.

App: knownmalicious exe

Pubilisher: Unknown publisher

Ignore Windows malware warning and run anyway.

Figure 9.11 - Windows Defender SmartScreen blocking a malicious app

Let's configure Defender SmartScreen for both apps and websites using Intune by
following these steps. You will be creating two separate profiles:

1.
2.

Signintohttps://devicemanagement .microso